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Kenji Kono

Keyloggers have been one of threats to our computer systems. Because existing keylogger detection techniques
based on signature-matching has some drawbacks, current intelligent keyloggers can circumvent the techniques
and cannot be detected easily. This paper presents a keylogger detection technique, which exploits typical
behavior of keyloggers; after capturing users’ keyboard inputs, keyloggers preserve them into disk drives. Our
technique sends a large number of keyboard inputs to compromised OSes from the virtual machine monitor,
monitoring an amount of disk outputs and network outputs issued by the OSes. We determine whether the
keyloggers are in the OSes or not by checking an amount of their outputs. To confirm that our technique works
well, we conducted some experiments with 56 keyloggers and 8 keyboard utilities. From the experiments, our
technique detected 55 keyloggers with no false positive.
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Sample name

xkeymacs u-key

Q’s Nicolatter NoIme2

ik Lr—& keylay21

X Button Maker | AppleKbWin

K2 F—nH——8

Sample name

007 Spy Software Ver. 3.874

123Keylogger Ver. 1.0

Absolute Key Logger v3.0.302

Active Key Logger Ver. 3.7.3 04.05.2007

ActMon Ver. 5.03

Actual Spy Ver. 3.0

Advanced Invisible Keylogger Ver. 2.0.3

Advanced Keylogger Ver. 1.8

All In One Keylogger Ver. 2.8

All-In-One Spy Ver. 2.0

Ardamax Keylogger 2.8

Ardamax Keylogger Lite 1.2

Busted. NET Ver. 2.4.0

Computer Monitor Keylogger Ver. 2.9

Data Doctor KeyLogger Ver. 2.0.15

Elite Keylogger 3.5

Elite Keylogger 3.6

Family Keylogger Pro Ver. 2.9

Family Keylogger v2.83

Free Keylgger King 1.3

Free Keylogger 1.1

Free KGB Keylogger 4.04

Golden Keylogger

Home Key Logger Free Edition v1.70

Inside Keylogger 3.5

Invisible Keylogger

Keyboard device logger 1.0.4

Keyboard Spectator Lite Ver. 1.3

Keylogit

KGB 4.04

Klog v1.5

LoggerA

LoggerB

PC Spy Keylogger Ver. 2.3

Perfect Keylogger 1.66

Perfect Keylogger Lite 1.0

Power SPY Ver. 6.7.0

Powered Keylogger Ver. 2.00

Quick Keylogger 2.1

Remote Keylogger v4.0

Revealer Free Edition v1.2

SC-KeyLog PRO Demo Ver. 3.2

Sentinel Professional 2005 Ver. 4.0

Solid Key Logger Ver. 2.0

Spy Agent Build 6.01

Spy Lantern Keylogger v6.0

SpyBuddy Ver. 3.7.5

Spy-Keylogger Ver. 1.31

SpyKeySpy 1.1

Stealth Letlogger Ver. 4.5

Supreme Spy Ver. 2.9

Tiny Keylogger

typeteller

Win-Spy Software 8.9 Pro

XPCSpy Pro 3.10
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