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Intrusion Detection System at Network Endpoint

using Kernel modules

MATSUI Taku,! MAEDAAtusi,’  NISHI Takao,
WATANABE YusukeJr and YAMAGUCHI Yoshinori'

To detect intrusion attempts through network, Network Intrusion Detection Systems (NIDSs) is
being common as a tool for network administrators. Current NIDSs have inherent problems such
as inability to detect attacks from internal network or lack of scalability. To resolve these problems,
authors have proposed lightweight network intrusion detection framework at network endpoint.
As a part of the framework, we describe in this paper a method using kernel module.
Implementation overview and evaluation results are presented. Proposed system converts
detection rules used in popular NIDS software into memory-efficient DFA state transition table and
loads the table into Linux kernel space. The table is used to inspect packet payload at hook points
inside protocol stack. Evaluation results show that overhead in throughput is less than 25% in
practical settings, and memory overhead was very small, which supports practical usefulness of the

approach.
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