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Analysis of TCP Packet Transfer on iSCSI Storage

Access using IPsec

Kikuko Kamisaka' Saneyasu Yamaguchi? Masato Oguchif

Nowadays, the iSCSI protocol based on TCP/IP and Ethernet is becoming more
important as a realization of consolidation techniques using storage area network
(SAN). Securety is critical issue for the iSCSI protocol, in which remote storage
is accessed over the IP network. Although IPsec encryption on IP layer can
be applied in the iSCSI protocol, using IPsec increases CPU load and decreases
throughput of the network. In this paper, we evaluated sequential read access
performance when iSCSI protocol and IPsec are used. The behavior of TCP layer
is analyzed by visualizing TCP packet transfer.
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