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Development of A Secure Processor

KENSUKE HOZUML' TOSHIMITSU INOMATA' and MASAKAZU SOGAtt

We have designed a microprocessor “SEP-5", which has the function of digital signature
calculation for noncontact IC-cards. It is required that a high-speed code calculation function,
a private key disclosure prevention function, a general-purpose calculation function, and low
power consumption. The feature of SEP-5 is realized by the independent processor not using a
co-processor. We have mounted this processor on FPGA, and compared with SEP-4 which is a

predecessor of SEP-5.

1 RU®IC

BAGIEZATH ZODEFRREE LTI, 74
Y NVELHEL S OIEMIC H— FARETH L &
Z2oND. EEFEREFNAT2MAZEHE, B
LNCEEBMZ O LA, —fEAY 72 FREEICE D 121,
MEFNERERELTEIRITZ O 2720, HEWT
BUEZETILENSS [1]. 741 V9 VELEE
b OEEMIC H— FEo<w 47070ty HDE
e LTiE, ERMBEMICT VY LEBREETL
D BRI SRR L, SNEBNEAR TR % ML
RS VEEREEEILEL 22, 8610k
THELODBRENERE, 71 99 VELHEID
NOETFOIGHABIELFOI LA TELLAR LI E
RKEND, BEIRLOBEFIEND DL LT, “A
A7oty 4 +BSHEERI 70t v 4 OFRO
DDV HBY, HBRENOHTIHEEMIC H—FE L

VEFRIKFRER Y 7 b o = TIHEENAR
Iwate Prefrctural University Graduate School of Soft-
ware and Information Science

WEFRIKRFEY 7 by = 7H8RERR
Iwate Prefrctural University Faculty of Software and
Information Science

TOEBIE L [2].
DED LS LBALS, EEGIE, k0L L ER
AT X 2T IO v OB ITo TV A,

(a) BRMESFTHE A

(b) HERIRHLS Et%RE

(c) MATOEX & LTOEERE
Q) BENHEE

ZRIT, 270t 4 %3953 F, MBSO
Ly IR TREMA DI ETLROES %
¥ tFa27 70ty 4L LT SEP-4[3] OM% %3t
H7.. SEP-4 37— MM I3 Fr—toed vy
bexa770by4Th), B0 LT W) K
BIHEIRED TR T,

ZIT, ARTIR, BEDHB X ERT, -
MR OM/NEBIE L, SEP-4 IS BEMAL. *
DHRLLTSEP-5 L) 32y bFar7ro
oy ERELL.

AHFRTHE L X2 7 70k v 4L, RO
B, BEZMEBAIERINS XS % IC #— FA
DEWIBBEL Twav, K7ovy SOk £
ML, A7y PERS AL IC H— FoFHR


研究会temp
テキストボックス


BLLTEILRDEIZDDEZEZ TS,

e IV¥a—¥Ay bT—sETOUS AL /i
o EFHIHDE, &MEEHIGE
o ETWMBEFLL

2 EZHET7ILITUXL

=T AV INERIE, HEAVE—TDIA
VxAMERFEL, ThEHERETES{LTLZL
WKLo TR ENG., FHRIMELETET4VY
NVEZDOERTIE, ¥4 Yz X MEDFHEIC SHA-1,
5kl RSA AFRBES EhEhHHZ L EL
7o, SHA-113, 264 €y FRFORA v £— VI3t LT
Y42 AMELEMEND 160y PROT -5 %
WATAENY ZaTVIT)AA[4] Thb. ¥47x
A ME% D(160 ¥ v ), HERE K(1024 € v }),
ANENTX—5% N1024 ¥y b) &L E, 741
Uy VER Sig ZRD L) IEHES RS,

Sig = DX mod N (1)

F4 A MEWR, B7O%y ol EEiEs B
WTEHETAD, H50VEAEIOTITRAI L L
T5.

K (1) OREFEHAFEEEZHFE LTI LDOT NV
TYALLLTNAFIVELEE/TA)RELHAVS
bO¥HD (3. ATULyHTIE, TOTNVITYR
ADFOIER R X 2T T %7 0F v EL
TEHLE. IITRINAFVELEESTRA)FEED
BE LR, 7h ) X AOFEMIITH 3] kBB
niz.

21 NAFVE

NAFYE 5] 1, DX OREFFHEICBNT,
MK %#2#BHAL, HREBL D 2T HHELH
DETFETHSL, TVIYZALERLIWCRT. TV
TYXLHPIIEK DY PEERL, K, L K 0%
i€y FEERY. KORLEMNLE Y F2ORTHE Y
FETIER L E Y FFORN, 0 ThHIUE A= A2,
P THNEA=A?D ELTHRYELFTETS. &
FEILIHRHERETAI LI LY, TREROER
FLTWw5,

22 ELOdAVYRE

EyTAYRE (6] FRELLELET, MBELE
BrEs 1ROBETCHABLYERTAFETHS.

e )
Algorithm: Binary Method
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1). if K;_y=1then A:=D else A:=1
2). for i:=1—2 downto 0

2-1). A=A -Amod N

2-2). if Ki=1then A=A -Dmod N
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