HEBA HRLEYES HRRE
IPSJ SIG Technical Report

2005—ARC—164 (5)

2005,78,/3

RITDOEFVZREBEITSTFETOTSLOBMRE SR

FE3Ltr BEESES

ABTIE, 3L Ea—F - VAT AORLSMAEEENE L, BT 075 ARESRERET 3.
Fhe, ZORSHICET 5 EMMTE, RO, 3R MBS — S~y FIZHET 5 EROTEL T
5. AFRTE, BEORECEEEOBERNEL LTHATFET, DEVEET— S~y }, %
LU, DRI T T ST AR, AT S, 77U e VRIFRITIE, SEREEN DR
EEND 7075 AETOREN 2 ERT 4T V=0 b - a— FrhRT 5. —F, FEEE
T, FATOT 7 A FEAVTRE RS ETORECEBOICRIETS. bL, [@ELTOEFO
BEV) PRUTERP BRI T ok v FICETFELEIV AR RTT 5.

Run-Time Intrusion Detection based on Dynamic Execution Behavior

KOJI INOUE T} AND TAKAFUMI [WASA §

To challenge the security problem, we propose a hardware-base intrusion detection technique

which regards the dynamic program-execution behavior as a certification key. Based on secret key

information, we determine an execution behavior. Then an object code which generates the

determined execution behavior at run time is constructed by a secure compiler. While the program

execution, a secure profiler monitors the execution behavior. If the secure profiler can not see the

determined behavior, it alarms the microprocessor for terminating the current program execution.

Since the viruses do not know the behavior required to continue the execution on the

microprocessor, we can detect and prohibit the malicious attacks at the beginning of its execution.
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