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Serverless Application to Issue Attribute Certificates for
Authorization Control in Service Federation

Hajime Ichihara'*

Abstract: With the spread of zero-trust architecture, there has been an increase in the number of cases where services are federated
across network and organizational boundaries to form applications. The federation of services is mainly connected via APIs, with
an integrated authentication infrastructure (IdP) managing identities and controlled by standardized authentication and
authorization mechanisms. SAML and OpenID Connect, which are representative authentication and authorization protocols, are
characterized by their ability to link authentication and authorization information with access tokens issued by authentication and
authorization servers. However, they require an authorization server that can be queried at all times and may not be suitable for
various practical requirements such as robustness against failures, availability and reduced burden of authorization policy
management. This paper proposes an approach to authorization control using attribute certificates issued by a decentralized attribute
certification authority as an authorization mechanism for external linkage of services. The attribute certification authority is
operated as a serverless application to maintain a certain level of reliability and scalability, and the attribute certificate enables
highly available control by making the issuance and authentication/authorization phases asynchronous. The advantages and
challenges of the proposed system architecture and assumed use cases were discussed.
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T 270 NS EEOR S BRERH SN D, 2R
FE e BAY—R_R—=D X IV —EA~DT 7 & AL DE M
WAERD LD T 7 2 AHBNIXMBEIC 2 203, AA OF
Nb—v g it —¢t x«@?&ﬂxkiﬂ%bﬁmt&
P— A DIEEMERICITEEZ KT S 720,
it,:—F%E%Ay%ﬁm,hmﬁm&E@mK%
TLFEMERMET 2R BEIFHFTX 5.

62 ACIZ& BTV RHlE

ACIIPKC L L CHYIOBMEZH S Z LIV TEH
D, BTV MIBWTEBBMN G Sh A EE O K
IIRBMEF RO EHRT L LN TES. £/, 1dP ORG
AP = N— R FE T —EA~DT 7 & A HIH 7]

HEZR 2 LA BB RN, EBNAITIR U R HE
R A 72 & oo CREAL A2 8 & 72 D . AC IEBEAF D X.509 FiE
HEEZ N C& DEBRENDIVTHRIEAHE AR FICEE T
2020, BEONL— A NTROV T NU =T EEE OB
PERENC EBREE R D,

K — B R BN TRGE « 587 & 3479 5 72 DITIIHRGE -
R AEZRETEH54 77 VBRI HA TE R
LR B0, BRED AABRIEIZAPIR—2THY, £V
RERFETT 7 B AHIENERTEDINB T 4T 4
H e WERY—_"—HOR G DT A 7 F V) DA BN MLELTH
5. PR SN REEFE AC O URI X— 2 OHERRIZ &
ET VR ARABHWTHY 7 A MZFHTFEY 22— L
HLEELERD.
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6.3 AA DK{ET—F~DT U £ RAH#H

PR FE T Issuer-PKC, Holder-PKC (2 L % 38FET AA
DT I AEGIETEN, T 4T 4 DENEZ B L
BIRY & PKC & BEIEHR, EHHAENE L HENT 22
ERTHREND. AA DT —XIE7 7YV RAML—
WCIRTES NS 120, UTERIZENHE A TV D B I — 205
(ABE) 2T 52 LT, £ T 47 4 DRT DEMEIC
FEAONWET 7 AFIHNER TE S HEENHD. ABE 1T

R BT BEAT T S AL D BRI L2 o2 "TRE & L,

KNDE IR TA T A 7 M S RET DR A T
% [13][14][15][16] .

6.4 AC OBIELZAMAMICDOLT

AC 12X A7 7 & AHIEITECIENEO R ERF AT E
BERVETH D I T 4T 4 O PKC IZOWTULFE
LT AL 2L ORBREMST D, BITT D AC OFZNM
MEEDICRET DR EOREREBEZLND. — I
AC ZFIAT2 2V v Mt AC OF IR A PKC O
MEY bHEVEAICREIND.

6.5 AA DREBHBEMICEATHER

AA(AA-PKC) DR BRI 72 3R & HLALIZ DWW TIT H BT TiE 2
<, W OPONRY =— 3 YOFRTERIZS Uikit %
WINF[RETH D, £, Issuer DENL L W /I WV L~UL
(Holder Hifir 72 &) CTRRE T 5 Z & 13X 1dP OE FRAHAHE K
T 570, R/NRERME Y —EAOEF MR A FFO
Issuer LA EOHAL & THUXHMICEET S, 72720, EE
DY — R FEHIZB W CTHE— D Issuer I[ZHERZHF L CTL
FOIDIRV AT RNH DD, IO Issuer 1T L0 ILFEH
THZENIVBENTHD. RETFIETIE Issuer & AA
ORRITT —# =2 L CEHT L0, LEEHICLD
MR E A RULT 5 Z LIS E S TH L. F—E R H
MLEBATIED AA ZRETO2EXAHTbHD. ZO5RE
13 AC RAITHEBR 2 HF 7 @ Issuer I[ZEKTH Z LI B 7=
O, BANRKEL D LR - TR EOBRICRAET 28
BEENHAL, IREFEOEHAHLRB T2 EN K
DAL FTREVED RO,

6.6 4247 NICEITHERE

AC DEWIRINEL, Fl— AA ORITT D AC DN
%<5 L, AC RPFICEMT LK) A hoRX{b%E
WL BENBHD. 2D AC DENHIRNIT LB F/NR T
HDHZENEE LW, 220, muEWE I 2 S E
LI B =Tty a VNI TRITT AT VA =7
v EFEBNICE D LT, RFXOEMIEIZEDIS. ACD
T AA OFRFNBAICBIRET 272D, 2—AF5—2AD
BICBWTIRETENE L TV DI E I Nk e L E
s

FAT L7z AC DA MIMNICRZ LG aiE, KU R
hel %@ U TH—EvRITEALRITIE R R0, —
A% AC OF MM A B U7-MRTHERNCLS Y R b
OFWEDLEEITZHEANEE L. T2, BEMos
WRBI DL EIXIRHIFNT RN Y 2~ OFEFZAT O A D
MDA LETHD.

AC BABIMPNIZELS L7284, Holder DT 7 & A
FERIIEST SN D, Holder WHET 7 & A& FRT 521
AC DOFHEIT% Issuer ([ZIKHE L2 T L7 H 720, —1E
AMHEIEIC K B HH R 2 — U T ¢ DK T % [8l5#E
95121, Holder 7 7 A I %E F U H & LT AC 31T
KA BBRICALER T & DA 2T T 5 70 EOXRR
Ezxbhb.

6.7 RTOBZHKLER

WebPKI Tl Certificate Transparency(CT)IZ X D CA @
PKC ¥iTr V&L, B - BEEOEHAML R T 515
MANERLTWD, BELET—F77F vy TILAA &
DHEMISEA T 5729, AC BITREIZET 5 &M%
PRL, NIER AC HBITH/WVWI L EMGETE DL LN E
LW AA T AC Z2FAITT DBRIC AC ORITRLERZ 1 7Y
—AN—ZHEEL, ACICET 5 U TV No, FATHE, FIT
A, BRVHIRE A WS AREER Ny v aRke I3 L,
IdP NEIFEAFRE/ZRETEMN TR EDOFANRE XS
n5.

6.8 AAF7FUr—2 3 >DERME L RTER

P—NR—L AT TV r—3 30 AA THRITSINDFEH
EORBEMEITT oA SNET TV r—vara—FofE
FEMEIC BRI L TV 5. LR TF 7 a AT 5151
PV E— T T AT = a VK VT A2 E0NEE
LW, ==L X7 =% T 7 F I ZBTDHVE—FTT
AT =3 a3 AT WTIE Alder H[17]DHATIIEER H 5. £
7z, IETF[18] TIIEHR LI F STV 5.

FEEDORSF - BHICOW T ELW S vt 22 BT 5
BN E L 22D, AA aT b a— RNy 7
e BIZL, A—F Y —RITH L TIESBIES
HZENEE LW, F2, a— RICEKARXKEOHETNE,
BENFIE LR WD EERT LB FENPLETHD.

6.9 REE

AA OEEIIIRBETIEOBEEEEFET L7120, 77
7 KD HSM 2FIHT 27 EHBEEx=2U 7T 0 258 L
FHEBE LT RETHDH. AC 31T 5 Holder A3
LA, AA TEBLT 5 PKC & ACHIES RN H 5.
BERITIE, Holder AR T /A ZAHALTHRITTHD T
72 <, FEEREEL O AL CHAIT L, PKCSHI2 DIEATIAE -
BT 2L LT 2 ERLE A OND.
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7. BHYIC

AFE T, MHREA B -V — R T B B SR
FEOMBEIZHEH L, BREEZ X2 — =1L 2T 7
g—va & UTHEE L R RGE R S R e 3 & 384T
L, BAHIEZITO VAT AT =T 7 F v 2R L

RV AT ATBEMAEAEIC LV IEFIAICHERR 2 /RGE T
5720, HBHEMNREEBFROTCTE Y 74 VRE
R — U AN TRAHIE AT O LERH HT— A7 — R
WERTHDZ EER L. £, FESEMRICBOHTY
<O#®@ﬁ%%ﬁ%éﬂfw5:k%%$bt.A%

KUAT LT —FT 7 F v DAL RE, HEEE
DD L EIAEREIT .
B3R
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