Computer Security Symposium 2022
24 - 27 October 2022

RAZXZVTFRBXAIN— Y THEREZICXTT B
ENTSAN—D—ER

P mELY RN BN

BIE KEBEDPERZRFR > THE T —X0—8 (BR7—%) 23222 T, ¥HBEAETAMLCT Y
AL TETADSH¥E T — REMRINE S 7 — RIETUREMNLFITREI N, AT, 287 —X%
MWEFTTANS =%z FT 22T, LRLT—2ETHEDS L, X N=2y THEREEZC Z
COTHETH B L HERINICHER T 5. Fie, ERTIANT —OBEEZ Y, BXOBERT 2037
MEZ L2, AUN=2y THEERBORIIR 2 ERENICFHST 2. itk ->T, K4 X=2 72 HA
RXRIUN—y THFRER 720D, ERTIANY—BIUORL X =V IREOEGEZALIICT 3.
ZOHMIZENT T, RA XV IHBERX ANy THERBDO 7L — 20T — 27 b RT. EREITo72
&5, 50,000 HD¥EET—RD S5 250 MDTERT —RITE 2T, X N=2y THEREZDOIHED
25.26% LR T BMERY o7z, —HT, €<360 DEFTIANY =22 TLT, R4 A=V 7 RE
W& BRXN—y FHEEBREBDORIIRD LR % 0.94% LIAICINZ 2 Z LI L. Lo T, #54
TIANT—ICEDBEAL RV IFER R N —2 » THERERIF S 2 v RHER L.

F—D—F IERFEE, RA X2V TR, X N—2 oy THETERE, BT T AN —

A Study on Differential Privacy
for Poisoning-Assisted Membership Inference Attacks
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Abstract: Recently, model inversion attacks have been proposed in which an attacker maliciously provides
a part of the training data (poison data) to access a trained model and effectively obtain the training data
from the model. In this paper, we experimentally confirm that differential privacy prevents model inver-
sion attacks, specifically membership inference attacks. We then quantitatively evaluate the success rate of
membership inference attacks by differential privacy strength and the number of poison data samples. We
determine the parameter of differential privacy and poisoning attacks to succeed in membership inference
attacks. To this end, we also present a framework for poisoning-assisted membership inference attacks. We
experimentally found that 250 poison data out of 50,000 training data increased the success rate of mem-
bership inference attacks by 25.26%. On the other hand, the differential privacy on € < 360 reduced the
increase in the attack success rate of membership inference attacks to within 0.94%. Therefore, we found
that differential privacy prevents poisoning-assisted membership inference attacks.
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