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Detecting Tampering with Electronic Form Images
Using Semantic Segmentation Model

Abstract: In recent years, companies have been promoting Digital Transformation (DX), which aims to
maintain and strengthen competitiveness through promoting IT in business operations. One of the critical
elements of DX is the paperless (digitization) of paper documents. Digitization of documents through scanned
data is expected to simplify and streamline operations, but digitized image data is easily tampered with, and
there are problems such as falsifying the amounts on the image and making unauthorized claims. In this
study, we propose a tamper detection method for electronic form images based on the Semantic Segmentation
Model using PSPNet. We show that the proposed method can detect various tampering techniques in tiny
areas with high accuracy. We also discuss how to generate training data sets for each tampering method.
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Fig. 1 Examples of images tampered with by three different tampering methods. From

left to right, the image before tampering, and the tampered images by Copy-

Move, Splice, and Pixel-Manipulation.
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Fig. 2 Examples of tampered images and corresponding mask
images. (a-1), (b-1) and (c-1) are tampered images
by Copy-Move, Splice and Pixel-Manipulation, respec-
tively, and (a-2), (b-2) and (c-2) are their corresponding

mask images.
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Fig. 3 Model overview of our method. Input images are splitted by cropping/padding
with an appropriate window width. PSPNet is used as the network. The out-
put image is restored to its original size using the average value of the splitted

images.
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Fig. 5 Distribution of IoU for each image by tampering
method. From left to right, the distribution of IoU
for images tampered with by Splice, Copy-Move, and
Pixel-Manipulation are shown. The left and right sides
of the violin plot represent the proposed method and

ManTra-Net, respectively.
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Fig. 6 Examples of images tampered by Copy-Move with IoU
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of 0. Each of them shows (a) a tampered image, (b) a
ground truth image, (c) a prediction result by the our
method, and (d) a prediction result by ManTra-Net, re-

spectively.
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