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Abstract

It is important to write programs that are easy to analyze or understand so that the load on software
maintenance and reuse can be lessened. On the other hand, when finished programs are released to
many users, there are cases where programs should not be analyzed easily, in order to protect the
intellectual properties or to insure system security. In such cases, we believe that it is effective to
write programs that are easy to anélyze at first, and transform it so that it becomes difficult to
analyze. Such an equivalent transformation is called “program scrambling.” We present two methods
for automatically scrambling programs that contain loops, and report on an experiment for validation
of the methods. The result of the experiment shows that the methods are effective even for very small
programs.

Y key words  program scrambling, program understanding, intellectual property, security, loop
invariant, reverse engineering
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int sum (int N, int A[]) {
int z, z;
z =0,
for(i = 0; /*4& VR L DBARE*/ ¢ < N i+ 4) {
if (Af] > z) z = A[1);

return z;
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int sum (int N, int A[]) {

int z, 1;
z =0
1= 0;
if i< N){
if (Al] > 2) {
L1: z = Alil;
}
1+
for(;;) {
if (i >= N) break;
if (A[f] > z) goto L1;
1+ +;
}
}
return z;
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int sum (int N, int A]]) {

int z, %

z =0;

for(6 =0; 4 < N;i++) {
if (4]i) > o) = = Al
if (1 >= N) break;
N - —;
if (A[N]> z) z = A[N};

return z;
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