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Abstract:

With the development of IoT, cyber-attacks against IoT devices have increased. To monitor these attacks, we have operated
honeypots that imitate IoT devices and have observed 55,000 attacks per month on average. To understand attack trends and take
appropriate measures, it is essential to understand cyber-attacks target which vulnerabilities and devices. We manually created
tagging rules and tagged a part of cyber-attacks observed by honeypots with vulnerabilities and target devices. However, it is
unrealistic to create tagging rules for many types of attacks observed by the honeypots. In this paper, we propose an automatic
tagging rule generation method to link observed attack characteristics (signature) with vulnerabilities and devices, to analyze
observed attacks in a low-cost and comprehensive way. This method generates signatures each of which characterizes an attack
observed by a honeypot. Then, the method collects information related to the signature from public vulnerability databases (VDB),
such as NVD and Exploit Database, and generates tagging rules to associate the signatures with attack information such as CVE
numbers and target devices. We implemented the method, and an evaluation result showed that correct tagging rules were
successfully generated for 83.2% of the attacks, and incorrect tagging rules were generated only for 3.2% of the attacks.
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