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Abstract: For more than a decade, KEK has been developing an environment in which administrators who
run public servers can perform vulnerability scans and self-inspections using an appliance. We had intro-
duced our own UI server because firstly asynchronous batch processing was required at that time to avoid
a DoS by a high-speed scan by the appliance, and secondly the vulnerability descriptions were difficult to
understand and hardly acceptable.

During the past 10 years, the issue on such descriptions have been improved, and also the awareness for
cyber security among the administrators has been intensified. Now it seems the administrators can readily
understand the descriptions directly provided by appliances, and in fact from FY2021 we have decided to
make use of a Ul of an appliance itself instead of using our own UI server. This made it easier for adminis-
trators to confirm whether discovered vulnerabilities were adequately addressed or not, and thus to shorten
time of period for self-inspections than in the past. This paper summarizes the findings of this migration.
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Fig. 1 Login screen to Tenable.sc Web UI. Logged-in users can

configure and run vulnerability scans, and view those

results.
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Fig. 2 “User Add” screen of Tenable.sc Web UIL. LDAP au-

thentication is an option as well as the TNS method,
in which a user name and password are defined here as

user authentication information.
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Fig. 3 “Active Scan” list screen of Tenable.sc Web UI. Scan starts by pressing the tri-

angle button on the right end of each item.
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Fig. 4 Screen to check the progress during scanning in Tenable.sc Web UI. The scan

can be paused by pressing the button at the right end of the list. It can be

restarted afterwards.
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Mail Subject Template:

#if_dmz_attention_start#

[DMZ-Attention] #placeholder_severities# detected on #placeholder_hostname# by neswan
#if_dmz_attention_end#

#if_dmz_notice_start#

[OMZ-Notice] #placeholder_severities# detected on #placeholder_hostnamei# by nesdmz/neslan
#if_dmz_notice_end#

#if_hepnetj_attention_start#

[HEPnetJ-Attention] #placeholder_severities# detected on #placeholder_hostname# by neswan
#if_hepnetj_attention_end#

#if_hepnetj_notice_start#

[HEPnetJ-Notice] #placeholder_severities# detected on #placeholder_hostname# by nesdmz/neslan
#if_hepnetj_notice_end#

Mail Body Template:

#placeholder_user_names#

#temporary_notice_start#

#if_no_backlog_start#

#if_no_backlog_end#

#if_contain_backlog_start#

(* BIEIDBHL S RNEORBIEN S D =27, BEAOEREF 1Y T RO
SlEHECER  BNLZLLBMWELET. )

#if_contain_backlog_end#

#temporary_notice_end#
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#if_dmz_attention_end#
#if_dmz_notice_start#
<< DMZ-Notice >>
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A S HE L.

Fig. 5 Edit screen for email template of notification. Place-
holders for administrators’ name, their device, and vul-
nerability details can be used in the template. The sys-
tem automatically inserts the relevant data. It is also
possible to display messages only under specific condi-

tions.

1EH$ % Z & T, Tenable.sc ® LDAP FZEEDHHH A % FIF
FTEIEMNTEDL LI o7. fERE LT, Tenable.sc
D Web Ul O —%7 57 > + OFRFEERZ @51 BC A
THRLEMAENR D, FERRE o7z FHE (2)
WOWVWTH, BEREEE ST 221 —FT7Hh TV MC
XU, 227107 MEROTHISEZENCRE L &k 2 Hiak

ExEFEDTUTo 2. 2—FOFHERS T & FRICHKE
IZ2DYVR7EMZ BN TE, BEERY -T2 %
7=, HEERERE DY — 2 7 1a—% Tenable.sc ® Web UL 2
a4y LRZEHTET, v X5 cHibd 5z
v T, RN =2 7 LOEIRIIC DR D, FRE (3)
SARGIRR Uz, BE (4) 122V THRTZ Y T hR—2
DBFRR =B AT LR FABET 522 THIGT 52k
MTER BREINCTEDN 2T AT DK R—F
FOBREER 6 1TRT

(© 2022 Information Processing Society of Japan

Vol.2022-CSEC-97 No.15
Vol.2022-I0T-57 No.15
2022/5/20

3.2 FERRBERDOIRT

HATOL—F TR OB T H D, AEAMKRE
Tenable.sc D Web UL IZOWTORIWEDEITIFIFR L,
BODENPRAL—RITBITT 2 e TER. 7, BT
BNIREAINTRINTH o 72 Medium HEFFEITH LT HEXK
NR—ATHEAT S L5k D, Medium MasgtEicxf L Td
BRI 3 2 BREDEE - 7=,

3.3 Tenable.sc IcDWT

FTTWBRTEZED, KEK IZBIT 2 U0 SHE
ThHoiz
(1) RGO b2 DIz X
(2) BHOEW KNSR TE RN .
MREFREINTVWS., 2k, B UL Y —N"TH 3
DMZ User’s Portal Z/RW\WTH HERMROY -2 70 —%
BlFZ e TER. £/, Web API d{RftXN TV 372
B, BB CTHFIEDBER X —VBEHID L < AR
TEBLZEMEDHZ TVDHDIEETH o 7=,

3.4 Django Web 7L —L7T7—2ICDWT
BEEMTORTRZ ) 7 M2l 2 HITHA L :

(1) T—=&2ZR=2%2 05 IV/FiE Lot 7o b
vy Y7325 ORMBHHTE 3,

(2) T—=2R=Z2DEHY 1 b (Django Admin Site) DH
BIER. 227V 7 L OEfEE GUI TRETES &5
W23 5 7-DICHAL 7.

A7V T OFFE GUITEETEZSZiE, YATL0

fﬁiﬁﬂﬂi%ﬁiﬁﬁf‘ HHIX — L D BRI G 72
DZEEIE, A7V T P RFET 3 HERMRET B 08

Ciiﬁ( FRELUNTHORELENAREL 2o TV D, F

7z, Django Admin Site Z H A X~ A AL, T —&RN—2R

B —fEBIESTES X5k BIRIE, T —2~R—

ADEHY A b ETT7 4 VR —2RMA L TREDKID Y

AMZHHTE2ZEDTE, THIZEDY R b ORI

LT, MassthoIR@mesioifas D8 - Bk 2 —4

LTHRIENTEZ LR ->TWVS.

4. FLHLSEDRE

ZHE T KEK @ DMZ figg1t B Sz D BREIE 2 52
Z T %72 DMZ User’s Portal %* % Tenable.sc Web UI % #i
WCHRZ T2 — 27 7 a—IBfT L@ L7z, DMZ User’s
Portal ®D—#§HE ¥ U CTHEAEL 7=, MEFIPEDER X — L@kl
DL AiIikle, AR L, Django Web 7L — AT —
JEREALTCHEELL. S0, X7V MOoNFEHLT
EHEMATEL XIS RT LRMEE L0, FHESOM
EPEEHECER ) T2 BIET20ENHD, Z
DEHETIIHAREANDKEFEEIIZ2ICWM O BRIANT WS D
Tk, EREEREE ZGE, BitiiR T S0



BIRLIEF R RRE
IPSJ SIG Technical Report

7= XR—2EHH A |+ (Django)

Django administration

WELCOME, DMZ-MGR. VIEW SITE / CHANGE PASSWORD / LOG OUT

Site administration

Vol.2022-CSEC-97 No.15
Vol.2022-I0T-57 No.15
2022/5/20

Tenable confs + Add Change i@;}z ){ __}bﬁ%[l
st y
Scanner confs + Add Change GUIiP % *%_%? B ﬁ\% %ﬁi <2 ‘:]“A é@:ﬁfﬁ
Reports 4Add 4 Change . T— 7 R—2A . .
Redmine confs + Add Change }‘;Ef"; » T - y ~ —X
Devels + Add Change
APPTENABLE (USERS)
Dmz users + Add Change ‘?\‘_ 57 N—2 IO
APPTENABLE (RESULTS) (D_] ango)
Vuln hosts + Add Change
4
Plugins + Add Change
Vulnerabilities + Add Change
Report histories + Add Change o
A7 Y7k PRSI
0 & ff:
Tenable.sc Web UI AT A
(ORM)
Y
(Otenable.sc
B ET I - miﬂf 1 °
FARIE SR e BREREARA 7Y 7 b
LDAP#H —/¥ ]

DMZH#8:

WRA—VBHAIR 7 ) 7 b

6 FarR—x> OGN

Fig. 6 Relationship between each component
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