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Implementation of TEE shell infrastructure verifiable by Coq

Abstract: Trusted Execution Environment (TEE) is a widely used software system that is one of the tech-
nologies to protect secure data in computers. However, since many TEEs are implemented in C, vulnerabilities
to memory management still exist. Therefore, we constructed a program to transpile Blisp, the API definition
language of Barematalisp TEE, to Coq using Rust. Coq is a theorem proving support system that formally
proves functions and expressions. This program helps to implement a Trusted Shell implementation that is
both memory-safe and semantically correct, and allows dynamic program injection and execution similar to

a general shell.
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V—XOd—F 2 BLispD2—F 1

1 (data (Option t)

2 (Some t)

3 None)

4

5 (data (Result t e)

6 (0x t)

7 (Err e))

8

9 (export car (x) (Pure (-> (’ (%)) (Option t)
)

10 (match x

11 ((Cons n _) (Some n))

12 (_ Nome)))

13

14 (export cdr (x) (Pure (> (’ (%)) ’(¥)))
15 (match x

16 ((Cons _ 1) 1)
17 (GEREODD))]
18

19 (export map (f x) (Pure (-> ((Pure (-> (a)
b)) ’(a)) ’(®)))

20 (match x

21 ((Cons h 1) (Cons (f h) (map f 1)))
22 C 70

23

24 (export fold (£ init x) (Pure (-> ((Pure
(> (a ) b)) b ’(a)) b))

25 (match x
26 ((Cons h 1) (fold f (f h imit) 1))
27 (_ init)))

ERRS 2812, ZDF =~ v FIIRMEIZ L& X, Rust
WX BFEED—KTH 5,
3.2.3 Coq

Coq I 3ERMLEERA % ATRE & 5 2 R R R S350
—DOTH %, Coq lFEFERRDIICEIT 2RI TR
{, a2 2FETERT 2EBOEEE Coq HFFOMH
HBUHT ORREZFIF L CTREET 2 Z 2 BT E 5, Coq
2 &k BTG 2 R CTHOWA Z e BN TE, 5
bR BHELED STV [11], [12], [13]e RIFZETIE
APLEFZ1T 5 BBUTH L. Coq i & 3 NIRERH % Fi
L CREKFRINCHAEZ 1T S o

4. RE
AETIZ. AT LTS5 23 BLispDa—RFezoth
R 3 Coq Da— REMEHT 2,

4.1 BLisp O#fFd—F
F3a—F 2122V T, &ANZ Option B Result Bl %
FEFEL T3, Option BNIFIHEHICHE SN HD B T+



BIRNIEF REATRIRE
IPSJ SIG Technical Report

VY—ZJd—F 3 BHEBOETH
. VR bt
(fold + 0 ’(20 50 60))

s TANRYVVT

(filter (lambda (x) (= (% x 2) 0)) (1 2 3
456789))

; FEITRER (2 4 6 8)

[}

MbERITZHEEOEITH S, ZOENE, BIBGHEA L 72E
DRDEE LTEKDOD 2EZIRTNE D DTH5RWE
BWRERBETHZ, b LEKDOBRWEDEEX None %
REEL. 25 TRWEBIEITO T LB A 25 el
Some A L WO EZREFT 5, 2D Option Bz kb, IE
Y TRWMETS - 72358 ORISR 2 B FICE S Z & HIAHE
£ 7%, Result BUIIE LWRED LT T — S E 756
I —a—FEHEFETZEFFEITHSE, ZD Result B
S Z2ICXko TR I3 L72EE e R L
TG EOMA QNI EFEART 2 Z L 2 HENT 5 Z 2T
%2, car & cdr W3IBS N ZBEMTH %, car [
BIIEHNZ By L TRUED . Z DELFIZE TR iU
Option B TH % Some n ¥ L THIEDEZIRL, ZEOHE
1% None ZiR 3, cdr BIEIXFE U S BiF %2518 LT3
b, ZDEHIMZETIR T IUIEHEDED A% FRIF L 7-EL
&R L, ZOGEIXZEDOES %IRRT, map & fold [F
U ARSI N 2 B8 T H %, map BIEUIEIE & BCA
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NoDEENI—ETH B0, Shell & LTHHT 272D
FAEHEZ BLisp IKEC 2 2HEL TV,

4.2 FSPZANAIENT Coq A—F

b T Y RARANAERD Coq 22— F 5 ITELHET 2,
¥3. SE0a—-FTIEVRMIZFHT 2729 Coq

(© 2022 Information Processing Society of Japan

Vol.2022-CSEC-97 No.8
Vol.2022-I0T-57 No.8
2022/5/19

V—XOd—F 4 BLisp D2—F 2

1 (export filter (f x)

2 (Pure (->

3 ((Pure (> (t) Bool)) (%))

4 7 (£)))

5 (reverse (filter’ f x >())))

6

7 (defun filter’ (f x 1)

8 (Pure (-> (

9 (Pure (=> (t) Bool)) ’(t) ’(t))

10 7(t)))

11 (match x

12 ((Cons h a) (if (f h) (filter’ f a (
Cons h 1)) (filter’ f a 1) ))

13 C DN

14

15 (export reverse (x) (Pure (-> (°(£)) ’(%)))
16 (reverse’ x (0)))

17

18 (defun reverse’ (x 1) (Pure (-> (’(t) ’(t))

()
19 (match x
20 ((Cons h a) (reverse’ a (Cons h 1)))
21 Cnn

DYVAMIETZ2I74 77V %L VKR=PL TS, X
IZ Option ZEFRLTE D, BlZ5 8L L TR EERT,
WINDME D 1200 - 72 55121E None . [EYREDDH %
BEI2E Some I2h ML L TEZ R T 2R 12 5,
8B, Arguments D53 1E Coq FIICEML TWAXET
»H Y. Some % None @ Option Hp a2 — FATHEHEN S
BEIEEEIC, W5t A5z 60 B LD
2%, TAUT K DAL SR, Some{t} n LR LR
ATEL SN0, Somen EFEWTHIEL L R
REhd X511k 2, HHWVT, Result ZEZRLTEDIE
YREWEERITo GBI EDEE D Tl L THRIET
%0k b7 —DRELGACZEDL I —a -2
LIL L THREFT % Err O 2D EEEFD, Result d
E L < Arguments 2% E L TH D, Ok & Err ICHEEANIC
ZOo0RIGEEZ 5 2 2HBENCHRL TV, 1717
H Tl car IR EE L T3, Coq TIIBEODERE L
T Definition ¥ Fixpoint 2SHE XN TW3, Fixpoint i
HIFXE2ZRARETH 72D, HlRSPDERERTIX
Fixpoint Z{# > TEFET b, car BHEIITG|H t  Zz DA
t OEZFD Y R P 2G[EEe LTt Ofizh TRl
72 Option 2183, Coq IZBWVWTH A —r < v FDELiE
MBHYH, Blisp i BUI2HEXH D LERZPE;EIELT
TH%, £/ BLlisp iZd Coq iZd BH 5 cons & W5 XFIE
Lisp 74 7R ZETHA I N2 EARNLRBEEICHK T %,
cons I LITUIXV R b ZpRE W o 78R 7 — 2 i
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V—RXdA—F 5 Coqda—FK1
Require Import Coq.Lists.List.

Inductive Option (t: Type): Type :
| Some (x0: t)

| None.

Arguments Some{t}.
Arguments None{t}.

© 00 N O Utk W N =

=
o

Inductive Result (t e: Type): Type :=
| 0k (x0: t)
| Err (x0: e).

e e
N

Arguments 0k{t e}.
Arguments Err{t e}.

[ o S
~N O »

Definition car {t: Type} (x: list t): Option
t =

18 match x with

19 | (cons n _) => (Some n)

20 | _ => (None)

21 end.

22

23 Definition cdr {t: Type} (x: list t): list t

24 match x with

25 | (cons _ 1) =>1
26 | _ => nil
27 end.

V—22d—F 67— XD B
Y2 MR

[1, 2, 3] = (cons 1 (cons 2 (cons 3 nil)))

; & carcdr A b
;OFHOERZWD H35E L3
(car (cdr (cdr L)))

N O Ot W N =

ZRBT 270 ffbil, AFETIEIHREZ Y X MK o
THEHLTWS, car B Y cdr BRI Lisp SRBICBIT 2
VA MEBIEST 27 D0mbEANZEAKTH 2, FHA
Fa— k6 1CEHET %,

FRRICa — R 71220V T, filter I3 HRE3. B51%K t.
Bt 2320 HLD bool fHZ IR SRIRL £, Bt DIEZAENT 2
VX Mx %582 LT, Bt DEDY X MEIRTEEE L
TERINTVS, BEFDMNEST reverse & filter’ ZMER
HLTWE25, Coq TIEM-OH &2 BEBIIERNTER X
NTVEIREDRDH B2, =7 —0PRET L, ShDHEE
TiE. BRSO ERDIEFHELZEEL TN F Y A4 )L
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V—RXA—FK 7 Coq®a—FK2
1 Definition filter {t: Type} (f: t -> bool) (
x: list t): list t :=

2 (reverse (filter’ f x nil ) ).

4 Fixpoint filter’ {t: Type} (f: t —-> bool) (x
1: list t): list t :=

5 match x with

6 | (cons h a) => match (f h ) with

7 | true => (filter’ f a (cons h 1) )
8 | false => (filter’ f a 1 )

9 end

10 | _=>1

11 end.

12

13 Fixpoint fold {a b: Type} (f: a -> b -> b)
(init: b) (x: list a): b :=
14 match x with

15 | (cons h 1) => (fold f (f h init ) 1)
16 | _ => init

17 end.

18

19 Fixpoint map {a b: Type} (f: a -> b) (x:
list a): list b :=
20 match x with

21 | (cons h 1) => (cons (f h ) (map £ 1))
22 | _ => nil

23 end.

24

25 Definition reverse {t: Type} (x: list t):
list t :=

26 (reverse’ x nil ).

27

28 Fixpoint reverse’ {t: Type} (x 1l: list t):
list t :=

29 match x with

30 | (cons h a) => (reverse’ a (cons h 1) )
31 | _=>1
32 end.
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DY) RN T O TORTFIUR, IV AL ADES KW
72 DFEETHBDIER Z ANE X2 Ry oy, 7
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