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Abstract: With the increasing dependence of society on information systems, the importance of risk assess-
ment of information systems is increasing. It is also necessary to request the security model of Japanese local
governments in order to determine a combination of countermeasures with a good balance between security
risk, countermeasure cost, and work burden. In order to obtain the optimum combination of information
system countermeasures for local governments, we have developed an extended event tree and defense tree
combined (extended EDC) method, which is an improvement of the previously developed EDC method, and
developed a support program for the extended EDC. However, when the EDC method was applied to this
system as it was, there were the following three problems. (1) Conventional evaluation indexes correspond
only to cost and risk reduction effects, and it is also necessary to take into consideration the degree of work
load. (2) There are two intrusion destinations, and a risk assessment that considers two stages of intrusion
is required. (3) There are multiple drafts of the configuration of the target system, such as a model, 3
model, and 3" model, and it is necessary to find the optimum combination of countermeasures based on
each model and the optimum combination of countermeasures as a whole. In order to solve such problems,
we developed the extended EDC method and its support program, PEEDC, and applied them to the local
government security model. As a result, we confirmed the effectiveness of the extended EDC method and
obtained various useful findings as the ideal security measures for local governments.

Keywords: risk assessment, event tree analysis, defense tree analysis, local government security model,
optimal combination of countermeasures
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Fig. 1 Risk management elements and interrelationships.
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Fig. 2 Scope of risk management.

aETIL: BEET

BETIL:TH

B ETIL: FTRIANSLGWANERE R
DAERELREDEHKEA(L2—F
yMERRICHLIZLO

https://www.soumu.go.jp/main_content/000688753.pdf

A5y NEROER

A3 - NI

=

LR (TR0 25 MR Y I B O
DOELREREMOBVRME RG]

CERIRE PO & LTI
SRR AN R S i

2B =3y RA=JD
SRETLOML R IE R D

3 WRETN (a-B-6') O
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Fig. 4 Event tree analysis method.
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902



BRI F =5/ E Vol.63 No.3 899-907 (Mar. 2022)

PE2 = 0.9 % Xy + 0.4 % (1 — X5)

ZCT, AR (1=1,2) E95EX, Wi ZHRAT
25X =1, LawhksXj=0&%4h. 2OXHITT
52 EICE o TPREOHRHAARHO T XTOMERIZD
WO EIHEH O EMER PHL # £B T35 L)1k -
TWwb. PH2 IZOWTHFEERICL TERIDPTRETH 5.
2F T B MEREDYRNT v TEINTA—2DETE

B RO HE IIFEA D OPELET B 720, A
T T4 ETORPMKERTIIEATEEROY A b %
T 5. F72, FRERTLOERCHFET A P OHEEE
i19.
27y 76 BRBRECHNEEORTE EERE

HE %, 72 218, v—=2 V) 2A7om/MbE L,
HPEEE =7 Va2 E L TRO L) IZERLT 5.

Minimize:
RT (X;[i=1,2,---,n) (1)
Subject to
}:;1Q*X4§Ct (2)
(X; =0,1)
ZZTRTE, P=F VIR ERDLIDOBMTH

D, G IRIFHONEEDIA P 2R LTS, X1, 0-1
BRETHY, Xi=1%5 i FHOMKEEZHRHAL, 045
TR LW L2 F:T.

RTIE, AR MY =G THLENE, 71072
YAGMTHBLARE, [Ny 71 v 7HHE ORERSE
T 5 PHL X PH2] # /L THlAEDLELZ L TROS
CENTEL., T, WRFEI, TA T VAV =4
FrcX Dt SN2 0 FIEFMHT LD D TH S,
2Ty T T NREORELHEEEDEE

AT v 76 T L72fil# St &7z TH W K &
RANET BREOMEEERD .
27y 78I UAYAI 2= alIilLEEENE
=374

s L ERIVERSGENEL D, ML, SRS,
XHNE, WAL, S SIS 2 EZ RS )
RS, GEVEEENDL T TIOBEEED KT,

4.2 EDC EDHERA &

FTTIRARZZEH IS, HIGHRY AT L~O@HIZH 72 -
TiE, RO 3 DOOMEDRRPLETH 5.

MEO HEROFHEHREIZ T A b &) 27 21T
25D THo7. TITIEITANEY R 2 DAMCEE AR
L EBICANDLLEN D L.

MEQ RAEHA v ¥ —% v MEHR, LGWAN #t
FRO2NFHY, 2EMOBATEE L) A THEAR
VINDLETHD.

© 2022 Information Processing Society of Japan

Q) MRY AT LADOWEBEERIEED Y, Thth
ENR— AL RFORBEAMGEEZROL L EHIC, £
NHDOHTEHITRBEEAREDOMEE %KD B LED
»5.

ZZT, UTOERT- 7.

MEOQZ kT 572012, B iz THlfEEIC,
TEEAELBINT 5.

MEQ % R 572012, WEOY —4 » A& L,
ARV M) — OB 5,

MEQE ML 72012, a ET N, BETIV, 3 ET
V7 EORERURZE Z LT REO KRB METZ KD D &
EHIZ, AUHRETEOT TR =2 V) A7 H—F/NE N
b O ERORBLA M EGEE LTIRHT 5.

5. UXAIT7EZAX NFEOBEEEX LY
F4EFILADEH

51 MRORTE

ZZTE, WHBIGKROERY AT L 2R ET L. E
TN =L LT, NOTHREOT 5L L, BE
i34 650 A, PC 138 1,000 535, Thsd PC
3R T L HICA vy — 4y MERGR, LGWAN
R, YA FoN—FIHEBRO ENPIET L D LT
L. AROBHTIEA % — 3 v MEFGR, LOWAN 3
RICBET AR AT LA RET S,

T/, B AT LOMBEFE LTIE, MUK 3 I
AT LIS, aETN, BETN, B ETIADNDHS. ET
VWD —NOpEIX, R2IIRTEBYTHL, &
B, AOo#EHTIE, F3IE, a®EFVE F EFLVENS
o

5.2 HWEEOAH

WL LTE, MEIRIESL, NHAIERELR 9% 2
ENBY, TITRENEEBEZSRET L. BIEDOTE
FaETFVOBEIRR 6 IIRTEBY THD, W
A F =4 MERARDIERZT T4 < LGWAN #fi
FOERD &0 2 BBORAZZE LRI IUTR L VA

x® 2 Y-/ EEEOHTR HI

Table 2 Area to which the server function belongs.

aETIL BETIL PETIV
A2B—Rybt—)L O ) o
R—LR—UEE (o] @) o
LGWAN A—)L © © ©
AE#HS (€] © o
BB © © (e}
XEEE © © o
JIN—TH17 ©) e} o
2:5 3:4 6:1
S onm O: o8 —RyMEHR
- ©:LGWAN i %

n: AU2-RINIE T ZH—/ RS
m:LGWANEE TR D4 —/ \—HEBES

903



E3RNIBZ AR TEE Vol.63 No.3 899-907 (Mar. 2022)

EMRBEICLD
LGWAN BHRRHERR

LGWAN ###% AU A—RyMEHER
6 BEhY: (o ETIVERR)
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Fig. 9 An example of a defense tree.
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R4 WEEELNT A=y EOHEEE

Table 4 Estimated countermeasures and parameter values.
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Fig. 10 Formulation of o model.
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Table 5 Optimization result 1 (o model).
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Table 6 Optimization result 2 (o model).

SRR —
ol b—snazk| b—snyzs | PIEAOX
D23 ®|®|® @ () @ | yzom)
@ %’%0 50 5010 olo| 20005m 46675 24665F
2000 | 55
@2 |25 blo|o O |O| 20005m 466%M | 24665/
2000
[©) 5m | 20 |O|O|O O|O| 20005mM 46675 24665 M
@| 2% | 15 |0|O|O O| 14005m 4685M | 18685M
®| 2% | 10 |O] O] O 90055 6395/ | 15395M
2000
®|%5m [075 O O 7005 14165F | 21165M
@ 2%)%0 05 o) 6005 42475 | 48475M

7 OELERE 3 (B TNV
Table 7 Optimization result 3 (5’ model).
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Table 8 Optimization result 4 (3’ model).
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Fig. 11 Comparison of optimal values by constraint conditions
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Fig. 12 Comparison of optimal values by constraint conditions
(o model and 3" model).
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