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Abstract: This paper proposes a new physically unclonable function (PUF) secure authentication method
utilizing secret sharing schemes. The proposed method enhances the resistance against machine learning at-
tacks by using distributed values generated from PUF responses for communication. Experimental results of
security evaluation showed the proposed method had the resistance to machine learning attacks. In addition,
the comparison results showed that the proposed method could reduce the circuit area.
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Fig. 2 Challenge and response authentication.
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Fig. 3 Machine learning attack.
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Fig. 4 Outline of the proposed method.
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Fig. 5 Authentication flow of the proposed method using
(2,3)-TSSS.
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Fig. 9 Restoration processing in the proposed method using
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Fig. 11 Results against machine learning attack.
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Table 1 Experimental condition.
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Fig. 12 Implementation method of the proposed method using
(2, 3)-TSSS.
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Table 3 Comparison result with conventional methods.
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