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Abstract: With the expansion of IoT in recent years, it is important to solve the problem of power supply
by low energy operation of devices. Accordingly, a lightweight block cipher, Midori, has been proposed for
secure data collection with low energy operation. On the other hand, Midoril128, which has a computationally
secure block length of 128 bits, has not been evaluated for tamper resistance so far. Therefore, it is important
to evaluate tamper resistance and establish secure implementation in Midori128. This study proposes several
power analysis attack methods against Midoril28. The proposed method can be efficiently analyzed by using
different attack conditions and targets. The evaluation experiments show that the cryptographic circuit with
loop architecture implementation is vulnerable to the proposed method. Furthermore, an unrolled architec-
ture implementation is suitable as a secure implementation in terms of energy consumption per encryption

and tamper resistance.
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% 1 Midori ®/¥T X —%
Table 1 Parameters at Midori.

block size  key size  rounds
Midori64 64 128 16
Midoril28 128 128 20

loop architecture unrolled architecture

plaintext plaintext  secret key
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Key
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Fig. 1 Encryption algorithm for Midoril28.
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T 9 a b ¢ d e f
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#, RK, 1377 FEBRITLICHAT 28 (772 @)
2R LTWwWh, 77 v FEEIZIE SubCell, ShuffleCell,
MixColumn, KeyAddition 28& N THBY, wED TV
¥ FEA% Roo 1 Subcell & KeyAddition DAFTHET 5. F
72, WD Ty FE R, ORIICIEHRLE (BLF, R
EIER) L LT, KeyAddition #51§ 5.

SubCell IdiE#13% S-box % F W\ 72 FEFLTE 720 B LB C© &
%. Midori128 TlE, & 2 [Z/R T 4 bits AT OEHEZ Shy
A N—A L L, 4FEHEO 8bits A JJERFE SSby, SSby,
SSbs, SSbs Z i 4. B 2 1287 & 9 |12 SubCell 1&
128 bits D ASJIZDWT, 1byte T D71 v 7 (State)
YD 3, A e L 7o iR SSh 1A 5.2 4. £ State
D s (xBTS B EHEE SSh; 12DV, i & j ORERIER
(1) TRENAS.

j =1 (mod 4) (1)

8bits D AL Sby DREIHETE v s DAED ANTERZ %

832



E3RIBZ AR TE Vol.63 No.3 831-839 (Mar. 2022)

128bits input (16 state)
Sbits\so S15,8384... .85
T

SubCell
fSsh ﬂ 155h) ﬂ\&ﬁb : ﬂ\gsr) i

S) 818,838 ... .85
output

2 SubCell DHEZE
Fig. 2 Outline of SubCell.
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Fig. 3 SSb;.
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M4 7Yu—F7—%77F v EROMILE L 2 FEIE
Fig. 4 POI and 2nd-order attack for unrolled architecture.
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HY, MAETHBOBBEICLAHERNIZN LY LIE
HINEW, V=TT —=FF 7 F v EREIL I ATHDE
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Fig. 5 Flow of proposed chosen-paintext attack.
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B ETHEHRE T 5.

K512, BNTREZN LSS0, BT IEEIRE TR
BWAMEL, BHTASO S-box DEFHEDADNEETND L
) RESHBENRERT A, MERTE 18] TlE, T T
1) ALY 4bits @ State T & I EECE AL EIZHEHL,
4bits DEFEZ > 7 b SRS BPCELE AR T L 2
& T, TR ORI USRS E 2 1) L 8¢ T w5,
REFH T, SubCell DEEIZEH L, K (8) B LUK
(9) 1R T HRE AL 2 ZJE L 78 ICE 7 v T X A% iR
%75,

Po = PQ(TQ < (4 X TL)) < (8 X m) (8)
p1=Pa(r < (4 xn)) < (8xm) (9)

ZZT, nlIFENCTHEHT A Shy OIEE, mlx SSb D
RMTLE %, 7o BE P r 120205 15 FTD 4bits DELE
EZERLTWD, K5 DL)IZ, MARRTEHDLTY
% Sby O AIJNIELEL v L RLBHE WK SNBSS n-fE e %
D, FRLPH O WK 520 FFAEIND. [ENTE
\ZIE WK DSAJ]E N7z Shy DFiELE 2 0] 0BG ALEE R T
I V7HERE ORI EO L), HEBEIMOESB AL
v, ZLTC, MBSO State 1IZBT AN 3 v UL
I AR BB SNTHEENINESND.

4. FHfEER

ARETIE, Midoril28 12X % FFiiAR — F & v 72 5E5E
FEERZOWTIERS . 4.1 S CIIFEBREHEICOWT, 4.2 fi
TR EERFOBEERE & K5 1 OREF5 14 (2B 3 2 FEERkS
FIZDOWT, 4.3 B CIEERM RIS T 5ELITO0WTIR
5.
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ciphertext
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Fig. 6 Experimental setup.
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Table 3 Evaluation circuits.

name algorithm  architecture countermeasures
circuit A | Midoril28 rolled unprotect
circuit B | Midoril28 rolled mask
circuit C | Midoril28 unrolled unprotect

4.1 EERESE

FHIAR — RIS 2 L, ERAFXT L OBEEES
BT T BT v SR FHIT 5 2 & C, ToT 7\
A 2R 2 T AV F— Tt F 2 7 % Midoril28 O FE
HREHBET 5.
4.1.1 EBRRE

X 6 ITRT &9 ICEREEZIE, PC, SASEBO-GII B &
OFuza—7%Hw5b. SASEBO-GII |121x FPGA
(Virtex5 XC5VLX30) 2S5#snTBY), 374 7L —
¥a =705 Xilinx #:® ISE Design Suite 14.7 %
T Midori128 % #2334 . Midoril28 M 3L 31
4.1.2 HTEARMIZHRRS . 25 OREIFKITFER I S A
H 2 X3, 4.1.3 HTHRNDFHMEIEE %82 A 72 NSk
FHBEEYI VR L. T2, WTFNOFEEFRIZBNTDH,
FELA B L BB RROMRIZIZ 1 DOfHEy — Mo &
1 2® Loop-Up Table (LUT) IZJ#F$ 5 7Y 351 75
FEATH . F 8 R3— 713 Agilent 0 DSO-X 3052A
wHW, 70—713N2863B TH 5.

4.1.2 MR

EETIE, F 3 IRTWVW L OhDFERESR D Midoril28
AT A, 9, FEMGEIES A &, FEIENT R %
FLAIK ATV VailE OIS 7 L 2 X 40 Midoril28 %
N—=TT—=F7 7 F v FRETEELIEFRBTHLH. K
(2, FHfiEEE B X, WA OSHEFEL LTI A 7%
AL AGA A TZ Midoril28 TH 4. ¥ A7 MKIER 7 12K
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Fig. 7 Masking countermeasure.
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LEMEME~YAEEL, LY AYORIBTY AT
ET URAR Y T RATS . FEELEUIR S ALALEE Z &
Tl AR DL, FEEFREIV—-TT—FT77F v

FETH D, wirI, FHbiEE C 1, HEORS 7L T

A LD Midoril28 # 7 > U — )V K7 —F% 7 7 F ¥ EITHE

BB SR®BTH L, Tz, WBREMFIZL>TRD 5D

DOHMAEFIZOWTEET 5.

(1) FFAMEIES A 23 d 2 BERISF S0 KPA

(2) FFAMi[A1ESE B AZk3 2 BEARESCRE | KPA

(3) FFAMIAIEE C )3 % EIRCFE I - CPA

(4) FHAMEIEE A 1234 2 BEAING 5 3088 - KCA

(5) AFAfi[AIEE B (264 2 BEAIRG 5 S0 | KCA

4.1.3 FME@IEE

AHEEE X, W5 B OBEMERR & Iif & > MPEICRE S
nas.
BEMEREORHIEIEE & 2 OMEE D TOLEB) TH 5.

(1) HEBEEHS  BESOBRISHENINLE—2EHTH
%. ISE Design Suite N® XPower Analyzer [20] T
bNb, BIEEOHNTHESRT & BNHE SR OEFHE
BT 5.

(2) AKEIERWEL : W5 RlEED 7 ) 7 1 VS A58
WS N5 KEERIE R TH S, ISE Design Suite T
"BONBMEESIRT 5.

(3) HBEZALF—& 1 70y 7 O SLLEDH 721 12
HETLIANF—RBTHDH. HETA 7V, HE
wHE, RRKEEREREHWTEIRTE 5.

(4) DIFEBIEL © FPGA ICECERM 21T 72D A 7 4 A8
& LUT $C# 4. ISE Design Suite THH O N AH%
ZHT 5.

T/, WHEI ALY -8 E13X(10) ZHVTRo o5

% [21].

{
{
{
{
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pXc

f
CZTC, pld1 278y sz —2EN, c lFEET A
7 VE, fIREIEREECH A, HET A 2 VEE, v—
TT—=F T FAEEOLET T N, Tru— LR
T—=%T7 70 FvFEEDOLET YT Y NI r»PbET 1 L%
5. W cld, FEFRC Lo THEEICET 291 2
VR, 170y 7 CHELELEREN (E—=28)) K
ECRRL, BRI, V=TT —FF 7 F v EEIFA
TNV NI = BNI/NEL, Tra— V7 —F%
T F X EEITA VDY R = ENIKEL
%%, 22T, BEhlICET 2EICOWTIERELAIC
A FIIBEHT§ 5 720, R (10) TIEE— 2B LK
SOMERME L CHEY A 2 VEE P ThbYE, Bl
I LA ) DT ANF—EFENT 5.

iy & > 7 MMEDFHHIEE & ZOBEIILTO LB ) THA.
(1) THug : WE L72iHE BT L Weltch @ T g [22]

AT . GRIAMIE»S 2007 =5 2y MIh
L, 771y FMEOHEENCHEREDEN AL T
WBDRHMET A, HEOENEL TWE, AT
HEEEE L OMICHBEERPELTBY, B
FEAT I ICHEES Ch 5 T L &R T [22].

(2) BIRATICEE @ By 5 12 H L7 A B L BB =
HWTENEITRE LT, BEEOMHTEIZO W
TEHM S 5.

B3 F R AT § 2022, BEARE SO & A
W5 LW ED LT ¥ AP e B LT40 F7—
yeHEL, FH—0BOHEERIEZ G 5. EHRCP
YHEBEDY AL 3.2 fi TR TFLEERT 5.

THETIE, RETFEL R HEREOMITRIETES
NN U ZHEBEODCTC, 1T Vv—"7% Gy, 3L
FOIN=TH Gy kLT, T4ty bE2ODOREN
WCAET 5. RIS, REIE 2 D ORERO I %
W L, WHRE DR EKE 5% CTEMET 5. BIRTIK
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x4 BIEMREOHR

Table 4 Results of implementation performance.

£5 KAT— MBI LHEMGEIER
Table 5 Ranking of guess keys in each state.

circuit A circuit B circuit C

cycles 20 20 1
power [mW] 292 303 373
maximum frecency [MHz| | 116.455  113.546 18.000
energy per encryption [nJ] 50.2 53.4 20.7
slices 940 999 4,030
LUTs 1,265 1,435 8,385
——KPA for circuit A KPA for circuit B
—CPA forcircuit C ~ ====KCA for circuit A
== KCA for circuit B ——threshold

0 50 100 150 200 250 300 350 40
time

8 HWHENWIIHNT B T Mg dfsR

Fig. 8 Resuls of t-test for power consumption waveforms.
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DoFE s TE, #EIEETHY, 41.3 HTR
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T T EIRLTWE, EESEHNSNL2E»OBMEICE L
T, BARPOEBSN/-HHEIRHIZE > TELDIES
DEDPEL D0 2,480 & %Y, AEAKUE 5% WAl E
EWVI) RS, #2224 EREIBENTWA. THEDFIM
HETIE, 529 XTOFHEHEA 2B\ T TEF % -
[5 &) fERPES N7,

WIS, RETFELEM LB NN REOKFIZOWN
T, 40 FkE 2 A L - BOHENEONEM 2R 5 12K 7.
51213, State TENEMAVRENTE Y, Zhids
) OHEM G OABIGREAE 0 L CTNEAZAF VT L 72, IEf# s
DNEN.Z R L2 DTHB. 2FD, E5I12BVT1IFZ
O State 2BV TIANTIZHI L7 2 & 2R T, FEliRIEE A
VX3 % BRSSO & PR AR  SCIEE T, e 32
WO T#ED D B 298, 26 MO IZHKIY L7z, 7z,
NEREAS 162 T2 2o 728082 B W T EAT 25% DNERT IS

© 2022 Information Processing Society of Japan

state KPA KPA CPA KCA KCA
for A for B for C for A for B
0 1 9 2 1 13
1 1 8 1 1 3
2 1 12 14 1 10
3 1 9 1 10
4 1 5 1 4
5 1 14 1 1 3
6 1 4 1 1 3
7 1 10 12 1 13
8 1 14 1 8 4
9 1 15 16 1 11
10 1 15 11 1 9
11 2 5 1 15
12 1 14 2 10
13 2 15 15 1 2
14 1 13 4 1 5
15 1 3 4 1 1
16 1 12 9 1 1
17 1 1 2 1 8
18 1 11 1 8 11
19 1 5 13 1 12
20 1 12 12 1 4
21 1 14 4 1 5
22 1 16 6 3 9
23 1 1 16 1 4
24 1 14 13 1 10
25 1 1 1 16
26 1 9 1 16
27 3 10 1 1 2
28 1 12 1 4 3
29 1 11 5 1 11
30 1 3 7 3 6
31 1 11 11 1 11

GENTEBY, HBERBESLENE N L2550 7.
A A B RS 2 BRI OB & BRI 5 SCEE T,
WS ALLEE & L 12~ A 7 A ) By B 72 @ JFBR I fEAT
W L \WaAs, AR 2 DM IS RI L7 2 & ShEER &
N7z, FHEEE CI12xd 2 BICF LB T, FFiliNE B
L0 b% v SEDHTIIHI) L7275, MEHEERE LT
FERMOMMTI L % o7z,

4.3 ER

T, BIEMREORRETIE, HRIAVF—BRLD
BWEEFTAST7 O =V RT7 —FF I FxFETHL
LD ol E—=0BNENV—T T —F 577 F v EEL
HELTREWVWLDOD, V=77 —%7 7 F vEEIIRS
WEHDTATTIELSDray 7 2FE 578, T4
F—DOEETIET YO =V 7T —F 577 F v FEEIENT
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& 6 HW E7IVEENIC X 2 C O
Table 6 Guess keys rank of evaluation circuit C by HW model

power analysis.

state CPA-HW state CPA-HTW state CPA-HTW
for C for C for C

0 11 11 9 22 1

1 5 12 14 23 4

2 9 13 7 24 14
3 2 14 16 25 15
4 7 15 4 26 15
5 16 16 7 27

6 16 17 6 28 6
7 15 18 10 29 10
8 13 19 16 30 5

9 15 20 15 31 11
10 8 21 15
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%EE**OD%EA%IEIE% IOWVTIHFNICERELINTEY, T
WZEHT B ENIIZEE S RO State Lyt 7 4 X
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