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Abstract: To confirm the effectiveness of medical treatment, such as the therapeutic effects of the drug, it is
necessary to evaluate the racial proportion, the proportion of complications, and the age distribution of the
patients who participated in the clinical study. For this reason, medical papers include statistical information
called “Patient characteristics”, which includes the racial proportion and age distribution of the patient group
participating in the clinical study. However, if the ratio of specific diseases in the patient characteristics is
high, there is a risk of privacy violation because the diseases of the participants in the clinical study may
be inferred. In the field of anonymized information, privacy-violating attack based on the bias of the ratio
of attribute values in the disclosed information is known as homogeneous attack or background knowledge
attack, and l-diversity is proposed as a measure of vulnerability to such attacks. In this study, we evaluate
the anonymity of Patient Characteristics in actual medical papers by l-diversity.
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& 1 Patient characteristics. Covid-19 23 % BERIFFER S &
D EEIEIE LT8R [8].
Table 1 Patient characteristics. From clinical research paper

on Covid-19, modified as appropriate [8].

Characteristics Convalescent Placebo
(N = 226) (N = 105)
Median age (IQR) — yr 62.5 (53-72.5) 62 (49-71)
Age category — no. (%)
<65 yr 126 (55.3) 54 (51.4)
265 to <80 yr 75(32.9) 43 (41)
>80 yr 27(11.8) 8(7.6)
Female sex — no. (%) 67 (29.4) 41 (39.0)
Median time to onset of symptoms (IQR) — days 8 (5-10) 8 (5-10)
Coexisting conditions — no. (%)
No other conditions 80 (35.1) 37(35.2)
Body-mass index >30 104 (45.6) 52 (49.5)
Hypertension 111 (48.7) 48 (45.7)
Diabetes 40 (17.5) 21(20)
Chronic obstructive pulmonary disease 23(10.1) 2(1.9)
Asthma 9(3.9) 5(4.8)
Chronic renal failure 10(4.4) 4(3.8)
Hematologic cancer 4(1.8) 3(2.9)
Solid tumors 23(10.1) 11(10.5)
Current tobacco use 6(2.6) 6(5.7)
Previous tobacco use 101 (44.3) 37(35.2)
Congestive heart failure 8(3.5) 3(2.9)
Thromboembolic disease 5(2.2) 2(1.9)
Previous medications used — no. (%)
ACEI or ARB 2 69 (30.3) 32 (30.5)
Frequent or recent use of NSAID 37(16.2) 13 (12.4)
Anticoagulation 14 (6.1) 6(5.7)
Corticosteroids 7(3.1) 2(1.9)
Immunosuppressants 6(2.:6) 3(2.9)
Statins 61(26.8) 21 (20)

Laboratory values
Median total SARS-CoV-2 antibody titer (IQR) | 1/50 (0~1:800) | 1:50 (0~1:1600)
Negative total SARS-CoV-2 antibody titer
— no./total no. (%)

Median d-dimer level (IQR) — ng/ml
Median ferritin level (IQR) — ng/ml
Severity inclusion criteria — no. (%)

65/145 (44.8) | 34170 (48.6)

597 (470-1150) | 797 (550-1224)
939 (441-1634) | 645 (362-1180)

Oxygen saturation <93% at FiO2 0.21 224 (98.2) 100 (95.2)
MSOFA or SOFA >2 32(14) 17 (16.2)
Hospitalization area at enroliment — no. (%)
Emergency department 11(4.8) 3(29)
General ward 150 (65.8) 77(73.3)
Critical care unit 67 (29.4) 25(23.8)
Use of oxygen supplementation devices 24
(n=299) — no. (%)
Low-flow nasal cannula 146 (64.0) 70 (66.7)
Venturi or nonrebreather mask 49 (21.5) 16 (15.2)
High-flow nasal cannula 11(4.8) 7(6.7)
Noninvasive ventilatory support 0 0
Treatments during trial — no. (%)
Supplemental oxygen 206 (90.4) 93 (88.6)
Glucocorticoids 209 (91.7) 101 (96.2)
Lopinavir-ritonavir 7(3.1) 3(29)
Tocilizumab 6(2.6) 8(7.6)
Ivermectin 4(1.8) 1(1)
Hydroxychloroquine 1(0.4) 0
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Table 2 Examples of vulnerable Patient characteristics.
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PDP W8, WRABICSM L 2 BERBHE DS L 7
HEPRARBR DR T Patient characteristics % R 235812, B
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¥— (PDP =¥ bub—) 23ET 3
EH&E 2. (Patient Detect Placebo > s a¥— (PDP TV
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7Y R LTOWRWERRY, BENBERBEICH SN L
BWVIRIMDI D 5. Z0D70, BERFEIEE OMFERESR
RN T 2 IRERIIC OV TR S BN b D F 5.
PFDOC WEB TR BE ZEERHET D 2 720, Bkt
ROBENT 7 RETH 20850, BEOIMFEE, O
TR BT 3 2 IRFAIRILLSL D Patient characteristics 12
BIF22Hh 73V —-DEFHOEHREMPIER: UTHD.
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PRI 2 IRED A T TY BV T TITEREI NS
Patient Family Detect on Overall Category > b B E'—
(PFDOC = > tr¥—) ZEtH T 3.
EHE 4. (Patient Family Detect on Overall Category T
Ybhruav¥— (PFDOC =¥ bua¥—)): Patient character-
istics WIZBIUF ZIRBEEELE D NED Na N, 77 REEE
RDONED No NTH Y, I6HEELE 77 RO 2Khko A
BEEGFT LI NS Ne (= Na + Nb) N2 LT, Patient
characteristics DXRDH 73V —IZBWT, 77 LKREE
AN, IETZ L REED BADYE, PFDOC =¥ + 1
Y— ZDTO XS5 ICEET 5.
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— ((Ne—A—B)/Nc))log((Ne— A— B)/Nc))

B, A+ B=00DFE, PFDOCTrab—i3or®
ZBbDETH.
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D7z, H#HAROEFHEHRRICZDOH T TY —ITHT
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OBV, LTO XS ICERINZLEMEDE
HHVFERE Patient Family Detect on Overall Category T >
o ¥ — LEHME (PFDOC => b o — &4k 2%
5.

EE 5. (Patient Family Detect on Overall Category L.~
trY— 128N (PFDOC =¥ bu b — [ ZHE)): Pa-
tient characteristics D& % 7173V —HIZN LT PFDOC
IV hrE— [ ZREESMRINTVWE 2, 73 B
DETD PFDOC =¥ tub—iZx LT, TPFDOC =¥~
FRY— Zlog (1)) L7RBZLTH5.

PFDPTC W#13, BARHBRICSIN L 72 B O FRIEAHRIK
FRBRDER T Patient characteristics % R 235812, BE&ED
75 REETH 2 DOPIBHRIHETDH 202 HEE L TV 250
DB T, BE DO FEELIAFHEEICH T 2 REDIER
PHEEANT 20O WETH L. BEFBKEE PFDOC W%
& AR R R O S RIE I T 2 BB DIRHENE PR
BEHRERABICSML TV 2 2o IERISHBITERE L
THRO. 207k, 20 X5 nAERER>A T3V —
Wit L PDP W ZfT5 2 2ickbh, 79 REETH 2 H
BETH 20 OMELEHRTWI T 5. —F, BERIE
FEE DI ARERH AR 2 IR ICOVWTIE
Howdbords.

WHEHF3 %3, Patient characteristics DR, 7R

BITHT 2IRHED A 7TV — BV TUTITER SN S Pa-
tient Family Detect on Placebo and Treatment Category
TYbrE— (PFDPTC =¥ bRE—) Z51HT 3.
FEFE 6. (Patient Family Detect on Placebo and Treatment
Category T> b t'— (PFDPTC = +Fva¥'—)): Patient
characteristics DXRDH 73 —IZBWT, 77 KREE
WAN, IBERX BN LT, BEL TS RHTHD L
HHAIEMMHEE L TWB5EC, PFDPTC =¥ baE—
EUTDOXSITEHRET 5.

—(4/(A+ B))log(A/(A+ B))

B, A =00DFIZ PFDPTC =y tn¥— =03 5.
/=, BEMBERTH 2 L HBHEIEEL TWIHE
\2, PEDPTC = htub'—i%, UTFTD LS ICFET 3.

—(B/(A+ B))log(B/(A + B))

BB, B=0DFIZ PFDPTC > bult— =03 5.
%7z, WBEZ, PFDOC B TEK L 7z PFDOC =
YrerVE¥-=3FEL, 85072 PFDOC =¥ trb—¢
PFDPTC =¥ Fu b —DESDHNET D % Patient
Family Detect on Placebo and Treatment Category 7247
Y hub— (PFDPTC Z7 Ty bRt —) 25tHT 5.
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ment Category 7257 L > b v ¥ — (PFDPTC #45 T~
rev¥—)): PEDPTC %% x> hu¥— = |PFDPTC T~
YhuV¥Y— - PFDOC TV FuE— |

PFDPTC ZH Ty turb—R0A 73V =L T
&, 2073 —02BFEOEIE (A + B) / (Na+ Nb)
CHARTRC, BEDIET 5 L HAENHEL TWE T
TERMD 2 VRIBRBTCOZON T TV —DREFHD
#HEA/NadLLIWEB/NbEDENKZNZ &R
BEhsd. 20k, BFDHFARESLHEREINT 2
RFEBEHRICHT 2T 74N —DREFL D S5, 20
E5RVZRZITHL, MTFD XS ICERS NS LENEDE
&= M48 Patient Family Detect on Placebo and Treatment
Category 77T b u¥— -2k (PFDPTC #7 T ¥
Fr - L2ERME) 2 EZ B,
EZE 8. (Patient Family Detect on Placebo and Treatment
Category 7T b v ¥ — [ ZHME (PFDPTC 75T
brY— Zk1E)): Patient characteristics D& %57 2
U —BHIN LT PFDPTC 757> b u B — -ZARMEAR
M TWB eld, # 73V —#DOETD PFDPTC #%57 T
Yhav¥—IZR LT, TPFDPTC#5y rabt— = log
)y &322 TH5.

4. REBFE

LT T, ARFRC B 2 HiA 217 5 BRI Patient
characteristics [8] DA & FERDRET T 1EZ R B

4.1 XTUTIL (8]

Covid-19 D EAEMIFITHR$ 2 EHEIAMIERE D IREERN R
2B 3§ 23X D Patient characteristics Z AL TIIMETS
%. 728, Z D Patient characteristics I&, 18ERE : o+t
REE=2: 1 OB 723 X 5 ICHBERN 7 ¥ X LTI
NTW2 . AFEOFHHAILIE T, FIEHER E DAY 2—
EBDOH T3V —IRALT, h 72V INVEROS T I
U —Z R e Ule. 17 3 AOVERTIRW T2 DIt
MR HHLIzH 7 3 =1, {Median age, Median time
to onset of symptoms, Laboratory values @ Median total
SARs-CoV-2 antibody tier, Laboratory values @ Median
D-dimer level, Laboratory values @ Median ferritin level}
TdH 5. 723, Laboratory values @ {Negative total SARS-
CoV-2 antibody titer — no./total no. (%)} A 7TV —
IZBIL T, TSampling L TWARWSH D + Sampling L 7=
LETEMETH 72D D - Sampling L7z ETHMETH 723
D) O 3EENEZ 5N B2, {No sampling, Sampling
& Negative, Sampling & Positive} & L THEHTMNR 2 L.

4.2 BENEETILCCOBHRNERORSTAHE
PDP BEIZBWTIE, 5V X LEMTH 3 2:1 DHFEI

(© 2022 Information Processing Society of Japan

Vo0l.2022-DPS-190 No.42
Vo0l.2022-CSEC-96 No.42
2022/3/11
ZPDP > tu bt — =-(1/3) log(1/3) - 2/3 log (2/3) =
0918 &7 %. PDP =¥ bR E—530918 X DKW 73
V=3P E KD E#EO Y R 7 p8mnh T3y —
*EzZ5hN3. Z%E Patient Detect Placebo Y 2 ¥ —7
732Y— (PDP YRF—Hh 73 —) L EKT3
E#& 9. (Patient Detect Placebo ) A¥x—Hh7 3V — (PDP
VRAF—=H73V—)): IGREEL 77 RHEANDT VX 4
HIMEAY a - b DWE,~ (a / (a + b)) log ((a/ (a+1b))) — (b
/(a+b))log (b/(a+b) XD PDP T Fual—%»
BWh 73 —% PDPIVRF—H73Y -t T 3.

PDP YV RF—A73V—ET2H73V D, &4k
DA 73 =BT B EEZIFEAIEOER L U TRE
F3. %£7-,PDP = bubt— LZREED 1 DI LT
RETEZ A7) —ROREDH T3V —HuH$ 2|
BHEAOFMMEEE 75, £/, @A 73V =1L T
PDP =¥ Frt— |- ZHMEZRET 2 1 OEDRET 2

PFDOC WEIZHWTIE, BEDHHFRED 2 WI3HHT

BRI T 2HEOREDH 2 473V —d PFDOC =~
tev¥—22h 73— PFDOC =¥ brE—DFg
X D WD DX, Patient characteristics D TD LI E
WTHBAND VR HH B EZ6N%. % Patient
Family Detect on Overall Category V A ¥ —J 73V —
(PFDOC Y RFx—Ah 73V —) L ERT 5.
E# 10. (Patient Family Detect on Overall Category U A
*—H73Y— (PFDOCVA*—%73aVY—)): PFDOC
IR E—PBEHTIV =D PFDOC ¥ trE—D
EFED RN TV =% PFDOC YV AF =73V -k
35.

PFDOC Y A¥ =773V —il@T2H 73V —HD,
RO T IV BT 2 E &2 IEEAEOfREEE LT
MEt$ 5. £/, PFDOC =¥ br VY — - ZHHED 1 OfE
W LT, RETEZH T —BOLKDOHTITY -
WS S EIE D EREOFEEEE 35, k7, 247
)= LTPFDOC = b — LZREEERET 5 1
DIES BT 5.

PFDPTC HBIZHWTI, BEDHFRED 5 WIEHF
FARBCN S 2R ICB T 24 73V —D PFDPTC %57
ITryhub—2nehsr3Y -0 PFDPTC £ > bR
F—DYEE X D EWd DI, Patient characteristics DA
TOHBICBWTHMAOV R 75 %. Zh%E Patient
Family Detect on Placebo and Treatment Category 72457
Ty btrE—YRF¥—H73Y— (PFDPTC #E7J T b
BE—YRF—hT73Y—) LERTS
E#E 11. (Patient Family Detect on Placebo and Treat-
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Fig. 1 PDP entropy for each category of patient characteris-
tics in Table 1. The dotted line is the PDP entropy for
the 2:1 allocation.
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Fig. 3 PFDOC entropy for each category of Table 1 Patient
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of the PFDOC entropy of the 19 targeted categories.
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ble 1 Patient characteristics. The dotted line (= 0.029)
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