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Minimum Requirements and Lightweight Method
for Ethereum RPC Honeypot
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Abstract: In recent years, cryptocurrencies have become popular worldwide. In Ethereum, one of the rep-
resentative cryptocurrencies, honeypots’ observation results revealed active attacks to steal cryptocurrencies
from its nodes. While honeypots are an effective system for investigating attacks, the operational cost of
honeypots for observing attacks on Ethereum nodes is higher than that of ordinary honeypots, which is
a problem. This study shows the honeypot’s minimum requirements to reduce the costs through several
experiments. We propose a new lightweight honeypot, and its effectiveness is equivalent to a conventional
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method by comparing results.
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2B CPURXEVICHLTER LITRLIEE S, 18

*5 https://www.vultr.com/ja/resources/faq/
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