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Feasibility Study between Privacy Protection and Data Utilization

Abstract: With the spread of IoT devices, various data about our lives are being collected, such as heart
rate, physical activity, number of steps, pulse, oxygen intake, calorie consumption, etc. If these data can be
analyzed, it will be possible to learn the signs of disease. However, it is dangerous for a person’s activity
status to be managed on an external server with the view of privacy. To solve this problem, local differential
privacy (LDP), which is a technique for randomly adding local noise to data, has been proposed. While
ensuring privacy by LDP is certainly important, it degrades the usefulness of the analysis of data with added
noise. In this paper, we examine the privacy protection of data with added noise by LDP and its usefulness

in determining breast cancer, using a use case of breast cancer screening data.
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4. HBRE#ET—X
4.1 Reference

ARHFFETIE, DA OEGRT — 20 SHht X7
Zr—2EHCCTERAYEZMEES 5. Bt - BiEe£T 2
oz R (HNAEED b 30 BEOHHLKE b O
¥ 569 07— &ty FERAWV, 2055 357 R, 212
HEMETDH 5. HHERONER
a) radius (mean of distances from center to points on the
perimeter)

b) texture (standard deviation of gray-scale values)
¢) perimeter

d) area
e

)
f)

g) concavity (severity of concave portions of the contour)

smoothness (local variation in radius lengths)

compactness (perimeter2 / area —1.0)

h) concave points (number of concave portions of the con-
tour)
i) symmetry

j) fractal dimension (”coastline approximation” —1)
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D 10 DIEEIWZH L, ZH#Z4D mean standard error, worst
or largest DX 72> TW3. 5%, FAZHE 1 15
30 FTOBETERT. BRI 13 FEE, 1133
FOBMENRZE, 21 IRAFEFEL 2. BFHALZHO gL
THILTDOEeBYTHS. 72720, BIBEINET .

R 1 HHERD T - 71

EF-% L7 =%
1 14.1 124 14.5 20.4
2 19.3 18.5 20.1 36.7
3 92.0 | 5.90 x 10? 94.8 | 9.54 x 10?
4 | 655x10% | 1.24x105 | 7.47x10% | 2.55x 10°
5 1 9.64x1072 | 1.98x 1074 | 9.80 x 1072 | 4.76 x 10~*
6 | 1.04x107" | 280x 1073 | 1.14 x 1071 | 4.98 x 1073
7 | 888x 1072 | 6.36 x 1073 | 1.04 x 107" | 9.75 x 1073
8 | 4.89x1072 | 1.51x 1073 | 557 x 1072 | 2.25 x 1073
9 | 1.81x 107" | 7.52x 1074 0.184 | 1.56 x 1073
10 | 6.28 x 1072 | 498 x 107> | 643 x 1072 | 9.83 x 10~
11 | 4.05x 107! | 7.69 x 1072 | 5.80 x 10! 0.326
12 1.22 | 3.04 x 1071 1.44 | 8.59 x 1071
13 2.87 4.09 4.24 18.9
14 40.3 | 2.07 x 103 78.7 | 1.20 x 10*
15 | 7.04 x 1073 | 9.02x 107¢ | 8.56 x 10~ | 3.46 x 10~°

16 | 2.55 x 1072 | 321 x 107* | 3.16 x 1072 | 7.89 x 10~*
17 [ 319x 1072 | 911 x 107% | 6.14 x 1072 | 6.44 x 1073
18 | 1.18 x 1072 | 3.81 x 107° | 1.42x 1072 | 1.13 x 10~*
19 [ 2.05x1072 | 6.83x 107° | 241 x 1072 | 2.12x 1074
20 | 3.79x 1073 | 7.00 x 1076 | 570 x 1073 | 3.44 x 107°
21 16.3 23.4 16.9 38.0
22 25.7 37.8 26.4 64.9
23 | 1.07x10% | 1.13x10% | 1.12x10% | 1.89x 10
24 | 881x10% | 3.24x10° | 1.07x10% | 7.64x 10°
25 | 1.32x 107! | 521 x 107* | 1.35 x 10~' | 9.65 x 10~*
26 | 254 x 107" | 248 x 1072 | 294 x 1071 | 4.94 x 1072
27 | 272 107! | 4.35x 1072 | 3.20 x 107! | 7.67 x 1072
28 | 1.15x 107! | 4.32x 1073 | 1.17x 107" | 4.96 x 1072

290 x 107" | 3.83x 1073 | 3.08 x 10~' | 9.87 x 103
8.39x 1072 | 326 x 10™* | 9.13x 1072 | 9.86 x 10~*
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5. Feasibility Study
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AFEERTE, BWYEEOEEROFHEICHNS T —& L
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e LDP: b7 —%% RAPPOR 7 LT Y XLT/ AR
5L, JEDF—REBIRE LD D

Mt7—%, LDP 7 — X OB D iz DWW TIER

I THIAS 5. ¥/, 3% RAPPOR 7132V X A

DRTRA=RIF6RX—VHABELE., ZhdlE T4

SRR e BRI AT X —R 8725 3 DD — IS
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T Basic RAPPROR 3 & Uf Basic One-time RAPPOR @
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K2 BRIRXA—RIHT S LDP DT 54 NHEFE (2721

HEE 4 HT)
NRIRX—HR TIANTHERE €
LDP(f =0.1,g=0.9,¢g = 0.1
(f ,q ,q ) 3,631
LDP(f = 0.28)
LDP(f = 0.1,g = 0.75,q = 0.25
(f ,q ,q ) 5531
LDP(f = 0.55)
LDP(f = 0.3,g = 0.75,q = 0.25
(f ,q ,q ) 1462
LDP(f = 0.65)

FTANEREEILT O BHTH 5.

LU, fHEOD= ¢; = 3.631, ¢ = 2.531,e3 = 1.462 &
Rl T 5.

HEERr LT, —RicEBOEMEICZNZ4H LDP %l
TG, TRXTORMIINT 2 774 N F6EIEZ DB
BrZhZthD T 74 NEEORICR S Z e 5T
W3, I, BUHE Ny 2B OEES B LTE
D, TIANTHEED N Y ¥ 2 BB OB BT 2 70
Th2s. 2%, flzi¥e=01TEEBEICEATH A
G LGE, SR — A TORIKD TS 4 N6
em VX €, =30e TREINZ ZLIZKS.

5.2 Implementation

ETNVERICHIA S 28 7 — 203k 4727 — R
HREXNS. FHiiT — 2 OERBFHS — 1tk >T
Bea 72, REiCI3ET—%, b7 —%, LDPIck3 /4
2G5 DE T — 2 TERLZEEEF M LT, &E
F— R OMREFHMI 2175, LDP 12k %/ 4 Xft5#% 07—
RIZTRNVEE > TWS., FD0, {ETF— & %N
BT 21751213, LDP 12X %/ 4 A 5H#DF— & %
7= 2T — X BRI BERDH 5. SEET—&
MWEXEOHREICRT e 2T 5.

F7z, W EEITORE, 72Oy L TIEHL
2179, 7—XROERICED, SREED D OHEOEA
ZVEICL, FEHaARMRHIRT 2 Z e anRE B,
L7z TV OFHMEERERE L HOVTITY, 7—2D%
ZET 10 2T 3.

ARIFFETIE Python3.7 2 7w 2/'5 3 Vv 55k LTEH
L, BT 2 4 72 U D scikit-learn 2 LT SVM,
SURLT LA NDEERITH .

5.3 AL LDP ICDWT
ZZTRF—xLyr LDP O®EN, BXUzolh
WOWTHAT 5. 33MiTHLZBD, 7—%lk
T — X REEEIC S RY > 2 F 32 8 TLDP [1] ©
AN LTHERAT220ICHWSN S, R TEIN
NOEEELI =521, SNVOBEMEDL5IT/hEL
well-defined T®» % 7z%, LDP & L T Basic RAPPOR %
BAwas., Zhuckb, 74 XfHEnce y A 55T0
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F OUBEIZR T Z e AJREIC R D, AT T — R B+
KEWGE, BRERIEENDSTDF IVER D 5 FEEHE
HATEETH 2 Z e R/ TE 2. W 1 1ZZ2DKErRiN
ZRLTVWS. ZORITIEAT 7 WIS 2 BHED i
MBI o 72F e oT0WED, BT LDZIXR
LBV LICERT 5.

AFv
¥
7 ~IJLl s
IEEOERDH1 ‘ f
[1]o

ofofo] mp [1]:1]ofo] mp[r]r]ofo]1]

1 k¥ LDP k37 —%20ZHt

F72, LDPIZ&D /A AP GEEINT =225 F~1
WERTEIX, 1252 TW3E Yy 25T YK A1 D%
WL, ZAEHIETEI_ALEZHANE T3, TRTOLE Y
0> TWEBEEIE, VXL~ LEHNY
T3,

5.4 RBIEHROHIRA

ARETIE, BEBOHIBIZOWTHAT . 5.1 #iTik
NeeBD, ~RCBEHEBDGHER 2 L 2ETOT T4 N
et e, BHEMLTLES. 200, FEHOEEZRS
DO BEMBEHIRT 2 FIEIC OV T ORI b EETH 5.
ARBFFE TR ER T 0 & o BuT X 2 BB O Z 1T
WV, TRENOFEERECOVTHIET 5. BHEL 5
FTHIRL, HoRUC X 2HIR TG EO R E WD D
55 O0ERT 5. HOBUT X DERL B TD 55
TH5.

e radius (worst)

e perimeter (mean)

e perimeter (worst)

e concave points(mean)

e concave points (worst)

5.5 feasibility:SVM

AEITIX, £7—%, U7 —%, LDPIC &3/ 4 Xf}
%D F —ZIZOWTHRIE SVM TOMREHE 2175 . 72
L, ¥BT— X FHbiT— X ICHWS LDP D87 X —
ZiFE—r L, EHFERIIENBFE3IHE T 5. £/, #5
F— R i 7 — R T — X R W55 OREE B R UE
fix L, SEEHEFICH U THEEHEE 0EDTRT 5.
5.5.1 SVM: NTX—RICLBHE

AIETIX, RAPPOR 71TV XLDENRT R —RPE
DHR, BEXUETFA4 N e 12X 2 MREDZE IZOW
TOEBRERZI|T 5.
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K6 FHFT—ZXELDP(c =e3) I0& %/ A4 XFE5H#/DF— X,

il 7 — & LT — &, PUbLT—%, LDP(e =€3) IT &5

AR EH#HOT -2 LIz 2D SVM DIEEFH [%)].
(BRI 341, () PIGFHEE E D7 (%))

#ili 7 — % T sl | RME #Hili 7 — % R
Er—x 96.7(+0) - - Basic RAPPOR
UEr—% 95.4(-1.3) - - 57— % 89.9(—6.8) | 93.5 84.7
Basic RAPPOR L7 —% 92.9(—3.8) | 95.3 90.2
LDP 76.4(—20.3) | 81.4 70.8 LDP 72.8(—23.9) | 785 67.3
(f,p,q) = (0.1,0.9,0.1) (f,p,q) = (0.3,0.75,0.25)
LDP Basic One-time RAPPOR
62.5(—34.2) | 68.4 56.8
(f;p,q) = (0.1,0.75,0.25) F—& 89.9(—6.8) | 92.7 86.1
LDP 58.2(—38.5) | 66.1 51.8 ME7—% 92.9(—3.8) 95.2 90.5
(f:p,q) = (0.3,0.75,0.25) LDP(f = 0.65) 72.8(—23.9) | 78.9 66.6
Basic One-time RAPPOR
LDP(f = 0.28) 76.4(—20.3) | 81.7 69.8
LDP(f = 0.55) 62.5(—34.2) | 68.5 56.2
LDP(f = 0.65) 58.2(—38.5) | 64.3 51.3
K4 FYHF—RELDP(c =e1) I0& 2/ 4 AEHDF— X,
P T — 2 27— 2, PULF— &, LDP(e = 1) 10 & %
)4 R E5/ROF— 2 Lt 2D SVM DIEER [%). !
(B 3 M7, () NIZMEE L D% (%)) 0.9
i — & | my | mEE | M o
Basic RAPPOR W or =F—4
e 93.4(—3.3) | 95.2 91.3 . e A7 — %
L7 —% 95.6(—1.1) | 97.4 94.0 LDP
LDP 05
89.1(—7.6) | 93.0 84.9
(f,p,q) = (0.1,0.9,0.1) oa
Basic One-time RAPPOR 05 0.5 1.5 25 35

f7r—x 93.4(-3.3) | 94.9 91.0
N7 — % 95.6(—1.1) | 97.4 93.8
LDP(f = 0.28) 89.1(—7.6) | 93.0 84.7

K5 FHFT—RELDP(c = e2) I0& 2/ 4 AEHD T — X,
FHEi T — &2 %L T — &, U7 —&, LDP(e = e2) 12k 3
JARMGEHDT -2 Lzt D SVM OIEER [%].
(AT 30T, () PISEHEE E D2 (%))

FHli 7 — % O
Basic RAPPOR
r—x 90.9(—5.8) 93.7 87.5
ME7—% 93.4(—3.3) 95.3 91.3
LDP
78.3(—18.4) | 84.0 73.5
(f,p,q) = (0.1,0.75,0.25)
Basic One-time RAPPOR

r—x 90.9(—5.8) 94.1 87.9
N7 —% 93.5(—3.2) 95.3 91.3
LDP(f = 0.55) 78.4(—18.3) | 83.7 72.9
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TS A 5,

2 FIANAGE ¢ 12k B SVM OEEMREO L. (EE T —
KX LDP 2k 3/ 4 XfI5#DF7—%2 L, LDP LT
Basic One-time RAPPOR % )

5.5.2 SVM: BEEOHIRE

AIETIX, 2RO TIANTIEE ¢, ZRIZ TG EICD
W, 5 —%, BEHEHIERLZT—XDZhZUuzonT
HEHUIERERT. 2%, FEECHT 2T 4y
L e, ZIBERTH -2 25, 22T, #Y, 7F
il V247 — ZZEHHIBR D 7 — & (B L < 3FHD
AR T —XZDHD) XL TED, U7 —%, LDP
TR FDOT —REHEIZERINTVS Z L ITHERT
5. FlZEHESEICOVWTOEE T, £EF—&F2 LT
EDIPAMEZ T — X 2 LB X D EEEIR L 72 0%
AW TWw3,
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0.95
0.9
0.85
0.8
1 075 —a—EMAIRL L
0.7
0.65 Y P — A ER
0.6
0.55

0.5
0 b 4 6 8 10 12

DT A N8 Eem

3 BREUHAIRT — 2T 2774 NS48 e 12X D SVM O
EEMREOEN. (FET—-RIELDP &3/ 4 X E5HD
FT=RTHY, FHliT—& & LTET—X2M{HH)

0.95

0.9

0.85

0.8
0075 —e— EEHIES
0.7 L~ EHRAH DI

0.65 .__._—/ TN

0.6

0.55

0.5
0 2 4 6 8 10 12

SO 7T A 13 HEHEem

4 BREMHRT — 2052 774N iEE €, 18X D SVM D
EEMREEOEN. (FET—-RILDP &3/ 4 X E5HD
F—=RTHD, M7 —% & LTILT — X &2 {HH)

0.95
0.9
0.85
B 0.8
H1 075
H 0.7

0.65

0.6
0.55

0.5

0 2 6 8 10 12

4
2D T 7 A 8B Eem

E 5 FEEHET—XICHT2 754 e, 105 SVM O
FEMREOZ(. (B F—RIZ LDP 12k %/ 4 XfH5%0D
F—RTHY, FHiiv—% ¥ LTLDP IC& 3/ 4 Xff5%D
7 — X &)

5.6 feasibility:forest

AHiITIE, £7—%, fMt7—%, LDP 2k 3/ 4 Xft
ERDTF—ZIZOWT I Y X LT x LR M TOMREH 2
75, L, FEF -2 M7y — X ICHWS LDP ©
NIRXA=R@FFA—L L, EFRIEMETIHLET 5.
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®RT7T ¥HT-xr2ET—&, fHiliT—-& 24T —%, LT —

&, LDP(e = €1,62,63) 12K D/ A AFE5#/DTF—& 2 L

7= & Z O forest DIEER [%]. (BREF 3 M1, () PIEE
e D7 (%))

Wi — X TH | REE | MR
Er—x 94.9(40) - -
M7 —% 92.1(—2.8) - -
Basic RAPPOR
LDP
75.9(—19.0) 91.2 57.9
(f:p,q) = (0.1,0.9,0.1)
LDP
64.4(—30.5) 80.7 50.9
(f:p,q) = (0.1,0.75,0.25)
LDP
60.7(—34.2) 74.2 50.0
(f,p.q) = (0.3,0.75,0.25)
Basic One-time RAPPOR
LDP(f = 0.28) 75.8(—19.1) 91.2 59.6
LDP(f = 0.55) 64.7(—30.2) 82.5 50.9
LDP(f = 0.65) 60.9(—34.0) 78.9 50.4

RS ¥BF—X% LDP(e =) X&d /4 XAF5HDT—
R, fHli7T—&2%2ET7—&, LT —&, LDP(e = €1) IZ
F2 /74X E5H%DT -2 Lzt 2D forest DIEER
(%). (EREGE 3H1, () PIGRHEE L D7 [%])

i 7 — 2 HEEZEE T
Basic RAPPOR
EF—%& 79.5(—15.4) | 93.0 68.4
M7 —% 78.7(—16.2) | 91.2 66.7
LDP
89.5(—5.4) 98.2 77.2
(f,p,q) = (0.1,0.9,0.1)
Basic One-time RAPPOR

r—% 79.4(—15.5) | 89.5 68.4
ME7—% 78.6(—16.3) | 91.2 64.9
LDP(f = 0.28) 89.5(—5.4) 98.2 75.4

K9 FUT—XZLDP(c = ) I0& 2/ A ANEHRD T —
&, FHiT—2%ET7T—%, b7 —%, LDP(e = €2) I
X274 XMFE5HDT—& 2 LIzt =D forest DIEER
(%]. (BRI 3 M1, () PIEEHEE L 02 (%))

#Hili 7 — % R
Basic RAPPOR
-4 77.3(—17.6) | 89.6 61.4
ME7—% 76.7(—18.2) | 89.5 64.9
LDP
75.1(—19.8) | 93.0 57.1

(f,p,q) = (0.1,0.75,0.25)

Basic One-time RAPPOR

EF—x 77.5(—17.4) | 91.2 63.2
N7 —% 76.8(—18.1) | 91.2 64.9
LDP(f = 0.55) 75.8(—19.1) | 93.0 56.1
7
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K10 FEF—X% LDP(e = 3) 1T &L %/ £ X 55HDF—
&, FHMliF— & &24EF—&, FULF—X, LDP(e = €3)
&3/ 4 XFEHLDT—& 2 Lz 2D forest DIEE
R (%) (BT 3, () MIZEEHE L 0 (%))

(f,p,q) = (0.3,0.75,0.25)

i 7 — % R
Basic RAPPOR
EF—& 74.6(—20.3) | 87.7 56.1
M7 —%x 74.3(—20.6) | 89.5 57.9
LDP
69.7(—25.2) | 89.5 50.9

Basic One-time RAPPOR

E7r—x 74.2(—20.7) | 89.5 57.9
M7 —% 74.2(—20.7) | 89.5 59.6
LDP(f = 0.65) 69.4(—25.5) | 87.7 51.8
0.9
0.8 a2
g /
ﬁq 07 e T %
/s AT — %
0.6 y LDP
0.5
0 0.5 1 1.5 2 2.5 3

77 A3 fEiEe

6 TIANTIEHE € IT & B forest DFEBHBEDLE . (FETF—
XX LDP W2k 3 /4 XfI5#%DFT—4%¢ L, LDP LT
Basic One-time RAPPOR % i)

6. BR -ZR

6.1 Analysis

F 3, & 3-6 D Basic RAPPOR ¥ Basic One-time RAP-
POR OIHHZ ZN 2N T 2 &, 774 NAEEHF T
BEREEEPFZLACEDLORVWI LR TES. F
7z, FHEi7—% £ LTLDPIC &k 2/ 4 A 5H DT — %
PHWAGE, FE T -2k T - 22T -2 2w
52k0d, FHliT—& eFRRIC ) A XS5 LT — &%
WIES EREDTE N E BRI TH B, T HIT, Z0
EORHERT =R 4 A 5RO T -2 2 HWGE,
AT —RREE T — XTI 2 IEERD 9 HIFiTRICR 72N
TW3. —A TR 265255500580, 774 NEE
e /NS Tfl, DEDREL VA XEMNE LGS, /4
A EHO T — 2T 2 EREES T RBICTEL,
BN TET =27 — X T 2 HEED T T 5.

¥/, M 3-513& 774 NCEMERENT 2 DEHE
PHIR L 725 E0BEERLTWS. FicEEr—&xe L
ThET—&, JULT =2 ZRAVEHERE, FALTI74
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6 e, TH > THHDBUT & 2 BHEHITR CEVIFE © 72
3 HERTE 5.

Rz, F# 7-10 ® Basic RAPPOR ¥ Basic One-time
RAPPOR OIEH %2z Zh bt ¥ 2 ¥, SVM TO%#
B EERICT 7 A NTEEDLFRI UGBS IEERIRELE
HLoRNWZ R TE S, /7, §HiiT—% & LTLDP
&3 /4 XMGE5#%DF—2ERAVEEE, FHT—KIC
EF—2PbT—2 AW XD, /A4 XFE5LE
F=RXERWIES BERESE W Z & b SVM TOXEE
ReFEKTH 3.

7. %Eim

KR L TEADPAMEZ T — X DL -7 — A% HWT,
7 —ZPIZ & 5 RAPPOR OIEIR 7 LT Y R A DIRE YL
PERERHi %2 /R U7z, BEEUE T — & O ATz il 7 — &
EWA D LT —XULEITY, /A X5 LT X
BIZ TNV BT — ROZEFOMIAT T 21TV, /A4 X%
5 L7 — &% SVM 72 ¥ OFEMZEE ICH WS 2 & % 0]
BEIC L7z, F/2, 7 —%, UbLF—%, LDP Ik % /4
RN ELRBOF—RIZOWTSVM S Y XL T7 4L
2+ TOEEREE DM EITY, /4 XA 5 LT —&
WKOWTEE LGB ICEVREETT — RO EIRINT
bZr%xmmL7.

F7z, EOBUC X 2EEDHIEICE D, AT TI7A4 >
BETH XD EVEETEENTELZ I bR L. —h
T, O IEBEZHIRT 2 1C3ET -2 2SI 20
ERDY, TIANSERETIHERNERE. ZDDHE
AEEs v Xayo ) X2 0o ReRGER
CDOTRPBEL 125 Z e 5 HOFEL LT o 5.

HEE AMRO—ENISCERRIEE [Society5.0 Wxffis L
T R AM B R EERE D % X 2 5 HHET A
DB RIF DK (enPiT)), SCHEMEE O AL 30 FJE
I'Society 5.0 SEEUMLIFSMLA T IRF ), X 512 JSPS B
# JP21H034438 DB EZ I TVWE .
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