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Abstract: Encryption of Internet communications is rapidly spreading, and most communications are en-
crypted using TLS and other methods. On the other hand, cyber-attacks that use TLS-encrypted commu-
nications to communicate with C&C servers and leak confidential data are increasing as well. Decryption
to determine the maliciousness of the communication is undesirable from the perspective of network perfor-
mance degradation and confidentiality. Therefore, it is necessary to develop a detection method that does
not require decryption. In this paper, we focus on the features that can be obtained without decryption,
such as flow metadata. In this paper, we focus on features that can be obtained without decryption, such as
flow metadata, and aim to detect malicious communication using machine learning. As a result of comparing
several machine learning models, we achieved a goodness-of-fit rate of 0.99 and a recall rate of 0.89 using
XGBoost. In addition, we evaluate the detection rate for communication data from different time periods
and discuss the time evolution of communication traffic characteristics.
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