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A Prototype System of Personal Data Authorization
for Programming Education at Elementary School

TSUKASA TERANISHI™?  TETSURO KAKESHITAT

There are many efforts to analyze personal data collected from users of various IT services to obtain useful knowledge for
business and operations. In such cases, it is necessary to ensure the protection of personal information in accordance with the
OECD 8 Principles. In this paper, we develop a prototype of a personal data authorization system for a learning analytics
system that analyzes learning data collected from students learning computer programming at elementary school. Since the
system utilizes the personal data management system that we proposed, students and their parents can manage the permission to
access their personal information and can refer to the access history of their personal information based on the permission. We
can simplify the system architecture and can reduce the implementation effort by developing the prototype using AWS provided
by Amazon.com, Inc. .
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// define the callAPI function
var callAPI =
(application_id,user_id,data_id,
purpose, law,provided )=>{
/f instantiate a headers object
var myHeaders = new Headers();
/f add content type header to object
myHeaders.append
("Content-Type", "application/json");
JF using built in JSON wtility
/f package turn object to string
/f and store in a variable
var raw = JSON.stringify(
{"application_id":application_id,"user_id":user_id,
"data_id":data_id,"purpose”:purpose,
"law":law, "provided”:provided});
/f create a JSON object with parameters
/f for API call and store in a variable
var reguestOptions = {
method: 'POST',
headers: myHeaders,
body: raw,
redirect: 'follow'
i
/f make API call with parameters
Jf and use promises to get response
fetch("https://amazonaws.com/dev"”, requestOptions)
.then{response =» response.text())
Lthen{result =» alert(JSON.parse(result).body))
.catch{error =» console.log('error', error));

H
<fscript>
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1 // Include the AWS 5DK module

const AWS = require('aws-sdk'};
3 // Instantiate a DynamoDB document client with the SDK
4 let dynamodb = new AWS.DynamoDEB.DocumentClient();
5 /f Use built-in dule to get current date & time
6 let date = new Date();
7
8

H
[/ Store date and time in human-readable format in a variable
let now = date.toIS0String();
9 /f Define handler function,
18 // the entry point to our code for the Lambda service
11 // We receive the object that triggers the function as a parameter
12 exports.handler = async {event) => {
/r

13 // Extract values from event and format as strings
14 let application_id = JSON.stringify( ${event.application_id} );
15 let user_id = JSOMN.stringify (" ${event.user_id}" };
16 let data_id = 150M.stringify( ${event.data_id} };
17 let purpose = 150M.stringify( ${event.purpose} };
18 let law = JSOM.stringify(" ${event.law} );
19 let provided = JSON.stringify(” ${event.provided}’);
28 // Create JSON object with parameters
21 // for DynamoDB and store in a variable
i 22 let params = {
23 TableName: 'application_form',
24 Item: {
25 'application_id": application_id,
26 ‘user_id': user_id,
27 ‘data_id': data_id,
28 'purpose’': purpose,
29 "law': law,
30 ‘provided’: provided,
31 ‘date": now
32 i
33 HE
34 // Return the response constant
35 return @;
36 3l
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EATELLHICLTHS.
https://demonstrationforprograming-education20220204001.s3.a

p-northeast-1.amazonaws.com/index.html
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