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UEFI ®E2a—)LZEBAL=TILY 7 DOEH

BT

[z b g

BE: 77— 20 =TT 5 VA S—FURCRED SR LT D, 2006 AR RE Sh, — %
WHRAESNTWE 7 7 —L4 7 =7 O—F T 5 UEFI BIOS Ti, L'— b % v F® Lojax D% 7> UEFI
Va2 VEEALE FPS 7 —2DF— e ER%A L5, UEFIBIOS O~ A v =71%, 0S E
TR TE LW ORHBRREETH Y, BEIC/R->TWA. RIFZETIE, 1T LARWES, 29— F
TELELNTWAS FPS 7/ — A% FTE 7 54E, 8.ETSEFPS V' —ADF — MY —1LO—H%
UEFI BIOS (22 L7254, @ 31 OHEIT DWW T UEFI Shell T UEFI £ & = DRMEDOHNED

dump Z Y, HEHRETEITIR 572,
*F—D—F:

1. [ZL®IC

VTN 2T O—FETT A ZADHIEEITH 77— A
T TIRT A N—HESL X 2 Y T ¢ EOME A
FELTWD[L]. 77 —L U =T OREZFEELL, LTV
—BIOS 7 HEX R 572 2006 FIARENRE S, —
RSN TWA T 77—y =T O—FfETéH5 UEFI
BIOS 28\ Tig, /L— ¥ > h® Lojax M™% F<° UEFI &
Va—/VEEH L] FPS F—20DTF— M ENEAEL TV
5.

UEFI BIOS (21X SPI 7 7 wv ¥ = L IEEN D, /~N—RT «
AR SSD LIFXRIR DT NA AT = PMEFESNTRY,
VAT BIETRHCZEOT — & AR EITERB LT
V5. UEFI BIOS IZIEEVER TFATI D SMM £V 2 —
JLS° Secure Boot 72 E Dt F 2 U T 4 BERENEEINTEY,
SMM E Y 2= VLA NED SPI 7 T v ¥ a ~DEXIALE
HIEXED VA —BHESN TS, L, <D
OEM & BIOS XU ¥ —RNZNEITORNT S 2% i L
TEY, SPIL7 T v a~08S NS R—n"gf HF—nbEX
IABARER G AR D 5. 2018 FFITH R E T Lojax 1L Z D
Wegatk 2B L, H—%/%E— K225 UEFI BIOS # & X #
2, BEDHDH UEFIEY 2a— V&2 AT ADSPL 7 5 v
2 WCEXAFEIHETHD. EXAENEEDH D UEFI
EVa—E, PCOT— MLEEFIZw LY =T % A N L—
UNEAL, FATEIED. ZOMEIZLD, OSOFA A
F—LRe, AR L—VOTHBIZE > THHRTE P, Hilkk
IR EEZ 72 B [2][3].

UEFI €V a—nV%EH LK FPS 7'— 205 — R,
UEFI BIOS (27 m /T 5% X U a— RLTETLTND
7oDF— R Y= SPl 77 v a AEVIRTFEINS.
ZD=WH, 0S DEHINCF— ba— RAREIND Z &I
720, Wb PR g 72 H4].

T1 IR
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¥ UF54, 77—ALvU =T, UEFIBIOS, ¥/ 7 =T

AWFFETI,
o
TW5 FPS 7' — L% ETSH-5E, 3. EfTSH7- FPS
T —=AOF— hY—LDO—E % UEFI BIOS (2323 L7-35
&, O3 Y DA IT-OWT UEFI Shell T UEFI 2% & %
DJBYEONED dump IV, LRHETE1T72- 7.

2. AT SZF—FY—ILOBE

LIZEBRICfE 5729 — N — L O T (HE5E) %57
AW T+ 5 F— Y —LiE, CRZAIMBOT[5] T,
memory.efi & CRZaimbot.dll ® —->D 7" 17 7 LA THERK S 4L
TWa., @FIE, 77V 75—y arhnhb 0S ZRHELT,
BIOS TEHEINTAR L~V A SN —F o RFEITIND.
F— F V=N EHATHHIZ, T— F Y —/LD memory.efi
Zload 95 Z LIZ X T, UEFIOLEHONKENEEZDY,
JTLON—F OO VIT, % TEAT 5 CRZaimbot.dll D/
—F OB END L D275, ED#%, CRZaimbot.dll
% injection T 5 Z & T, F— Tl I AR EAIND.

1. Ty LaWRE, 2. F— R TXLfEb

3. EERFE

ARFZEDEBRTIEL, ROBEY THD.
(1) UEFIShell %X 5&3129 5
1. USBAEY % FAT32 C74—~ v 7T 5.

2. 74—~ kL7 USB A&V NIZ¥EF¥BOOT OF 1 L
7 bV EEKT 5.

3. URL[6]/*D Shellefi & v rum— KL, 2 TEKRLET
4 L7 FUOTIZEET 5.
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. F—kv—a
F— bV —ILEAR
memory.efi DELT CRZAimbot.dIl ®m#EA
Application Application Application
(FPS% —14) (FPS%*— L) (FPS%*— 1)
CRZAimbot.dll
CRZAimbot.dll
Ao ELA RZAimbot.dll
T7RLZR
UEFI UEFI
UEFIZS#x- %X UEFIZE#x- B UEFIZE#x- X
UEFIZ=#n-m%n UEFIZ=#n-A%n UEFIZ#n-pi2n
2 UEFI Shell ™ %17 Hi&
4. BAE L7277 ANET —X 7T 7 F ¥ IZHbETCLL T —C Secure Boot % Disabled 9" 5.
DIZYR—272% (F1).
#z1 T—=X77Fx LDV R —LHNE 6. Exit A == —"C Save Changed L, Boot Override 7> USB
Architecture File AEY ZEINLC (X 3) UEFIShell ZEfT3¥25 (X2).
X86 (32-b1t) bOOtia32. eﬁ Aptio Setup U‘tilitg - Copyright (C) 2017 American
x64 (64-bit) bootx64. efi e R
ARM (32-bit) bootarm. efi Eﬁ;; Zifﬁﬁr?,;?guﬂ‘zms
I Discard Changes

ARM (64-bit) bootaa64. efi save Changed

bl R it

Boot Override
Windows Boot Manager (PO: ADATA SUBOONS38)

TN N . N N 5] UEFI: IP4 Realtek PCIe GBE Family Controller
5. 57 T7 < H l\ l/f‘— EFL 7 7"’/]/03:‘7"’ 7 H /7 ] @%z' UEFI: IP6 Realtek PCIe GBE Family Controller

D372\ 72 8 UEFI BIOS O v M Z B &, Security A ==

3 UEFIBIOS & > b Hh

(©2022 Information Processing Society of Japan 2



IPSJ SIG Technical Report

table
Alias(s):HDOaOh: ;BLK1:
PciRoot (0x0) /Pci{0x14,0x0)/USB(0x0,0x0) /HD{1,MBR,0xD40D2395,0x20,0xF47EQ)
FS1: Ali ) :HD1a65535a1: ;BLK3:
i 1/PCi(0x17,0x0) /Satal0x0, 0xFFFF,0x0) /HD(1,GPT,DO3F7B37-2032-4853-8FEF-3731FFAFE

lias(s):HD1a65535a3: ;BLKS:
PciRoot (
BBA, 0x8AB00,0x1DAARGE00)
fAlias(s):HD1ak5535a4: ;BLKG:
PciRoot (
4D4,0x1DB31000,0x1C2000)
FS4: Alias(s):HD1ch5535a2: ;BLKI:
PciRoot(
605, 0x40800,0x746C6000)
BLKO: Alias(s)
PciRoot(
Alias(s
PciRoot(
: Alias(s):

1/PCi(0x14,0x0) /USB(0x0,0x0)
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0)/PCi(0x17,0x0) /Sata(0x0,0xFFFF,0x0) /HD(3,GPT,F13E0DGE-71BC-4279-B865-FFB3!

Pci(0x17,0x0)/Sata(0x0,0xFFFF,0x0) /HD(4,GPT,244123ED-ABEF-4E83-8180-AC11C2039

J/Pci(0x17,0x0) /Sata({0x2,0xFFFF,0x0) #HD(2,GPT,4610D570-ASBE-4EDO-AB49-192B0ASTT

1/PCi(0x17,0x0) /Sata(0x0, 0xFFFF,0x0)

PciRoot (0x0)/Pci{0x17,0x0)/Sata(0x2,0xFFFF,0x%0)

J/Pci(0x17,0x0) /Sata{0x0,0xFFFF,0x0) #HD(2,GPT, 200EC4A5-05E2-4D6A-914B-1624B1FAA

Alias(s):

PciRoot (0x0) /Pci{0x17,0%0) /Sata(0x2,0xFFFF,0x0) /HD(1,GPT,59E8FBAB-9745-4C04-8C39-8CDAFASLT

297,0x22, 0x40000)

4 map Iv > ROFEITRER

(2) UEFI Shell ™5 dump ZHY, USBAEURIZTFR
r274LELTHRETS

1. mp 2~V RTvU YV MABER RIA 7 —EE2RRL
USB A&V 9. X4 FS0I1X USB AU, FSI i EFI
VAT IR—T 43 a3, FS21X C KT A4 7, FS3 13223
—7 4val, FS413ID K74 7 Thsb. BLK ILEMY/ {—
T4 arsThb.

2. FSO 78 USB AEF VU THDH-0 FSO:E AN L, =7k
3% ([45).

X5 KIA4TD~vor b

3. dmpstore =~ FTTXTD UEFI & ZD@EMHEDOH
KNFE LTINS, 2020, dumptxt 2V A L7 h LT
USB # & U NEBICRIFT 2 (X4 6).
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X 6 X 7OHE

3) NREA=2IZHFTHEUTERY, TXRALNI7MIL%E
HELTESEIS
TXANT 7 ANDEEILX 7 IR

4. RBAR
4.1 FoTm@/NE—>
ARERCTH VT HPIFT 234 =V IFLUTOHEY ThD
() & —2FATHI
Q) F—r7LA%
3) F—rEFvra— LK
@ G —AnT LAk

42 ERAYTAIT—LEF—L

AJEHR TIX, "APEX LEGENDS” ¥ \\9 FPS 4'— Lk
CRZAIMBOT & V9 Aimbot % 595 F— b — /L% fii
+5.
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dump.txt - [Users/koutanitta/Desktop/5:%/uefi &> 7 &858

Variable RT+BS 'EFIGlobalVariable:BootCurrent' DataSize = @x02
00000000: 06 00

Variable RT+BS 'EFIGlobalVariable:PlatformLangCodes'
00000000: 65 6E 2D 55 53 00

Variable RT+BS 'EFIGlobalVariable:ErrOutDev' DataSize = Ox1E
©00000000: 02 01 OC 00 DO 41 03 PA-00 00 00 00 01 01 @6 00 *.
00000010: 00 02 02 83 08 00 00 14-01 80 7F FF 04 00

Variable RT+BS 'EFIGlobalVariable:BootOptionSupport' Datasue
00000000: 13 03 00 00

DataSize = @x06
*en-US.*
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dump_2.txt - /Users/koutanitta/Desktop/f#/uefi &> 7 [k

00000000: 06 00 .
'EFIGlobalvariable:PlatformLangCodes"' DataSlze = BxOb
*en-US.x

Variable RT+BS
00000000: 65 6E 2D 55 53 00

Variable RT+BS 'EFIGlobalVariable:ErrQutDev' DataSize = @x1E
00000000: 02 01 OC 00 DO 41 03 OA-00 00 00 00 01 01 06 00
00000010: 00 02 02 03 08 00 00 14-01 80 7F FF 04 00

Variable RT+BS 'EFIGlobalVariable:BootOptionSupport'
00000000: 13 03 00 00

DataSize = @x04
soouk

/ Variable RT+BS 'EFIGlobalVariable:ConInDev' DataSize = @x3E

Variable RT+BS 'EFIGlobalVariable:ConInDev' DataSize = 0x22

00000000: 02 01 OC 00 DO 41 03 QA-00 00 00 00 61 01 06 @0 *
00000010: 00 1F 062 01 OC 00 DO 41-03 03 00 00 00 00 7F FF *
00000020: 04 *
Variable RT+BS
00000000: 02
00000010: 00

o
S

'EFIGlobalVariable:ConOutDev' DataSize = @x1E

@1 oC 00 D@ 41 03 ©A-00 00 00 00 01 01 06 00 *.

02 02 03 08 00 00 14-01 80 7F FF 04 00

Variable RT+BS 'EFIGlobalVariable:OsIndicationsSupported' Data
00000000: 03 00 00 00 00 00 00 60—

Variable RT*ES 'EFIGlobalVariable:PKDefault' DataSize = OXSAO
00000000 59 CO AS E4 94 A7 4A-87 BS AB 15 5C 2B FO 72 x*
00000010: LB 00 00-24 03
00000020: 55 55 556-55 55
00000030: 30 o3 01-02 02
00000040: SE ED 8F-32 9E
00000050: 86 o1 0B-05 00
00000060: 06 13 54-65 73
00000070: 69 74 30-1E 17
00000080: 37 33 oD
00000090: 30 32 31
000000A0: 04 43
000000B0: 63 oD
000000C0: F7 o1
000000D0: 02 B7
000000ED: 14 8F
000000F0:
00000100:
00000110:
00000120:
00000130:
00000140:
00000150
00000160
00000170:
ANAANIRA -

...........

9...12111%
*7001833Z. . 130517*
'80183220 1.0.

Test Certxh*

B4
13
98
82
co
10
AD
cé
e3
aF

F9
63
1c
B2
78
7€
1A
46
c3
FF

00000020: 04 00 02 01 OC 00 DO 41-03 6A 00
00000030: 06 00 00 14 03 05 06 00-01 00 7F
Variable RT+BS 'EFIGlobalVariable:ConOutDev' DataSize =
00000000: 02 01 OC 00 DO 41 03 ©A-00 00 00 00 01 o1
00000010: 00 02 02 03 08 00 00 14-01 80 7F FF 04 @0
Variable RT+BS 'EFIGlobalVariable:OsIndicationsSupported' DataSlZe

00 00 00
FF 04 00

00000000: 03 00 00 00 00 00 @0 @0- = K........ *
Variable RT+BS 'EFIGlobalVariable:PKDefault' DataSize = 6x31¢0
00000000: Al 59 CO A5 E4 94 A7 4LA-87 B5 AB 15 5C 2B FO 72 *.Y..... J....\¢ r*

00000010: 40
00000020: 55

03 00 00 00 00 00 00-24 03 00 0@ 55 55 55 55 %
556 55 55 55 55 55 55-55 56 55 55 30 82 @3 10 *ULIUUULIUUUULIUO

U*

status: 6 differences

=2y

00000000: 02
00000010: 00
00000020: 04
00000030: 06
Variable RT+BS
00000000: 02
00000010: 00
Variable RT+BS
00000000: 03
Variable RT*BS
00000000 :
00000010
00000020 :
00000030 :
00000040:
00000050 :
00000060
00000070 :
00000080 :
00000090
000000A0 :
00000080
000000C0:
00000000 :
000000ED:
000000F0:
00000100:
00000110:
00000120
00000130
00000140
00000150
00000160:
00000170
AAANATRA -

@1 6C 00 D@ 41 03 PA-00 00 00 60 01 01 06 00
1F 02 01 oC 00 D@ 41-03 @3 00 00 00 00 7F o1
00 02 01 OC 00 D@ 41-03 OA 00 00 00 00 01 01
90 00 14 03 05 06 00-01 00 7F FF 04 00

'EFIGlobalvariable:ConOutDev' DataSize = @x1E
@1 O6C 00 D@ 41 03 OA-00 00 00 60 01 01 06 00
62 02 03 08 90 00 14 01 80 7F FF 04 00

00 00 00 00 00 00 60—
EFIGlobalVanable PKDefault'
0 E4 94 I~ AB

LO
56
30
SE
86
06
69
37
30
04
63
F7
02
14
B4
13
98B
82
cD
10
AD
Ccé
03
aF

00
55
a3
ED
o1
13
74
33
32
65
82
05
BE
6C
21
5C
D1
6B
74

00
55
02
F7
o1
10
65
33
5A
73
o1
00 03-82
08
E@O
19
34
21
21
63 F7-87
E8
DE
BF
F4
AF

00-24
55-55
01-02
8F-32

3
56
02
9E
00
73
17
oD
31
43
eo
o1
B7
8F
F9
63
i1c
B2
78
7€
1A
46
c3
EE

X est Certx
*ificate®...12111%
70018337 . .130517x
*00183220.1.0. . .Ux
*....Test Certifix
*cate@.."@

9
*
XK KKK KKK KKK KX

Actions

X 7 THFANT7ANLOkE

43 EHHW

AFEBR T, 3.1 THRE LT —2 b 2N %
Y UBFI Z£% - 2o RMEOHIEL, ()~@)DEfETED LS
RN DONELSHTTH.

5. REHER

AR i L7~ CRZAIMBOT % EFI 7 7 A VD E(TE
TR L=, FPS A —ADBIED > — X ATk LT
WIRDN o T2 T2 D8 AZREL L 3.1 DB (@) ZEITH ZEMNT
X Rt

FOID, 1LfMH LARWES, 25— M TL b T
% FPS 7' — b & AT S H 72354, 3.memory.efi DIEATH DX
YTERY, 1&2&0ES, 1L 3OESERELTH
Wrz1T7e -7,
6. ZERDH
6.1 7—LZEfT
D 1.

5% “Variable RT+BS ‘EFIGlobalVariable:ConInDev’” ®D
FIESNHENZ (X8, 9). 22T, RTIFTZALT
JRADZETHY, UEFI 7 — b —EANR%ET LIZHET
H,0S DHF R ENLINWELEDL ZENTEL Z L ERT.
BSIE, 77— h—ERTIEADZ L THY, EFl 774
NIpE . T = M —ERFEATT 7 A DB RWE DR AR
THDZ & &3, “EFIGlobalVariable” %, EFI 7 1 —/ 3L

A&7 —LRITROES 1 & 20ESH)
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B CTHHZ L& d. “CoinDev” 1%, HHARETH B =
U=V ATTT IR, ZADT N, AR ZRmT. o T,
DEBIIHFIETIATO- RCBICRESN DL 2 Y —
WATTTISA ADT IS AR R %57 LTWB[T].

-
—

D 2.

«

VAN Variable NV+RT+BS  ‘EFIGlobalVariable:
OslIndications’” DONEICES NN (K 10, 11). ETET

¥, “ Variable NV+RT+BS 'EFIGlobalVariable:Boot0006'
DataSize = 0xE” D% A, FATHRITANIAIE LT 5.
T, NVIITRHREETHDH Z L a2rRT. 6o T, KinieA
FL—VIRFEEND 728, 7 — MR IR
2. “OsIndications” 1%, OS N7 7 — 20 = TIZANT S
FIWEBREB LW OS 87 7 —L U = TIAThEWT 7
VarvERTREDIELNLIEH THDL I LERT.

“Boot0006” I%, 44 i Boot |Z 4 H1 D 16 X D EA 5 %11
MLIzbDTHY, BHERLT7 7 A NRADY A FDORIN
ARSI s,

- -
— —

D 3.

7548 “Variable NV+RT+BS "EFIGlobalVariable:ConIn’” ®»N
=SB BNT (K12, 13). 22T, “Conln” 1%, 77
FIVERDANN = VDT A ZARRAERT . EBIE NV
BENTND T8 Z OEEII AT TH 5[7].
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6.2 memory.efi DETHIEETERDES (1 £ 3DESH)
6.1 DX D2 LE LENFERITARY, ZOMOESTRDL
niginote (1414, 15).

6.3 FTHDEED

6.1 DFEFIOHER & 135720, memory.efi ZFATHT & b

FPS 7' — L% JAT79 % Z & TUEFIEHOEITEEZ D5 Z
LMD oTz. Momoryefi DY —AT 07T MIED L,

V0l1.2022-10T-56 No.9
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L OEFOTENES DD IITTH LB 5 HOERRT
X 62 DESLNRDZENTE -T2, TORKIL,

UEFI BIOS 213 EFI 27 10— S V2SS b 55N 5 0,

FNH%Z dump TAHZENTEXRhoTenbZEBbnsd
[5]-

Variable RT+BS

'EFIGlobalVariable:ConInDev' DataSize = @x22

00000000:
00000010:
00000020:

92 01 0C 00 DO 41 03 OA-00 00 00 00 01 01 06 B0 *.....A..........%
00 1F 02 01 oC 00 DO 41-03 O3 00 00 00 00 7F FF *.......A........%

*. 0%

Variable RT+BS

'EFIGlobalVariable:ConInDev' DataSize

Ox3E

00000000: 02 01 OC 00 DO 41 03 OA-00 00 00 00 01 01 06 00 *
00000010: 00 1F 02 01 oC 00 DO 41-03 03 00 00 00 00 7F
00000020: 04 00 02 01 OC 00 DO 41-03 OA 00 00 00 00 01
00000030: 06 00 00 14 03 05 06 00-01 00 7F FF 04 00

Gl €50 a 000000066000k
01 K.eeesecAiceoeeeak

X 9 7= LEITHRED 1

Variable NV+RT+BS
00000000: 01 00
00000010: 20 @0
00000020: 6E 00
00000030: 76 00
00000040: 30 00
00000050: 61 00
00000060: 20 00
00000070: 00 00
00000080: 2A 00
00000090: OF 00
000000A0: 00 00
000000BO: EF 47
000000CO: 30 00
000000D0: 37 00
0000OOED: 00 00

Variable NV+RT+BS
00000000: 00 00

00
4B
44
65
31
72
31
o1
o1
00
00
64
44
31
7F

00
00
00
00
00
00
00
01
00
00
00
2D
00
00
FF

80
69
61
6C
2E
74
00
06
00
00
00
c9
38
43
04

00
00
00
00
00
00
00
00
00
00
00
3B
00
00
00

55
6E
74
65
30
69
02
00
20
95
01
AQ
30
31
00

00-45
00-67
00-61
00-72
00-34
00-74
01-eC
14-03
00-00
23-0D
01-7F
41-AC
00-44
00-36
00-42

00
00
20
00
00
00
00
05
00
D4
FF
19
00
00
4F

00 00 00 00 00 00—

46
73
54
20
2C
69
D@
06
00
00
04
4D
35
39

'EFIGlobalVariable:Boot@006"’

00
00
00
00
00
00
41
00
00
00
00
51
00
00

'EFIGlobalVariable:0OsIndications'

OxEA
00
00
00
00
00
00
00
o1
47
00
00
E6
00
00

DataSize
49 00 3A
74 00 6F
72 00 61
32 00 2E
20 00 50
6F 00 6E
03 BA 00
00 00 04
00 00 EO
00 00 00
01 04 36
D@ 1B 4C
36 80 31
36 00 33

DataSize
Soooo0000id

X 10 7 — AFEITRTF D 2

Variable NV+RT+BS
00000000: 00 00
Variable NV+RT+BS
00000000: 01 00
00000010: 20 00
00000020: 6E
00000030: 76
00000040: 30
00000050: 61
00000060: 20
00000070: 00
00000080: 2A
00000090: OF
000000A0: 00
000000BO: EF
000000CO: 30
0000eeDe: 37
00000OED: 00

00 00 00 00 00 00-

00
4B
44
65
31
72
31
o1
o1
00
00
64
44
31
7F

00 80
69
61
6C
2E
74
00
06
00
00
00
c9
38
43
04

00
00

55
6E
74
65
30
69
02
00
20
95
o1
AQ
30
31
00

00-45
00-67
00-61
00-72
00-34
00-74
01-0C
14-03
00-00
23-0D
01-7F
41-AC
00-44
00-36
00-42

00

00
00
4F

46
73
54
20
2C
69
D@
06
00
00
04
4D
35
39

'EFIGlobalvariable:0sIndications'

00
00
00
00
00
00
41
00

0x0e8
Keeaons

DataSize

'EFIGlobalVariable:Boot@006' DataSize = OxEA

49
74
72
32
20
6F
03
00
00
00
o1
D@
36
36

00
00
00
00
00
00
A
00
00
00
04
1B
00
00

3A
6F

00
00

*

LALLMQ. L.
31
33

X 11 75— LEfFH%RED 2

Variable NV+RT+BS
00000000:
00000010:

00000020: 04 00

'EFIGlobalvVariable:ConIn' DataSize
02 01 OC 00 DO 41 03 OA-00 00 00 00 01 01 06 00 *....
00 1F 02 01 OC 00 DO 41-03 O3 00 00 00 00 7F FF *.......A........%

0x22

A ux

*. 0%

X 12 2 —AFETRIZFD 3
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Variable NV+RT+BS
00000000: 02
00000010: 00
00000020: 04
00000030: 06

1F

29

'EFIGlobalVariable:ConIn'
91 OC 00 DO 41 03 PA-00 00 00 00 91 01 06 00 *
02 91 OC 00 DO 41-03 03 00 00 00 00 7F @1 *
00 02 91 OC 00 DO 41-03 OA 00 00 00 00 01 01 *.......
00 14 03 05 06 00-01 00 7F FF 04 00

V0l1.2022-10T-56 No.9
2022/3/7

DataSize = Ox3E

...............

--------------

X 13 A —AEfFHRED 3

VUVVUVUV e VW Vi & JUJ JUJ VY

U VW

Variable NV+RT+BS
00000000: 00
00000010: 00
00000020: 00
00000030: 00
00000040: 00
00000050: 00
00000060: 00
00000070:
00000080:
00000090:
00000LA0:
000000B0O:
000000C0o:
000000D0:
00000OED:

00
00
00
00
00
00

00-45
00-67
00-61
00-72
00-34
00-74
01-0C
14-03
00-00
23-eD
01-7F
41-AC
00-44
00-36
00 00 00-42

00 00

Variable NV+RT+BS 'EFIGlobalVariable:OsIndications’

' 00000000: 00 00 00 00 00 60 00 00-

'EFIGlobalVariable:Boot@006' DataSize

OxEA
00
00
00
00
00
00
A

* K F K K ¥ ¥

--------
................

DataSize = 0x08

14 memory. efi EITHT

Variable NV+RT+BS

00000000: 00 00 00 00 00 00 00 00—

'EFIGlobalVariable:OsIndications' DataSize ;'éxéé"

........

Variable NV+RT+BS
00000000: 00
00000010: 00
00000020: 00
00000030: 00
00000040: 00
00000050: 00
00000060: 00
00000070: 00
00000080: 00
00000090: 00
000000A0: 00
00000080 : 47
000000Co: 00
00000000 00
00000VED: 00

00
4B
44
65
31
72
31
o1
01
00
00
64
44
31
7F

80
69
61
6C
2E
74
00
06
00
00
00
co
38
43
04

55
6E
74
65
30
69
02
00
20
95
o1
AO
30
31
00

00-45
00-67
00-61
00-72
00-34
00-74
81-eC
14-03
00-00
23-0D
01-7F
41-AC
00-44
00-36
00-42

X 15

7. BEEBR

7.1
H

'EFIGlobalvariable:Boot@006' DataSize

46
73
54
20
2C
69
Do
06
00
00
04
4D
35
39

00
00
00
00
00
00
41
00
00
00
00
51
00
00

memory.

TUEFIBIOS X2l T+ ] OERSLIUVERIFEE

FHHEGIE UEFI BIOS £ 3 = U 7 ¢ (2 BI3 2 a6 ok - 18

L TW5. ARG,
L L72bDThHB[4].
7.2 Lojax IZB89 % ESET OHRAE

Z DI ONE EIGEL &5

ESET DWMFEAFICL D &, D &b 2017 4725 Lojax

DHEDOD-TND. ZOMEAET Lojax 2 SPI 7 J v =
AE ) OWEFIEITRE I AR THEEH S UEFI £
2—NVEA LV ARN—VTBHI L, ZD UEFI €Y a—/LRN
77— =T IR AL Windows DFA 2 A h—/Lo/N—
RT 4 27 DB TITRETE 2N EIZonTih~bh
TW5b. KRAFFETIE, Lojax Tix7e < FPS ¥ —LDF— K
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49
74
72
32
20
6F
03
00
00
00
01
Do
36
36

......

................

.............

...............

33

efi 174

— VDWW THFZEL X9 & LTV 58]
7.3 BEPEERz UEFIT/ILY = 7DERH

ESET I%, HSMFTAT % UEFI X% v J—%& AV CIsE
Liz7 LA MY TF—2 (ERWICEE LT —%) 206
L, UEFI E{T7 7 A AD = ORRIIRE A 7T A
EERL, ZNIIMHEEEFIALT, 2ELLY T
NS REZRT 56 DO TH H[9].

AT, TN DO HBHEIC L TREIIZIL UEFI
VN = T ~OERERD, BERRT 7 — LU =T OEE
LAY AN
8. BhHVIC

AHFFE T, UEFI Shell ZfEH L7223, 4 % TIiZ UEFI

BIOS #filiiL5d Z &2372<, FRIHFKCTIX UEBFI~LVv 7y =7
T2 DDOHRTH-272, 4%, UEFI Shell T — K
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TAATANDT 7 AN~NYFA LT MR TERNVI LITR
WOMWIRn-oT=. AlEl, FPS 7 — LD — X EWI L -
TF— Y=V OBFANIZKB LR, F— Y —uZids
—LDOXFIENN—T g URTEF S TR o To 72, FPS
T =D =R IR — LT AT D), T—A
OIHTERE TN > TR b birhotz. BELRD

UEFLIZEE 9 2 LA BAGETIZIZ E A ERONE oz,

A, 6. 2 DEFEIFLAERD ZENTE R T, 2
DJFAIL, UEFI BIOS (21X EFI 7' v — S )VZESDISMNT 28
BRooTonbThHD., 50, dmpstore 2~ 2 RIZIE
F 7 a Y dmpstore -all & AS)THZ & TEFIZ m—
POV O dump TEX B Z L &S T2, Z O
IR A b n o T,

B35

[1] Microsoft Security Team,  New Security Signals study shows
firmware attacks on the rise; here’s how Microsoft is working to
help eliminate this entire class of threats”, March 30, 2021

[2] FHEE. https:/github.
com/tandasat/SecurityCamp/blob/main/%5BC4%S5DUEF1%20BIOS
%E3%82%BB%E3%82%AD%E3%83%A5%E3%83%AA%E3%8
3%86%E3%82%A3%E3%81%AE%E4%BA%8B%ES5%89%8D%E
5%AD%A6%E7%BF%92. md, [C4]JUEFIBIOS ¥ = VU7 ¢ ®
FHIEE. md, SecurityCamp2021 &}, (B8 2022-01-31).

[3] 1ERE EK.OS A v A b—/LLHDD A3# T H R TE A2,
UEFI /L — k% v bk [LoJax]), https://pc. watch. impress. co.
ip/docs/mews/1145336. html, (£ 2022-01-31).

[4] FHHEX. https:/github.
com/tandasat/SecurityCamp/blob/main/GCC2022/UEFI%20BIOS%
20Security. pdf, UEFIBIOS Security. pdf, SecurityCamp2021
Wl (B 2022-01-31).

[5] Rasyid Abdul Halim S. Tr. kom. https:/github.
com/rasyidabdulhalim/CRZAIMBOT, (£ 2022-01-31).

[6] https:/github. com/tianocore/edk2/blob/vUDK?2017/ShellBinPkg/
UefiShell/X64/Shell. efi, (ZH& 2022-01-31).

[7]1 https://uefi. org/sites/default/files/resources/ UEFI_Spec 2 8 final.
pdf, (=M 2022-01-31).

[8] https://www. welivesecurity. com/2018/09/27/
lojax-first-uefi-rootkit-found-wild-courtesy-sednit-group/, (ZH&
2022-01-31).

[9] https:/ascii. jp/elem/000/002/006/2006911/, (£ 2022-01-31).

(©2022 Information Processing Society of Japan

V0l1.2022-10T-56 No.9
2022/3/7



