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Abstract: Property harm caused by phishing has been increasing in recent years which most cases those security-threatening 
information guide people to use SMS and email Accordingly there is a demand to discover hidden factors in phishing emails 
that deceive readers psychologically In this study we observed readers’ eye-movement responses regarding their judgments 
about the existence of risk in given email messages We utilized the phishing email instances of the Phishing Association as 
materials Also we collected self-reports from subjects about the judgment of potential risk in degrees in short interviews that 
followed each judging trial We analyzed factors that influence the sense of trust with results from eye-movement data and 
interview recorders We found that subjects in the experiment preferred to assign attention to areas that involve logical 
connections and writing styles rather than more critical elements for judging the risk as helpful clues namely senders’ email 
addresses and enclosed links This work suggests weaknesses in security education Our results reflect the necessity to consider 
an effective method for security education on trust A typical process could be for instance designing a simulation education 
program that first demonstrates a simulated attack then highlights the critical points immediately and finally educates a related 
countermeasure as the end. 
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