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Cooperative Elimination for Falsification Nodes
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Abstract: In open environment wireless sensor networks, it is difficult to eliminate that outsiders physically
access a deployed sensor node, and then an outsider may unauthorizedly takes a secure information stored
in a sensor node such as encryption key by physical access to a sensor node. Therefore, if a malicious person
takes an encryption key and put falsification nodes in networks, conventional encryption scheme, such as a
digital signature and MAC (Message Authentication Code), cannot eliminate falsifying data, and then data
loses its reliability. In this paper, to defend data against falsification without secure encryption key, we pro-
pose cooperative elimination for falsification node using self-organizing maps. The proposing scheme detects
falsification nodes by cooperating among proper nodes, furthermore classifies nodes into proper nodes and
falsification nodes based on their behavior of the detection using self-organizing maps, and finally eliminates
falsification nodes from wireless sensor networks.
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1 MAC: Message Authentication Code
Fig. 1 MAC: Message Authentication Code.
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Fig. 2 Watchdog mechanism scheme.
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Fig. 3 Falsification with two successive nodes on a route.
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Fig. 4 Cooperative detection for falsification.
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Fig. 5 Detection rate for falsification.
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