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Automatic Monitoring System for Security
Using IoT Devices and Smart Contracts
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Abstract: In recent years, the IoT market has been expanding rapidly. The IoT is being utilized in various
fields. In the domestic IoT market, a high growth rate is expected in the security field. However, in the
centralized management, there are risks such as falsification and single point of failure due to cyber attacks,
as well as problems of data volume, integrity, and reliability of IoT devices. Therefore, it is difficult to manage
the logs of a huge number of IoT devices and to grasp the degree of anomalies from the logs only. In this
paper, we propose a method to securely record the logs of IoT devices in a blockchain and to automatically
detect abnormalities by using the logs. Using smart contracts, we can estimate the degree of anomalies from
the logs, and automate the sequence of events up to the initial response by the security company.
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else
BEMANL —LEFICERE L LOHE
AlertList.push (B L)
end if
end if
end if
end if

Algorithm 3 FIGOEMDEM  AlertContent

Input: 77—t ID, Y L2EHE, EEORN
Output: void
AlertContentList.push(7 7 — b ID, #HY L-&fHE, EED
R
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Algorithm 4 0 Z7OMFE  SearchAlert
Input: 77— F ID
Output: 7 FL X, BHELNL, LoH—fl, ZLLRXVT
nZ7 07—k ID 2HE
if a2Z®7 55—+ ID == 75— b ID then
7RLR, BELNL, LUH—fl, R4 12X TOHN
end if

Algorithm 5 IoT #8704 Blacklist
Input: 7 FL' X
Output: void

Blacklist.[7” F L X]=1

5. SREFRER

5.1 REREM

bT%%ﬁ%Vﬁ—ﬁ%%hb B R REE L~
R T 2 TO—HOBEER L BT 2 R OMGEEE AT
W, EHEAREME R MREET 5.

5.2 RIE

Infura ¥ MetaMask fI\ T, Ethereum ® 7 A b % v
NV — 2 T¥H % Rinkeby E CRIAEBEZITo 7. R
FIOMNEX, BRI IY NI+ —LTHD
RIMIX-Ethereum IDE (28T Solidity (Ver.0.5.16) T
Gl L, FEEEITo 7. F72, Ubuntu (18.04 LTS) ET,
IoT R E LI v —(lERET 20T nt, &
E2HRERE LNV EHERT 5257 —F> 722 F L% Python
TEELL, KEFTIE, BN 3ED loT i & EiH
2HOERELV NNV EHET 2T -7l o r08E %
Riz3. 2HROBENEH 41277 .

___]\:j

Ethereum
72 & v bk (Rinkeby)

Y~ / I \ =7
=

= =

= =
~

loTH#42RA oTHERRB loTH#25C

4 EBRORKX

5.3 RROBE
EBEOEMEZEERT 2729, oV —HEEESEE S
027 aEETTBEIC, ToT BEERERELIGERL, >
Y—fliz 70y 7F 2 —VICEEZIES. ToT #igick-
Ty Z—fHOMEIEIM A TH 2720, ¥ —fHEHi 0~
100 ¥ TOE%R 7V R LIGEEEI RS, T—E>T0s 7
LTI, B, BEL L, ToT 8 0#Es, £/, &R
B E RN, IREFEROMEMGERZITS. £/, &
CH—HEEELERL T -y T n S ATERELAN
NEHRRT &% 5, ToT #2DIEED & Bty
WIHARIG 2 BIMA S 2 £ TIChh 22 EHAI L, FEIRATHE
MEEMGEES 5.

54 RBRORN
AifE & LT, B RegisterloT #5E47L, T IoT s
A-B-COEREITS.
(1) ToTHEER A - B CZlMIGEIRL., 7V X akty
J—fE% 10 [FEET 3.
(2) Bf2ttorF—Fr7n 75 A TREL XL EHER
L. BERGEZTTS.
(3) vV —EZEELLERRA T—E 70/ J A
TERE LNV EHER LR S, ToT #esEERIC
LfF ALY IC % BitG 3 % £ TORREZ G5 5.

5.5 EEROWKRIE

5.5.1 2 —{EDEE

EUH—EH T30 270y 7 F = —VITEEXE K5
W, ey —EEREE LHR ety — R RS, Fiz,
FRENTWZHRIARAY a>0u—hLOHKTHS.

. $ python SecFirm_check. py
20214E08 A 21 EI 14:41: 32 958911

Anoma | yF lag:

IOT%#D%EIIEF 03 {7 : A city 1-2 EREIHFT : B center F1

B 5 SEEROMMKN

5.5.2 ?—%>7D75Atvwﬁﬁﬁﬂ
ZiERIIER, T2y a0 2HVWTEELR
w@%%%ﬁofmé.7—%/7m77Af@,l6®
IIOCEFE LV ZDOZHK, BI%L RegisterloT TH
PR U7z IoT H2RaBIRE, T, RBEHMPRRINS.

$ python SecFirm_check. py
202146088218 14:41: 32 958911

Anoma lyF lag: 3
loTHESRMAIES - 03 {EAF : A city 1-2 E%EISAR : B center FI

6 EEHOMMKIX
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5.5.3 BFRIEHA

UV —HOEERA e T —E > eI LA TRELR
NIRRT E =W 5, ToT 1EEhD & BH L L 2 iR
TEZETIETARMEZEAILZ. ZOME, 10EICE
V2 EERO RN 7812 B TH o2, P —fHD
EEREEIITbh, F—Er7ussACB0WTEKL
NV EE A L7z IoT B DIEMOEH 2R T 5 2
EMTET.

6. EE

6.1 IoT fEEIH S BE L ANILEREZ TOIEL RS
IoT 1) & BE L NV R MR T & 2 £ TOFHR I
¥ 7812 M THo72. PoA D7 my Z7AERKRIZK 5 7
BETHZ0T, FHIMIZZYTHIEZLNS. &
7z, — R MBI T, 2y bao—it v X —THEW
i EEEEREFHARYD, EiBIciERE 5252,
T, PIHARMIGTON S, BHERIC X D b, WIS
BEEMT 2 ET, &y —1EEItk 25 LIS SR
WEHBEIE XY, HOLICHEMRED LFEER
CADEEHAHEHEH L LTHEZNA TV [3. WA,
B2kl e I IEsRkD 5h 3. IBEFIETE, £V
P —RAERITEMERB O 2Pz ez <, BERNIC
R, YIRS TONS. £z, ToT HERIEE)
7 & ARG & BAA 3 % £ T ORFRIEN 7.812 B 2 FH .
& o T, TSR XN B R 2 EME S 2 Z & WS ATRE
TH5. £/, ary ra—nLtr&x—TIF 24 FR&HT,
HEBLIZIG U TEBACTERT 2. RIERFETE I vy 2
F 2 —UP—EHOMNOEREITS 720, {ERDEHIX D
DB T HEMEMBDONBE DR TEIENTE, A
HEOHIREITS Z L A[RETH 5. WA, AERTFIL
W EBIRTREMED B,

6.2 OJDiHLL LTOEHEM4E

70y 7 F z— VI L 2RO MERHIR TS &
LIZIEEICREETH B, X5, Tay ZFo—VIEIE
BThHr70, —HD /) — FOERIHELZ LTHE
TCHAJRETH D, /2, $—EZANEILTZ I 0.
XoT, JuvrF - ITEEN oT #iRoRr 7D
SRR I NS, WA, BRI THEREE
DREAELESS, 70y 2 F 2 — IS0 23y
HYRRAE R ZHLT 2O DEEEOE VALY 72 5.

7. FH

AW TIE, TERE OO B e P REMET D
IoT 2RO EHOMEINLT 2728, 7avrFz—v
RV IoT 2 Du 7 OEH » HEIRFERAIZITS > X
TLDIREE(To72. Ty Fz—IZIoT Heson 7
NS 5 2 TTr— XD et iR L, BEHEHNHE

A LEGEOFRRCERE M EH» T L CHATE
5. HEIREBRNZEES 2 Z v c—EHoxso 3 bE
KXV, /2, Ethereum 7 A F % v MREET loT
IR DVEEN 20 & B O PIHINIE % Blda T % £ TOEE
LT N OMEEER 21T, FEBRTREMEZ R L 7.
REFIETE, 0T EELE-WMONTHA, FIET—
ENEBZAETNBARENDH 5. RIETF — X FHHHEY
OHERRILZE2EEIRDH 2. ZORER BT 5720
W2, B D7 Ty 7 YA REERL, RIERZ B ZD AlertID
EERET LI T, il LTHERATERVWE ST S
HFiEPETFONE., L, FEFT—RICEXZEELL
DIFTHEZ RS 2 Z 2 IFTERWD, SHREDHE
TH5.

BE AWFERR O, JSPS RIFE 19H04107 D
B EZ I 7=bDTH 5.
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