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Blockchain-Based Autonomous Notarization System
Using National IC Card

SHINYA Hacal®  Kazumasa OMOTE!

Abstract: In recent years, the notarization system is going online. In Japan, there is a system to make the
application process online. However, it is necessary to go to the notary office in order to pay the fee and
receive the digitally signed file. It is not easy for the client to use the system. In this paper, we propose
an automated system of fixed dates by combining a national IC card and smart contracts. Specifically, our
proposed system automatically authenticates the creator and the document for electronic documents signed
with a national IC card, and uses the transaction receipt generated when the information is stored in the
blockchain as a certificate of the fixed date. By executing some of the tasks traditionally performed by
designated notaries as smart contracts on the blockchain, the time between the creation of the document and
its acquisition by the client will be significantly reduced.
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1: if Find_key(hash(pub_key)) == true then

2 if RSA E4# &3 == true then

3 pub_key, ETEH, ETBEBLO Y ¥ 2 HOFH
4: else

5 T 7 — L

6 end if

7. else

8: T 7 —jLE

9: end if

DNy > 2 flH%BINT 2% Add-Key ¥ HIFRS 2 B
# Delete-Key IZIMMZ, NEED Ny > 2l Ny > a2
T—=TNMIFIEL TV B0 Y 5% true/false TiR 3 BIEK
Find-Key ® 3 DO THREN 5. 1B, Add-Key
¢ Delete-Key (Z/TEIEBEI D EOA OADNEITTES LS
W7 7 RE 2T 5. Ny 2 2 B% LT, Ethereum
Tfibi 3 keccak256 ZHHT 3.
UFIRZED7 LY X L%RT.

Algorithm 2 Add-Key
Input: pub_key DNy > 2ff
Output: void
1: if FTED 7 FL R == [TEIERE® EOA then
hashtable(pub_key DNv ¥ 2{#) = true

2

3: else

4: T 7 —
5: end if

Algorithm 3 Delete-Key
Input: pub.key DNy > a2 fl
Output: void

1: if FITED7 FL R == {TB%E D EOA then
2 hashtable(pub_key D\v & 2{H) = false

3: else

4: x5

5: end if

Algorithm 4 Find-Key
Input: pub_key ® Ny > 2 ff
Output: true/false
1: return hashtable(pub_key Dy > 2{H)

5.3 SRIIATHEME ST

7 b EZ A TORERENERICH K 2 BaRL, R e
LTD Gas DWEBHAJEEDHPHTH S Z &R T.

¥3, TBHEBE DG T, 2 —3 — OBl NFEIE
Hx~v—baryto27 1 L0V R M Add-Key % H
WCEBIMT 2., ZOBDO N7 a vy 2R 3ITRT.
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Txn Hash Method ©  Block Age

®  0xa74c472685c4718de1... Ox4f5catel 9060609 1 min ago

From Y

0x8a67aa016eabffc353d... out

To Y Value

[ 0x43312aed110ecf18a5c... 0 Ether

K 3 TBHEEA»SD N F 7> 2> (Add-key)

&2 GasaAxh

FSUHU 3> | Gas Used FHk BAH
Rsa-verify 39,871 Gas | 1675778.13 Gwei | 346 [
Add-Key 46,197 Gas | 1941659.91 Gwei | 401 4
Delete-Key 24,363 Gas | 1023976.89 Gwei | 211 M

£3 FFLADIED T
&z TRLZR
2—%—D EOA 0xAdae05c¢081Ad663C6f0106e6B32b0728771dFcB3
1TBUHBE » EOA 0x8a67AA016EA6fFC353D6ea236A3141EBT73cebD2B
BYWIHEAY—raYy o7 b 0xE23C106D1E9187301¢72135d5C4bE7D7C4e138fA
NHEERZ~— a2 b 0x43312aEd110eCf18A5C3168531067F70e4141F8d

iz, =¥ —DIGT, 7FVr—rarEFHLTS
A FIN=T— ¥ LEBETFEBHLOEN, B RSA-verify
ZRALT, A~—brar 527 FNTEBLKREEETTS.
ZOBD NIy aryER4A4ITRT. ZOMERE, <
A FIN=F— FNOMEBHIIFTEETH > THWMDHT
ZEWTERNWED, fFRLAE7 TV r—>ardwA s
UN=D— K oBEHEERL, TOMEE A~V —ha Y
o2 PATHEBETEZZ ERT.

F7z, FITLBERIIcE T2 Gas I A MEFE 21
RL, A—rary b 27tr0ary 527 87 FLARST
B, 22— —D EOA £ 3 1R T. KB, a—FE
BEBABHEA~—ba Y 527 M 109 17, NBHSEEH
A= ay b7 27 ME244T7TH 5. ZHE MacOS Big
Sur 11.4 @ cloc 2~ FTEHHIL7=. %7z, Gas Price I
2021 7 H 17 HEIED X £ > % v FEEETH 2 42.03
Gwei 2 LTEHELRE. AT, 7V vy 28T 0y
2F 2= VENMALIOFEBRPREST 2D, avy—
ST LTI RTLERMNT S22 T, PR EREXYE
BWZEDAREICIR . BRBSEFEHRE LT, HAMA
DEHUF 2021 FE 7T H 17 HORIZBWT, IETH H7=20h B
X7 206,614 I TH 270, ZDfE%EH V.

6. ER

6.1 YA F+>N\—h—R¥& EOA OfffdlF

REFIETE, v~ F U N—F— K& EOA OiftfF T %
172 BEDZ . W 22— = EEFIH L Twa EOA
DMEBRPEENT-LLTDH, A F I N—F—FexK
MRS A N L7 BB TAEHE O PIN 2 AF LARWVIR
D, BYFEAZERTZZeBNTERN. 2%, Joy
7 F 2 — VKB £ TOREE AT oRdE i~ A
FUN=F— Rk B RSA BHICOAMIET 5. RICH
URBFEBLEHOCT IS U2 a v BRITLEELT

b, BHMIEA~—+aY b5 7 MCEXBMRIETED b5
VH I avEESETAIENTES. LoT, EOA D
BB D - 7B D VY 27 BHRRFRICB N TIEA
2L, RYRTAIBWTIEHEIZ EOA D&% S
FTERERRNE VSR ERDITFHNS.

6.2 +ZoH¥OI3vLI—F

PV I arLy— MOEERMOIFHICE S 2 v
5T IZDWVWTEET 5. ik, FEIUEINTHRW
e r EHORITIOHEDPICHIT L Z L 2R T 2DI120F
BETELDEDA TV, —7, AHFETIE, BTELD
ROOICrIUHF I aryLd—F2HWS. ZD7=0,
DLy — MIHED L, ELLETEIhTWE %
RIREDDH L. ITD 2 861 — bt OSEDH LW
ZrERY.

1/mHEIZ, Tay2ZFz— BT OMREMRIZOWT
THb. rIoF I avhroERLELY — F BE
T 57Dk, 0SS TEH XN S Geth < Parity 72 £ D
Ethereum 7 54 7> b 2 A IEICHE T2 XERH S, L
ML, 7y lFz—rEDETOBMEDI 47>
PURET L IXBENCAAETH 5. ZOME, KE
Iy =t 2E&0LT7ry 72D ) — NI BB X7
LT, o/ —RNEFEDTmy 7 EZITIS Z 2tk
Wz, EINZL Y — MR ERY. 351, L
S ERRETFTIAY—IAV I P RRETERVW
YHEETHL. 2HEIZ, Tay T T = — VRGO
WEHICOWTTH B, TuyrF z— IR THY
LY — PSRNy ¥ 2B X o TN TWS
728, ZOREIIFEBENIIAARETH L. Lizh->T, L
L2HErB I UF IS arLy— b OREIFRARETH
5rEZ5.

6.3 BFXEDREFL

BEIE, T 252 CRIMRG OV — N —ICEFHHE
BANEMRETIIENTES. HEFETIE, BTE
DNy T aDARTA Y 7 F 2 —VIREINED, XE
EIRDRIFIZOWTIENRI e LT3, BEFHRIBL
T, BFXER Y ZIRFTE0%E 2722 212, IPFS 72
COREIT 7 L V¥ AT LHEHREHIC LS. P2P
TEN ST 7 ANY—N—I1ZX T4 7ERREL, MitkEL
MR EEE 27720, Tay 7F x— v e IERICHME
PDEHWEEDNTVWSE., ZOTRTAIHES{LE2HL-E
FEEEREFL, 20 wl 2BARIAEDORICA~Y—a Y
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@®  0x3df8e5f146ba55dce04. .. 0x6f0bb17f 9060642 13 secs ago

From Y

Oxadae05c081ad663c6f... out

To Y Value

[® 0xe23c106d1e9187301c... 0 Ether

4 22— —25D b7 ¥ ar (RsaVerify)

P MTEETSEOICTEILT, EFEHZOLOD
bV H I aryLy— MIHOT 3 Z L DATRRICR 5.

6.4 Ro7—ZEUT~«

REFEROERHMEZE X 2K, RNE#EOBEFEI~ A F
— RO FITb TR S Wv. ZDE,
BRI R L 72 8IS 2 Gas (AR &
BN, Ax—bary 72 VAT Mapping & {#H 3
52 T—ED Gas LR THERENAREIC R 5. RER
5, Avx—bary 77 bEidil$ % Solidity I2BWT
Mapping 3"y > 27 =7 [20) TH D, 7—XOHER
REIMIEE O1) THR ZehHon TS,

7. FH

KT, ~4F o NN—F— RIZ&2ETBLIEEE
<—tarrz72 I\&Li%jﬂfﬁo)ﬁébﬁﬁ%f@&/\b%
1\7\/47‘7ya/Vy—%%ﬁ%ﬁﬁﬁo)aiﬁﬁitﬁ“é &
, WEANR Y DE=ZFE2 NI B CEEEE A 2T 4
0)5%7?%, RE FiEITR o7 AT swift ZFHWTR
= 7 F T F NI — F OB TFELEERT
X237 7Y BFEEL, Solidity ZHWT, EFBLWRILE
fI5RA~v—trarv o7 veRELE $/-, BETELHE
FAEDERIZ, EIP-198 OREZ W2 Z & T Gas 2 A b &/)
EMAZZITHYIL, 1IREFENEBAGETHL Z &
BERLUEE. MAT, ZOBICRETZ NS> avE
ek L, Gas 2 X b &EFHHIL 7=,
SHOBLEY LT, EFXEZ IPFSREDHHEE T »
ANZRATLMRRETER L7 TV r—y a v edE
THIEEMEILTWS.
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