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Effectiveness of Examination-based Whitelist for
DOM Based XSS Attacks in Microservice Architectures
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Abstract: As the complexity of Web services increases, Web application developments are migrating to microservice architecture
(MSA). However, in MSA, the security policies of each microservice may conflict each other when assembling microservices,
which poses a challenge in achieving security-by-design. There are two ways to deal with this challenge: one is to standardize
security policies among microservices by implementing secure programing guidelines, and the other is to mediate security policies
among microservices by using API Gateway. However, the introduction of secure programing guidelines is technically and
operationally burdensome for developers who want to focus on service design. In addition, mediation using the API Gateway does
not work for attacks that are completed in the front-end, such as DOM Based XSS attacks. Therefore, in this paper, we propose to
apply Examination-based Whitelist in the development of MSA-based Web applications, where mediation of conflict in security
policies between microservices is achieved through development tests without the developer taking care of it.
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Figure 1 ~ Example of Policy Conflict.
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Figure2  How DOM Based XSS works.
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<html>

<head>--#&--</head>

<form id="“form” action=“hoge.php” method=“GET”>

s .

</form>

.

<script>document.write(new Data().getFullYear())</script>
2017

</html>

lszih%ﬁ@ﬁ%ﬁ

RIOA4 LR b

’document.write(new Data().getFullYear())

K3 HmUA YA NOERSF CCH[S]DK 2)

Figure 3  Example of whitelist.
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<html>

<head>- -4 --</head>

<form id="“form” action="hoge.php” method=“GET”>

- - -

</form>

- - s—

<script>alert(“HEAEE ! »)</script>
<script>document.write(new Data().getFullYear())</script>
2017

</html>

l A9 )T MRS DA

alert(“KEETHE ! )
document.write(new Data().getFullYear())

RIA MR MERE  F—HEOTHREDA RN !

RIA4 LR b

document.write(new Data().getFullYear())

4 XSS OAE[EEMENRH D5/ OH (SCER[8]D X 3)
Figure 4  Example of XSS attack.
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