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Detection Method of Malicious Websites based on Building Cost

Daiki ITo!®  Yuta Takata! Masaki KamizoNo!

Abstract: Malicious websites tend to be disposable to evade our detection and analysis. Therefore, these
websites utilize free domain names and certificates, and the building cost of websites is kept low. In this
paper, we focus on the building cost and propose a method for classifying websites built with low cost. More
precisely, our method analyzes target websites from the four perspectives of domain names, DNS resource
records, certificates, and infrastructures, and classifies their cost using a machine learning. In our evaluation,
we use various corporate websites of different employee scale and three types of malicious website: phish-
ing, malware hosting, and fake news. Our evaluation shows the proposed method could classify the cost of
over 80% malicious websites is low regardless of the attack types. We found that importance of features in
classification differs depending on the type of attack, and we show the differences are related to each attack
characteristic.
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W37, a2 FOEITREZLSEEIE I DLTIN
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5. FVRLTHALARDNAALNR—RTX—RTHBIRE
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REFRIIHWBORHICED 53 8 HIM Lo ETEMEY
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