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Understanding Dark Patterns in Cookie Consent Banner

TATSUYA Nacarl®  Yuta TAkATA! Masaki KaMizoNol

Abstract: Websites show cookie consent banners to obtain user consent for cookie use due to the privacy
regulations in various countries. However, some websites use cookie consent banners with dark pattern design
which tricks users to unintentionally give consent. Some dark patterns are forbidden by privacy regulations
because they violate user privacy. We must collect user consent fairly with the user’s understanding. To
investigate why dark patterns are being used, this study analyzes five types of dark patterns used in cookie
consent banners by crawling websites in various countries. Our investigation shows that automated banner
generation by tool and original implementation of banners lead to the use of dark patterns. We suggest
that tool providers and webmasters should understand dark pattern design, and implement cookie consent
banners, and comply with privacy laws so as not to damage the trust of users.
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direction Size & 12/149(8.05%), Misdirection Color &
61/149(40.9%) ®Z7 v ¥F—a vt ¥ bNF—ITHHAIN T
WpIehbhol. RENRLRZ 5 EEOX -2 1
R—VFTRTEMRAIT 5 Z 2 TE, KT Bad Defaults
& Misdirection Color OFHRIE W L 230D 5.

5.4 RQ2B:EZLDH—TNRZ—>2 DR
EHREN R ERZZETHEAINE X — 7% — U HHR
RBDHEER L. AR e L-HEZ, HA, EU, USA,

5 5: [EB)D Consent Wall DRI
Consent Wall HZA EU USA Zoftt
FIF® b 2 23 6 15
FIHZL 646 804 350 715

% 6: [HF|D Bad Defaults ORI
Bad Defaults HA EU USA Z0fth

FHAD D 15 41 8 18
FHZ L 15 20 13 15

5 7: EH|D Roach Motel DIEHIEL
Roach Motel HA EU USA Zofth

FA» D 0 8 12 5
FIH L 65 89 46 86

ZOMOEYE L. 22 HAEAERIREDE, GDPR
B LU ePrivacy %, CCPA IZBHE L TX—27 &% —F
FAERNRELZ0HANSE. V=274 23D 2 EIEK, D&B
Hoovers D 7 —& b5 L7z, EHNCX =27 & -2 D
FIRARZFHE L ERE#R 56,7 1R7. EU BNDEIC
BWT, Consent Wall 3 X F Bad Defaults DRREIEAH
ZWZ DR TE . 2, 7X VU HIZBWT, Roach
Motel DIHIEDZ N Z L DR TE /=, — /T, HAERT
E R TR TOAK — > ORHBUI D 12 h 5 Tz

GDPR TiZ Consent Wall 3 & ¢f Bad Defaults O]
DBEEXNTWEH, GDPR TRD LN TWBEEDEL
BEEILELTTDIZ, K= 82—V NEA L7ATREMHED
EZ2 505, CCPA TlE Roach Motel DF|HMNEEIE XN
TWw3. CCPA TR LTV S 1 —F DIEGHEF %X
HWEAZELTWASD, EBIIHMESINRVWESICT B
B, X=IRX=UPRBALTLE->RZEZLNS. H
AOBMNERRELETIEILI -V HEELZLEL LTVRWVW
B, X=X —= XD FEEORISZAET 2 062D
L, MHBPE oz EZILNS.

5.5 RQ3:CMP DA —I /N2 — > DR

CMP FID & =2 &2 — R 2 ifE U TAR 2 R 8 1T
/R3. Bad Defaults % Roach Motel Z5¢ED CMP TD
FIRAMEHRL TNWE—4T, Consent Wall , Misdirection
size , Misdirection color 3 HEZED NF—TOF|HH?Z
W DR TE S,

B—=PIRR—=VDRAD, V=T7H A4 VEHEZFICLSED
D CMP OFEIC L S b D2 %R T 5728, CMP D
WordPress 75 74 VR RAI A POV 7 7L VA0S
CMP 23R8 — 2782 — Y HAREZ IREEL T0 202 5 20
HEL. ZOMEERSITIRT. CMP 94751 2 %
FTI7ANIRETHEHA L vF—arty bNF—%K
RLU72353E, Roach Motel 2S&% — I Y T 3 Z bbb
5. BEBITCMP 9472502 2Ff|H LYy =794 b
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% 8 CMP B X — 27 8 & — U WHIEE & R AL EE*

CMP BHE  Consent Wall

Bad Defaults

Roach Motel Misdirection Size  Misdirection Color

MR HRRE MU

HRHE

BAIRC HRAE BRI BERE IR e

HEANF—

CMP 5477V 1
CMP 5477V 2
CMP 5477V 3
CMP 74779 4
CMP 7477V 5
CMP 7477V 6
CMP 5475V 7
CMP 7477V 8
CMP 7477V 9
CMP 7477V 10
CMP 7477V 11
CMP 7477V 12
CMP 7477V 13
CMP 7477V 14 1

2,457
192
152
135
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16
12
10

o~
o~

19
0

~ W oo o

Coco0oo0oo0cor~rOO0OOROO

OC0O®0®00®0®8®80®0O0
& o

SO O O O O o o o o o o

O0O00O0O00O®0OB®0OS®00O0

2
0

—
V)
ot
—

N
w

cCoocooocoooo oo
OOOOQOOQOQQ0.00
Coocoocoocoocoo oo o
NICACRORCACRONCNCRONOA. NON NORO)
Ccococo0oo0O0C0 oo ®O =~
ONONONCN . NONONONONCN . NON-NONC)

0

(*) O: B—2 82— OFfRLEREAY, ©: FHECI>TX—IX—ViEA, @ F7 1L FRETK—7 X —ViRA

¥ Roach Motel & —Y2Z L BHEIENATED, Zhs
DY TP A PTREE =R R=UPEREFTRERALT
LE o TWBAREMED SV, K72, 77 40 PRIETIER
WHDD, X—IREX—UPRAT HAEZREL T2
CMP 2Z K HERTETWS. X=X =Y DRADF
ED CMP IZffioTWwWa Z s, CMP 234243 2 Fak
WED T2 7Y A MTR=I X =V DPREALTLEST
WHEEZLNS.

RED CMP IHAMBEHRL TV R = BFEL
7=—73C, Consent Wall, Misdirection Size, Misdirection
Color \IMBEFEED /v XF—a vty P NF—IZZ HEH
INTWVWE., ThoD X —=2id, ECH A FRENA L
7 7V TORAPZ S HRINTVWE REZ = [7][9 TH
2Zeh6, YEZABTOHRE vy ¥ —arty bR

F—DFEEIIER LT3 AR Z 2 51 5.
6. &R

RQ2 OFERH» S, HEHHID D 2 ETIXEET 2 X — 7%
X —VHHBBE N L BIRLTZ. 2D S5, Bad Defaults
BATIVHEEOL T a v EFfO 7y F—arEy b
NF—, Roach Motel IJELHEREZ D v F—avt Y
PNF—ITHHATE 22 —=0TH 5. KK, vT7H4
MEHEIXERNC X 2 BT ko Ry F—a Yy
XY MNF—ZERT 272D CMP ZEALTWS EHE
Zbhb. CMP 2FHT 22794 o35k, 4
RENDB T v F—arty hAF=EEFINATVEH
ES PR T ERVAIBREIEVWEE X 5 5. CMP
?/%1/\%‘@, R—=RR=rixbh 5 32 MHTEZZRV

2Ty F—ave Y INF =TT VTRETH 5.

—7‘5“C Misdirection »S X — VIFHMBEFEIEDANNF —23%

SHEEREINTWAS. RQ2IZT, ECHA b7 7 YBHED

HAZEHRHLTWR EZOLNDEZERLE. ZDX
R — FERG 2 BRI RN e s, v T4 NVE
HENBENICE — 27 3% — Y FIH LT3 afREED E
EEZLND. v TV VEHEE, X RKXR-%
FALEARYRFAERBIEI—FD S IA NS — 2 RFET
52 RHRT ZNEND 5.

7. RIREIA

AMFETHRA I N R =7 RZ = 32RO —EHTH
%. Consent Wall 8&Z — Y OMHNIY = 79 4 F DK
BEOINF—IWZEHLTOVED, (0N EES X5iA
F—THo/z2 LThH, T2 —FEFEL S 288 —
VThHhBrEZLNS. 72, Roach Motel XX —> D
AN 2 Bl DFHE 2 HBNEIRNF —DAE AR E LT
WA, TIANY—RY = oRWEDOEBRERY
A% 3 EILL EFRENBERGE I TE TRV, L
72 o T, RIFFED X — 27 & — > FIFRREE D RIZD
A o 1AERTH D, RARICBII2HEAPTIERIC
WEIIE AW EZS.

JyvF—arty INF—DIRZFBNET 7L RATT IP

7 RLRARZ K-> THIE XN THZEEEML D 2720, HA
YADY = 734 P THERINZvyF—artY b
F—E X = 2= R HEENPENT 2D D 5.
7R ATLIP 7 FLRAREZ 70— v 7R 5H%BOH

Hr35.

8. HHDHIC

AT, BEROEDOY = 794 v era—y v 7L,
ZyEF—avty hAF—IZBIIBE— 2% — FIFR

EWALL. FF, AR LOX -2 /& — 2 ii#
L, =IO RX—VDREADPY = 7% 4 VEHEFICXED
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