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SleepHop: Prevention of Malware Timing Attacks
Using Dynamic Binary Instrumentation
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Karsuya Suzuki YosHiHIRO OYAMA

Abstract: Many malware execute operations for evading analysis by security systems (analysis evasion
operations). According to McAfee Labs’ 2017 threat report, about 23.3% of analysis evasion operations use
anti-sandbox techniques. One of the anti-sandbox techniques is timing attack using the number of CPU
cycles or sleep, but most of the existing open source sandboxes do not provide any countermeasures. In
this paper, we propose SleepHop, a system that prevents timing attacks using a dynamic binary instrumen-
tation (DBI), and verify its effectiveness through experiments. Specifically, SleepHop returns a fake value
for timing attacks using the number of CPU cycles, and skips sleep and fakes the elapsed time for timing
attacks using sleep. We implemented SleepHop as a plug-in for the DBI system, and conducted evaluation
experiments targeting a hypothetical malware that implements timing attacks and Pafish, a PoC program
for analysis evasion operations. As a result of the experiments, SleepHop was able to prevent most of the
timing attacks.
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bool sandboxDetectedWithIcmpSendEcho(DWORD sleepTime) {
// Preparation for IcmpSendEcho
// If it fails, this function returns true.
// Preparation for QueryPerformanceCounter

QueryPerformanceCounter(&sleepStart);

IcmpSendEcho(hIcmpFile, NULL, SendData, sizeof(SendData),
NULL, NULL, ReplySize, sleepTime);

QueryPerformanceCounter(&sleepStop);

double elapsedTime = (double) (sleepStop.QuadPart -
sleepStart.QuadPart) / freq.QuadPart;
if (elapsedTime > THRESHOLD) {
return true;

}
// Cleaning up

return false;

}
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bool sandboxDetectedWithCreateWaitableTimer (LONGLONG
sleepTime) {
// Preparation for SetWaitableTimer
// If it fails, this function returns true.
// Preparation for QueryPerformanceCounter

QueryPerformanceCounter(&sleepStart);
if (!SetWaitableTimer (hTimer, &dueTime, O, NULL, NULL,
false)) {
return true;
} else if (WaitForSingleObject(hTimer, INFINITE) !=
WAIT_OBJECT_®) {
return true;
}

QueryPerformanceCounter (&sleepStop);

double elapsedTime = (double) (sleepStop.QuadPart -
sleepStart.QuadPart) / freq.QuadPart;
if (elapsedTime > THRESHOLD) {
return true;

}
// Cleaning up

return false;

}
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DEETHB. L7=doT, AT LIERORR%ZEUS L
THEEREEZ T 2 RBFEANONEL T E2HELND
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