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Abstract: We are able to take measures by “Final Progression Step Estimation”, which shows the damage
and needed countermeasures with the early infection behavior. In this study, we propose a method to predict
the final progression step using as short logs as possible with the dynamic analysis logs and surface informa-
tion. Specifically, we try to improve the classification accuracy and reduce the number of required logs by
performing regression the features only on data whose classification probability is less than a threshold value.
In the experiments, we succeeded in improving the accuracy by up to 2.5% when we compare the accuracy
when we did not use regression. In addition, we were able to reduce 0.026 times the number of log lines with
the same accuracy which we had obtained with all the logs.
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Fig. 1 Proposed Method
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Fig. 2 Experiment Method
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Table 5 Preliminary Experiment with Dynamic Analysis Logs
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Table 7 Final Progression Estimation 1 with Dynamic Analysis Logs

T U 72175 20 30 40 50 60 70 80 90 100 110
Y1 DIEfRER /275 166 166 166 166 166 166 166 166 166
¥ 2 DIEMEE /279 154 107 122 139 149 158 156 150 153
IIHENEE (%) 57.9 | 57.8 49.2 520 55.1 569 58.5 581 57.0 57.6
U 72178 120 130 140 150 160 170 180 190 200
SY¥E 1 DIEFEL /275 166 166 166 166 166 166 166 166 166
SY¥E 2 DIERREEL /279 156 156 156 155 156 156 156 156 156
IHREE (%) 58.1 58.1 58.1 58.1 579 581 58.1 58.1 58.1
= 8 HIWMRNT T 7 DA E NIRRT EHEE 2
Table 8 Final Progression Estimation 2 with Dynamic Analysis Logs

U 72175 10 20 30 40 50 60 70 80 90 100

S 1 OEME | 131 166 308 463 468 473 490 501 492 490

M2 OISR | 179 136 33 9 14 16 11 4 6 8

IIHENEE (%) 56.0 54.5 61.6 852 87.0 883 904 91.2 89.9 89.9

T U 72478 200 300 400 500 600 700 800 900 1000 LATEUI

1 OB | 488 490 487 488 486 486 488 494 494

YE 2 DIEMRE | 11 14 13 13 11 14 12 10 8

IR (%) 90.1 91.0 90.3 904 89.7 90.3 90.3 91.0 90.6 91.9

Z < OBREDPTH-TED, HVBIFHEHECTIZEZEL IR 6.2 BLWOIDSLRHELZFRALLILICL BN
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Wz T Z OYRIZ R EIHRDE DREES. L g T
5. 5.2, 5.3fi%R5 L, BN TS OAEHNZER
Ti% 97.0%, KEHHREZMEAGOEZERTIEITA0 S
EHIRT 2 ZeNTELZ e bhs. Ik, REH
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Table 9 Final Progression Estimation 1 with Dynamic Analysis and Surface Logs

i U 72175 10 20 30 40 50 60 70 80 90 100 110
¥ 1 DIEMREL /453 415 415 415 415 415 415 415 415 415 415
¥ 2 OIEMK /101 64 62 64 64 62 64 68 65 67 65
SRR (%) 84.7 | 86.5 86.1 86.5 86.5 86.1 86.5 87.2 86.6 87.0 86.6
ffiH U 72478k 120 130 140 150 160 170 180 190 200

S3%E 1 DIEREL /415 415 415 415 415 415 415 415 415 415

MM 2 DIEfREEL /101 66 65 65 65 66 66 66 66 63

SRS (%) 86.8 86.6 86.6 86.6 86.8 86.8 86.8 86.8 86.3

R 10 BT O 2, REEREH W72 B TEHE 2
Table 10 Final Progression Estimation 2 with Dynamic Analysis and Surface Logs

U 724758 10 20 30 40 50 60 70 80 90 100
SH 1 DIEMREL | 446 436 462 469 476 486 497 495 493 491
2 2 DIEFRE | 20 29 19 23 19 14 15 11 13 13
R (%) 84.1 839 868 838 894 903 924 913 913 91.0
A U 721780 200 300 400 500 600 700 800 900 1000 EATEUEH
31 OIEMEEC | 493 497 496 499 497 496 496 500 499
DR 2 DIEMREL | 16 10 13 10 14 12 15 9 10
DHEUEE (%) 91.9 91.5 919 91.9 922 91.7 922 919 91.9 92.1
x 11 REHRORNH [5] Kichang, Kim. et al.: Risk Assessment Scheme for Mobile
Table 11 Features of Surface Logs Applications Based on Tree Boosting. IEEE Access, Vol.
8, pp.48503-48514.(2020)
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