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Security Risk of Malicious Link Generation
in Auto-Link Feature of Android Applications

SATOKI Tsuji»®  HAJIME SHIMADA2 YUKIKO YAMAGUCHI? HIROKAZU HASEGAWAS

Abstract: Services that support various devices such as smartphones are popular in recent days. However,
device specific mechanisms are still easy targets for attackers. In this paper, we focus on behaviors of URL
splitting in Android applications, especially when special characters are handled in Auto-Link feature. The
URL splitting generates and embeds links that are different from intended ones. Thus, we discuss risks of
users being directed to malicious sites. We surveyed differences in the Auto-Link feature among Android/Web
applications to confirm whether malicious links are generated by splitting trusted benign URL or not. We
confirmed that the malicious URL are generated by the splitting and Auto-Link feature generates links to
them in real applications. We also confirmed that several Android applications with more than 500 million
installs have above risks shown in this study. Finally, we present an implementation of the Auto-Link feature
that mitigates above risks in Android applications.
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Fig. 6 Malicious link generation in Auto-Link feature
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