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An improved decision tree training algorithm for secure multiparty
computation

Kokt HAMADAL®)

Abstract: There are some studies on learning decision trees while preserving privacy, but previous methods
could not hide the structure of the learned trees. In this study, we propose an improved method for efficiently
learning decision trees by for secure multi-party computation that can keep the tree structure secret.
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10° 10 5 | 25.6586 1.9368

AO000000000O00O0000000O0 jO0000
p00000O00ODCOOOOOOOOOOOOOOOO
00 pOOO0ODOOOO

00000000000000000000000
0OA+10000000000 [Lo),[Li],---,[Lr] OO
O [Li] = ([7x], [[6k]],[[tqk]])q(k € [0,h)) 0 00 min(n,2")
03000000 fi, a4 000000003000
[Ln] = ([7in], [Pr]) 000 min(n,2") 0 2000000
fip,pp 00000000000000 (7], @i, fkfi]) O
kDDDDDDDmﬂDDDDDDDDDaﬁMDDD
00 £ 0000000000 ()i, peld) 0 hOOOO
DDDmMDDDDDDDDmMDDDDDDDDDD

fix (k€[0,h) 000007, 00000 [1,25+1)000
DDD%+1DDDDDDDDDDDDDDDDDDDD
0007, 0000000([1,2% 0000 7,000 100
OoOO000O

5.3 UbOOooOoooo

cooood sgoboocooooooo

Notation: [[5]] [a], [7] « split(({os )y ([£51)5, [5], [91)

Input: ({o;)));, ([£51)5, [¥], [9], .

Output: 0000000000000 [fJ0000000000
00000 [@0000000000000000000000
0[]

1: //§0 £ 00000000000 g;000

2: [yl := Apply({o;), [4]) for j € [1,m]

3: //000000j000000000000000 %00
00 j00000000000000000000000000

4: (&1, 1651, s3] + AttributewiseSplit([F], [5], [v7]) for j €
(1,m]

5: //000 §00000000000000 40000 §;00

0000000000000000

[45] < Applylnv(((;), [¢;]) for j € [1,m]

//0000000000000000000000000000

for each i € [1,m] do
//00000000000000

10:  [b][5] « VectMax(([si][d), - ., [sm][d); ([d1][i); - - -,

11: //00000000000000

12:  [@][i] < VectMax(([si][i], - - -, [sml[il); (1,...,m))

13: //0000000000000000000000

14:  [E][d] « VectMax(([si][i]; - - -, [sm][i); ([E2D[), - - -

[tmi])

oooboooooooooobooobocooenobOonOn
coooobOooOoo s000000000000000
0000U0ooo0o0o0oooooooOo(@Uoooo)o

[dm][i]))

ggboob eobuoobbooobooboooobod

Input: mO00 n0000000000000 ([45])jep,mD 00
000000 [7]
Output: ([Lk])refo.n)
://000 (O00000)
(01 = Sort([z]) for j € [1,m]
[#7] := Apply (o), [55])
[7°1 := [7]
[]:=(@,0,0,...,0) /0000000000000
[NodeID(] := 1™ // 0oooooo 1
for k=1 to h do
// 00000000000

5], [AttrID* V], [Threshold2* ] -

Split({(y" ), 25" VT, [ V1, [3% VD)
10: //k—100000

11:  [Li_1] + ([NodeID*~D], [AttrID*~ D], [Threshold2*~V])

12: //kDDDDDDDDDDDDDD

13 (m)Y = BinarySort([[l;(kil)]])

14 (") = BinarySort(Apply((o{* V), [&
1,m

15: [//D]EI (kOODOD)

16: (o) = (o) o (oY o (a W) for j € [1,m)]

17 [#7] = Apply((pS"), [#V]) for j € [1,m]

18 [§™] == Apply((x™®)), [+~ V])

(™,

A

55ID) for j €

{

19:  [§®] := Apply({(x*)Y), DetectFirst([g*~ ], [[b ]]))

20:  [NodeID®] .= pply ({m )Y [[l;k 1)]] x 2k=1 4
[NodeID®*=D1))

21: //ROOODOO

22: [Label™] < ComputeLabel([§™], [7"])

23: [Ly] < ([NodeID™™T, [Label™])

00000000000000000000000000
AttributewiseSplitddComputeLabel DO OO0 O0OOOODO0O
00 GanO0DOO0ODO0OMSEODDOD 40000000
AttributewiseSplit 0 ComputeLabel DO O OO O0OOOOO
00000000000000000000000000
oooooo

000000 60 000000000 k0000000
000000000000000
g0 k0000000000 D000O0
NodeID® 0 k000000 O0O000O0O0O0O0O0OO
7Y 0 k0000000000000000 §
7Y 0 k000000000000 000000
ooooooo

e oo g®o Y D0DDDDDDDOOOO
00000000 20060000000000000
0000000000000000000000000
00000000 900000000000000000

~(k—1
ooo 5 Y ooooooooono «®ooooooo
01600200000000

—-10000000

DDDDDDDDDDDDDDDDb
DDDDDD(DDDD1®DDDDDDDDDDDDD
0D #*Y000o0000 (0000 17) 0000000
Dooooooooooooooooo #Y 000000
0000000000000000 900000000
000000 5000000000000 500000 §
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00000000 40000000000 (0000 2)0
AttributewiseSplit 000 j 0 0000000000000
00000 (0000 4000000000000000
0000000 0000000000 (0000 600
0000000000000000D0 (0000 1000
14)0

54 00O

0000000 Cemp 000000 RmpOOOOOO
00 CeywwOO0DODD0O0O0O Ryw OODODODOOOOOODO 60
000000000 O(mn(Llogn+ hlogn+ ht +hCemp +
hCaiy))00 00000 O(l+hRemp logn+hRay,) 0000

oooO?2?200000000000D00DO00O0DO0ODOO
O?0000000000000O0 o oOW)ooUoOoO
oyyoooooOoUooOoOoOO e0OOOOODOOO
O(mn(Llogn+hlogn+h())00000O00 O(hllogn) O
ggno

5.5 DOOODOOOO
goooboooobboobooobbooobobooo
go:boobb n0000 mODOOO
go:0ogodddooooogo
(1)00000000000 1(000000)0000
(2)fori=0toh—1
(2) 00000000000 [L;]000000000
gooboooooboobobobooobooogoo
(b)OOOOUDOUOOOOOUDOOOOOUOOO
oo
(c)DO0DO0OUOOODOOODOODOODOOOOOO
(d)bOooOoOooOoooOoooooOooon
(3)0000000O0000 [L,JOOO0O0OOOODOO
gbobooooooooobgog

6. U000

ggobboobobooobbosbuooobobooo
00000 (000000 6)0550000000000
gobooboobooboboobuooboobbooo
gobooboobbooboobooboobboon
0000000o0o0Uo0ooOo [lojooooooooo
OO0 MEVALOOOOO 3O00OODOOOOOoopooooozd
O semi-honest 000000000000 ODOOO
ooooooooooo3ooooooooo

e OS: CentOS Linux release 7.3.1611

e CPU: Intel Xeon Gold 6144k (3.50GHz 8 0 O /16 O

O00)x2
e OODO: 768GB
e 000 O0OO: Intel Ethernet Controller X710/X557-
AT 110G 00000

000000000 GanDOOOO MSEODOOODOO
oooobO0ooboob 4000000D000D00DO 300
obobo0o 4000000000
gooooobobbbobo0b00000oonD my
oo0oooAOOO0OOmOnOAOOOOODODOOOO
gooooboooobooobooboobobo sboooon
000000000 00D0O0O0000O0 table1O0DOOO
oooooooOo0oooOoooooOooooooOooo

0010°000000000 10000005000000
02.y000001194000000000o00o0o0ao
ooboooooood

7. 00OO0O0

goobObooooobobbboboooooooooo
gooboooo0oooboooooooboooooooo
O00000oD0oO0ooOo0o0O0 MSEODOOOOOO
OD000D0 GanODOO0D0DO0D0OO0OD0DO0O0OoOoOoooO nO
oooooooooO mOOO0ODOOO0O AODOODOOO
O(mn(flogn + hlogn +h¢)) DO 0000 O(hllogn) O
godoooooooooo
h</¢00h<logn0OODDODODOODOOOODOO
O(fmnlogn) 000000 600000 Qhemnlogn)O
0000000000000 00000 ©(mnlogn) 00
0000000 (600000000 ©(k)000000
000000000000 000000ooooooo e
oboboooooboobobobooooobobobooo
ooobooboo

gooo
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