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Abstract: Cybersecurity threats have been increasing and sophisticated. In such circumstances, to keep up with the latest threat
information with CTI is important. However, most of the CTI is written in natural language, which makes the analysis costly. To
solve this problem, we have been studying CyNER, the method of supporting analysis by automatically structuring CTL In this
paper, we describe a method for improving the accuracy of named entity recognition in CTI structuring. Specifically, we
construct a domain-specific language model to improve the recognition accuracy. In the evaluation, we showed the F-measure of
named entity recognition can be improved by up to 2.6 points. We also showed CyNER can extract IOCs that are not included in
the existing reputation services. We also found that more than 97% of IOCs are contained in a single source, and that some I0Cs
have been utilized for a long time by multiple attack groups.
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