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Concept and consideration of financial malware
threat information sharing
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Abstract: Cyberattacks using financial malware aimed at fraudulent financial transfers and stolen credit
card information have continued even after the damage caused by fraudulent financial transfers reached a
record high in 2015. In particular, the damage caused by the MITB attack is a social problem. The au-
thors are conducting long-term observations of financial malware to collect information on attack servers
such as C&C servers and manipulation servers, as well as information on corporate sites targeted by attacks,
for the purpose of countermeasures against MITB attacks. In order to utilize this threat information as a
countermeasure among related organizations, we demonstrated that threat information is delivered on the
Information-utilization Platform to Defend against Cyberattacks. The description specifications of threat
information and the summary of delivered information from 2017 to 2021 are described. The authors also
examined the issues and solutions of information delivery about financial malware threat information.
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“spec_version”:“2.1”,
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“objects”:{
“07:{
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“value”: “<ILEER G URL>",
“extensions” :{
“x-ict-isac.jp” :{

“attack_target”:{

1
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“type”: “file”,
“hashes” :{

3335

“name”: “BKMW_ATTK_<% 4% URL>",

“url”: “<IEEXSR URL>",
“files”:[ {“SHA-17:“< LY =7 7 7 4 L SHA-1 fE>"} |

“MD5”:<< L7 27 7 7 4 )L MD5 fE>",
“SHA-1":<< LY =7 7 7 4 L SHA-1 {E>",
“SHA-256":<~< /L =7 7 7 4 )L SHA-256 fE>",
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