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Abstract: Authenticated Key Exchange (AKE) is a cryptographic protocol to share a common session key
among multiple parties. Usually, PKI-based AKE schemes are designed to guarantee secrecy of the session
key and mutual authentication. However, in practice, there are many cases where mutual authentication is
undesirable, such as in anonymous networks like Tor and Riffle, or difficult to achieve due to the certificate
management at the user level, such as the Internet. Goldberg et al. formulated the notion of one-way secure
AKE, which guarantees the anonymity of the client by allowing only the client to authenticate the server,
and proposed a concrete scheme. However, existing one-way secure anonymous AKE schemes are only known
to be secure in the random oracle model. In this paper, we propose generic constructions of one-way secure
anonymous AKE in the random oracle model and the standard model, respectively. Our constructions allow
us to construct the first one-way secure post-quantum anonymous AKE scheme from isogenies in the standard
model.
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sid := (IDg, (Cc, ekr),Cr)

SK = PRF(sid, K,) ® PRF(sid, K )

MC ,[sid) .= (SK,IDg,(Cc,ekr), (Cr,eks))

REAR for Us : SSKg := (dkg,05 € FS,0 € {0,1}%),SPKg := ekg

Cc,ek
C, ek

— (CT, KT) «— wEnCap(ekT; TST)

F,F’,PRF,KDF, s

Party Ug (Server)

rst + F(rs,o5) ® F' (o, %)

Kc «— DeCap(dks,Cc)

K, + KDF(s, K¢); Ko, <+ KDF(s, K1)
sid := (IDg, (C¢c,ekr),Cr)

SK = PRF(sid, K,) ® PRF(sid, K )

Mfut [sid] :== (SK,®, (Cc, ekr), (Cr, eks))

1 FSXY R—2D—/jH AKE 5=

IREHNDFIATIE, freshness DEFELD, 75947~
MU DT reveal TRV, (1) H— D SSK
BHireveal TNZHE L (2) H—MllD ESK 7 reveal 41
2B EERT AREND S, (1) TidH—fllo ESK 1&
RSN nW=8, KEHE T IND-CPA Z427% KEM O
THb Ky ZilBT 2 nTERV, FERIZ, (2) TiE
F— D SSK IZIFH S iz, KEH X IND-CCA
BRLKEM OETH? K| BT enTERN,
Lo T, IEARNE—HMZelrmiz3. £/, 7
47y Mgy > a YNTHAT 2 ESK X, 754
7YRDID EM LT 1 ODEIDATH 2720, e
Xrb7 747y MBET2ERIE—YVIESRV, Lo
T, BEARE—HMEAEE SO,

4.2 One-way AKE in Random Oracle Model

FSYRLFTINVETMCES T A and OW-CCA
#4275 KEM (KeyGen, EnCap, DeCap) ¥ OW-CPA Z27%
PKIC-KEM (wKeyGen,wEnCapC,wEnCapK, wDeCap) %»
SN, UTORTEDTH S,
4.2.1 ZFOkal
[Public Parameters]

kX274 87 X=X 1L, Hy: {0,1}* —
RScpa, Hi: {0,1}* - RScca, H:{0,1}* = {0,1}* %
Ny Yol T3, 72720, RScpa % OW-CPA &4
7% KEM OEEZER, RScca & OW-CCA %472 KEM
DEBZEME T2, ZNOERH NI XA —ZD—Hr LT
522,
[Secret and Public Keys|

NR—F 4 Ugld o vEALIZr e RS BEIRL T
(eks,dks) + KeyGen(1%;1) 54T L, Us OFEHAE Y L
T certerys = (IDg,eks) 2y 3%, 72721, RS &
KeyGen DELEZERE . 35, X—T 4 Usg ORI 7
(eks, dks) TH %,
[Key Exchange]

R (cks,dks) ZHFD,8—F 4 Ug % server & L,

N—=TF 4 Uc Z client £ 5%, Uc &7 547> 2 LTHI
b N2 BT Ug OV —NGERAE certer, = (IDg, ekg)
2155,

(1) Uc W& certery = (IDg, ekg) & FWTH — NBEEZ
790 Uo 3RMERADOERT (CT,rc) ZiEIRT 3
h, TR LZHEPWER re egp RSe ZiEIRL,
ro < Ho(rg), m «+ Hi(r¢) 2y 35, $7,
(C1, K,) + EnCap(eks;r1), Co + wEnCapC(rg) %3t
B, (ro,r) ZHIGT 20 Uo & CT = C)||Co Bt v
N, Ug 2 (CT,IDs) Z#EET 5,

(2) Us \& (CT,IDg) 23253 % &, AREHDRMHER
7 (ekr,dkr) ZB3ERT 20, 7 ¥R LM
rs €g RSg ZEIRL, (ekr,dkr) < wKeyGen(rg) %
FATLUTHRTEER L Tekr 2 Ug ITEET %, Us
¥ Ky < DeCap(dks,C1), Ko + wDeCap(dkr,Co) %
FEL, sid= (IDs,CT,ekr) &ty bL, £y a v
## SK = H(sid, Ko, K1) Z5tH 3 %, Us & (rs,dkr)
ZHIRRL, (SK,®,(CT), (ekr,eks)) ZHI13 5%,

(3)Uc & ekr ZfET DL, ro + Holre) ZE v b
L, Ky < wEnCapK(ekr,Co;ro) 2T ET %, Uo
& sid = (IDg,CT,ekr) 2y bL, £y > a Vi
SK = H(sid, Ko, K1) Z5tHE T 3%, Uc & ro, 7m0 ZHI
RL, (SK,IDg,(CT), (ckr,eks)) ZHI13 5%,

4.2.2 B2

FURLEZINETAMCLBREFRNOL 2L TR
Fo AFHOMENL 4.1 BiE S L TIE LW,

FIE 4.1 (KeyGen, EnCap, DeCap) ¥ OW-CCA Z 4272
KEM, 7D (wKeyGen,wEnCap,wDeCap) %% OW-CPA %
27 PKIC-KEM, 22D Ho,Hi, HB S Y ELAF 7070
X, M L7z AKE 5:Ud—A M AKE Z27%7na b ai
TH5,

T 4.2 FUXLFTIIZLETAIIBWT, HRLT
AKE AR —AHrELEEZ DD,
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Party Uc (Client)

verify eks using certegg
rc €Er FS

rollr1 <= F(IDg,rc)

(C1, K1) + EnCap(eks; 1)
Co < wEnCapC(ro)

erase (rg, 1)

CT = C1|Co

T‘()HT'l < F(IDs,Tc)

Ko + wEnCapK(ekr, Co; o)

K, + KDF(s, K1); K + KDF(s, Ko)

sid := (IDg,CT, ekr)

SK = PRF(sid, K} ) ® PRF(sid, K,)

erase (r¢,r0,71)

MS, ,[sid] := (SK,IDg, (CT), (ekr, eks))

RE/INT X—=2& params . F,PRF,KDF, s
REAR for Us : SSKg :=dkg, SPKg := ekg, certepy = (IDg, ekg)

CT, IDg
-y

P (chp, dkr) « wKeyGen(rs)

Party Ug (Server)

rs €Er RSg

Ky + Decap(dks,cl)

Ko + wDeCap(dkr, Co)

K, + KDF(s, K1); K, + KDF(s, Ko)
sid := (IDg,CT, ekr)

SK = PRF(sid, K) @ PRF(sid, K)
erase (rg,dkr)

M3 [sid] := (SK,®, (CT), (ekr, eks))

out

2 Generic construction in the standard model(GC-Std)

4.3 One-way AKE in Standard Model

fEHEE 7L X B 7 1 b aLid IND-CCA %424 KEM
(KeyGen, EnCap, DeCap) ¥ IND-CPA %47 PKIC-KEM
(wKeyGen, wEnCapC, wEnCapK, wDeCap) 2> K X 41, DL
TWRTHEDTH 2,

4.3.1 Okl

[Public Parameters]

kX274 57 X=&2, L, F:{0,1}} x F§ —
RScpa X RScca, PRF : {0,1}* x FS — {0,1}" % E¢{il
TV XL T 5, £, KDF: Salt x KS — FS %
SHEHBIR Y L, s €r Salt B3R, 72771, RScpa %
IND-CPA Z47% KEM OELEZEM, RScoa % IND-CCA
Tl KEM OELEZER], FS 2T ¥ X LB OH# %
M (|FS| = k), KS % KEM Ot v > a YH#ZEM, Salt %
PEHBR DY L B T, IS ZRREASTX—&
D—H#r LTEZ %,

[Secret and Public Keys|

NR—F 4 Ugld T v &L r €g RS ZEIRL T
(dks,eks) + KeyGen(1%;1) 54T L, Us DFEAE Y L
T certers = (IDg,eks) Y b33, 2721, RS &
KeyGen DELBZER Y 35, X—T 4 Usg ORIRR7IX
(dks. eks) TH 3,

[Key Exchange]

R (dks, eks) D8 —F 4 Ug % server & L,
N—F 4 Ug & client £ 52, U374 7> e LTH
XN BB Ug DY —NEERAE certer, = (IDg, eks)
2155,

(1) Uc W& certers = (IDg,eks) ZHWTH — NEEEZ
790 Uo BRMBHOBPAR R T (CT,rc) % EIR
T3, ZUXLAICEPMER rc er FS &%
RU, rollr1 « F(IDs,rc) &ty b3 5, 7z,
(C1,K,) + EnCap(eks;r1), Co + wEnCapC(rg) %

FHEL, (ro,m) ZHIBRT 2, Uc 12 OT = C1]|Cy %
£y b, UgZ (CT,IDg) Z3E(ET 5,

(2) Us \& (CT,IDg) 232153 % &, AREHDREMHER
7 (ekr,dkr) Z3EBIRT 20, 7 ¥R LA
rs €g RSg BiER L, (ekr,dkr) + wKeyGen(rg) %5
TTUTHR T 2AER LT ekr % Uc IOEET 2, $72,
K, + DeCap(dks, C1), Kg < wDeCap(dkr,Cy) %7l
B, K, «+ KDF(s,K,), K, + KDF(s, Ko) Z#t55
%0 Usldsid=(IDgs,CT,eky) &ty FL, By a
“#t SK = PRF(sid, K,) ® PRF(sid, K,) 2785 %,
Us W& (rs,dkr) ZHIBRL, (SK,®,(CT), (ckr,eks))
AT 2,

(3)Uc iF ek 22T 2 &, ro|lr1 « F(IDg,rc) %
v hL, Ky + wEnCapK(ekr,Co;ro) ZEFE L,
K, « KDF(s,K,), K, + KDF(s, Ko) Z# 55 5,
Uc & sid = (IDg,CT,ekr) Bty b L, Ly a v
SK = PRF(sid, K) & PRF(sid, K,) 238 % %, U
i (ro,ro,m1) ZHIERL, (SK,IDg,(CT), (ekr,cks))
EHIT 3,

4.3.2 T4

fEHEE 7L X B2 IRBES ROL MR RT, AEHOME
341 HiZSRLTUI LW,

EI 4.3 (KeyGen, EnCap, DeCap) %3 IND-CCA &£ %
D J-min-entropy KEM, (wKeyGen,wEnCap, wDeCap) 23
IND-CPA %4275 -min-entropy PKIC-KEM, F, PRF %3
B T > X LB, KDF 2SSRE BRI 51, ML 72
AKE 80— /51f AKE &% 70 haLTh s,

EIE 4.4 EEEFLICEWT, BALZ AKE R
—HAEAEE DO,
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function wKeyGen

function wEnCapC

function wEnCapK | function wDeCap

Input: r eg K2
skg <1

Input: 17,74 €gr RSq
sks €Er K3

pks3 < isogeng(sk3)
return: (pks, sk3)

return: Cjp

Co < isogen,(sk2)

Input: sks,Co

j < iSOGXg(Co, Sk‘3)
K<+ g

return: K

Input: pks, ska

j <— isoexa (pkg, Skg)
K<+ j

return: K

3 SIKE-PKE [Jaol7] i2-5 < PKIC-KEM 43

5. DHREBICEDCEZEAK

51 SYHELFZVILETIL

— R GC-ROM % IND-CCA Z47% KEM T3 %
PSEC-KEM [Sho01] ¥, OW-CPA &4 T®% b PKIC-KEM
Td 5 ElGamal KEM #HWT5E#3 2 2 ¥ T CDH RE
WESLK A/ LN,

52 EEETI

—fHERL GC-Std % IND-CCA %47 KEM T® % CS-
KEM [CS98] ¥, IND-CPA Z£T® ) PKIC-KEM T»
% ElGamal KEM # AW TSRS % Z ¥ T DDH REICHE
IKARBR NS, ZOFRIFBHEET MBI 29D
TO—HAEYSL AKE 5 TH 5,

6. FEEEGEEICEDCEREAR

6.1 SUHALFZVILETIL
6.1.1 SIDH A3

— % # B GC-ROM % IND-CCA % % 7% SIKE-
KEM [Jaol7] &, IND-CPA %47 SIKE-PKE [Jaol7] %
FWTSEET 2 Z 2T, SI-CDH REIES HRBHS
N5, PKE % IND-CPA Z47% KEM R\ UTHAHT
37012, L7 ) X ADBEE ¢f DAER L EEL
TNLIAYZXLD m DEEZML L, j + isoexa(pks, ska)
DjEKEMDty>a e ss, /2, 2O KEM
AER 3D XSS 2 Z 2T PKIC-KEM ¥ L C{#H
THIEMNTEXS,
6.1.2 CSIDH A=

—fHE AL GC-ROM % IND-CCA %472 CSIDH-PSEC-
KEM [Yon21] ¥, IND-CPA Z2T&% b PKIC-KEM T
% CSIDH-KEM [CLM18] Z W T3 % Z & T CSI-
DDH {REWCH D HAE SN S, 723, CSIDH-KEM
13X 3 ¥ AR 5T PKIC-KEM ¥ LCTHIFTE 3,

6.2 EEETI
6.2.1 CSIDH A=

—MERL GC-Std % IND-CCA &4 7% KEM [AFMP20]
¢, IND-CPA Z4T& H PKIC-KEM T » % CSIDH-
KEM [CLM18] & i\ T5#3 % Z & T CSI-DDH K&
L GIRERLS > X LENRIIEER [AFMP20] 120 < 773
Bohd, ZOHRIEEEFALICEBIT 20D TOMRT
—JHE% AKE FRTH 3,
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