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Understanding the Risks of Re-identification Attack on the Contact

Tracing Frameworks and its Countermeasures

Abstract: As a countermeasure against COVID-19, digital contact tracing (DCT) applications are being
used worldwide. DCT applications use a common framework. This framework uses Bluetooth Low Energy
(BLE) communication and cryptography to notify the user of possible contact with a positive person of
COVID-19 in a privacy-protected manner. The purpose of this paper is to evaluate positive person identi-
fication attacks on the DCT framework. That means to link individuals with identifiers contained in BLE
packets that are supposed to be anonymized. Our physical experiments show that identifiers contained in
BLE can be associated with personal characteristics and the privacy information like infection status can be
assumed. In our simulation experiments, an attacker using several attack devices was able to link identifiers
to images of the target with a success rate of over 80% when targeting 5,000 pedestrians per hour. We also
used simulations to quantitatively evaluate countermeasure methods against this attack.
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d[m], BRKEEZ A[m] £55%. X5RS7VFHICH
3 35%2{5%E )] P, [dBm] 1%, d ¥ 0 5L TOXTEET
x5.

2
A
}M¢@—mb%«®d)+Gﬁ%%+ﬂj (1)

G (0) &, RIRFTUTFDEAL U~y ThoRE
% [24]. EZEMTIE, MHMETPHTEOBE, EHEK
REDBREERDD 5. AL TIE, b DERZHE
T3 DIEEAED Y 2 S L IEEMIEEEAL, X
Pr =P +ec+n ZHVS. BEEBRIVIEES G Y 234
Bx e~ N(0,32), HHEMEME n=—-12 2 L7%. K10
WKARTIRFT7 VT FTZF L1 BLE EE0O®E (£) &,
RPI #&% BLE 7 L — 2SS 2 H{THOHEIR () %
YIal—YarlLEMRERT.

5.2 1BEHEDDHTEDAYK

LD, BITE OFERHGMEE R E B O RN
5220 E2RN5. 1 KD 0BT AN N 28
SE I, WBORNEEN LD X S5 ENT 20
,vIal—>ayEBRICEDIMET S, N & 200 25
10,000 FTEL X BT, MRERAICRT. ¥Ial—
¥a VIEFA—ZHET 3 | TV, FOEEEEERE LT
IRUTz. VYO BTo72, =7 v b HMa] N DERIRE
NIADT=p%E mICKoTRRT S, m =1 3IREIESE
WLz, 2% 12 O RPI % 1 A DOHE(E%R:
MMTT 222 CBBL228, m=21% 12D RPI %
2 N TOHBO S 1’975)1&5% SR B Z T L7
e, FEHT A, B, #TOAFE 100% x5z

= 4 1 S 72 b OBTENE N & REBRIHR

m =1 m =2 m =3 m = 4 m > 5

200 96.637 1.212 0.000 0.000 0.000
400 93.216 2.917 0.000 0.000 0.000
600 90.585 4.203 0.169 0.000 0.000
800 82.252 7.424 0.256 0.000 0.000
1000 81.205 8.238 0.303 0.000 0.000
5000 41.889 18.243 2.283 0.201 0.020
10000 23.321 16.716 4.024 0.481 0.050

R5 KBTI RAHEAR L & BB

2 m =1 m=2 m=3 m=4 m>5
T 41.415  17.938 2.725 0.156 0.020
2 61.048  15.729 5.325 1.078 0.140
4 83.256 5.476 3.524 1.828 0.709
6 93.491 1.938 1.304 0.994 0.615

m.:h@ Mol vy BMfTbhlz &% H Y Y PRR

CLTWARWIRIZKS. £25H, N=1,000 D¢ %, [5
@%ﬁiﬂ%ﬁ&%@5ﬁ%kﬁbfmékﬁ¢?é;
Ehbhb. £, N=5,000 DY %, SERKEHIN
TREEE 42% , 2 N T ETRMERDAD 2EE
X 60% TH3. —FH, N=05000DHE, HITHEMOF
B 1 [m]) THDE. ZOXIRBECH-TDH, B
BRERBEDPRINT 2 e hbhrolz. SEOY I 21—
> a VIR 1200 e L.

5.3 WEFNAIADEH

BT NA ZRDORBERBD B E 2 2 E 2§ 5.
WEEFNA Z1F, BATEPHEDER LI 100 [m] B X125F
MRRICRE L. WEFANAL ZOBK L Z2ENxEL
XOWERINEGERE L. BRERS ORT. 1 R
B OBITAEE N =5,000 & Lz, WEEF AL XD
HEBEDEMNT 21coh, WEKIEIGSEMT 5. X
BINIZAN1H O %, TERKERIIEIEE 41% T
Hol=-DITHL, WEBFALZDEREL>433Z,
T, TEEERNEBEINEIGE 80% DL Eicd 3 Z & A ATHE
5., ZDEIIT, WEFANL ZEHEPTILICED, K
BB EDEE D b o T,

6. X

AEOHWE, RQ3: AREICH T 2RI LREIL
b ? ZHLPICTZZ22THS. DCT 7L —LT—72
2B 2 GHEERERBRICN S 0w L, DCT 7
L—LV—7DHFEER OS NV EX—REDRAT— IRV
R—ZWFT 20O DIRERT 5.

6.1 Interacted-RPI

7L — LU= HFEEDMIGTREMN KL LT, B
¥ RPI O~ v F v ZICEB O L RPI 2T 3
FLOARERE TS, CoAATIE, WEHRIDRLL
& RPI O HHUHR L LI, %—5 v D RPI 28
W3 208D 5. bR LT, GEEREREI R
7%%. BIED GAEN OFEETIX, TEK & XA LR%
V7 pe—RICEB I Nz RPI 2% BLE Z HHWTAE X

5. —7, BET 25X TIE, EEOHEK L RPLIC
Ko THHZNH LWihl+ & LT, interacted-RPIs (I-
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Algorithm 1: -RPI O&EH 713 X2
Data: RPI, PreviousIRPI, CurrentIRPI
initialization;

PreviousI RPI = random();

if RPI changes then
Currentl RPI = PreviousI RPI & RPI;
Output CurrentIRPI;
PreviousI RPI = CurrentI RPI ;

RPIs) 3%, I-RPI (current]I RPI) 1%, BI{ERFZIDFT
& (RPI) & #@ED I-RPI (previousI RPI) OHHITIGR
Al (XOR) Ik > THMHENS. LRPI 0RE 7 LAY
A L% Algorithm 112773, RPIIZ 15 93 Z 2 ICEET %
7o, WEHFIIFHLTT7 308, =% v +d LRPI
PEHT 2END D, WEEIZ X—7 v b OBITIEE
WZ# 586 [m] DFREZEEWTIKET N4 R ZHRIE T 5 HE
BHDH. —MIT, BITEIZRBBERTHITIT 2720, K
WEAHEL < e B, SEFEEEICEME L 15 4 ULBEET 3
ADBEEME e L TERINS 20, AXREEALT
b R AN LB YN B o L7 LRPI 221G L,
BEEMEHEST 2 e TE S [25].
ZETAAREZ, 1H1E, ZFL7% RPI & BE#HE
® RPI %# XOR L7:fd ZH#$ 2. -RPI DEAICX >
TZERENAET 24— "=~y FEFHTT 2. Android
2<— k7% (G8X ThinQ) ZHWVTH—N—~v k%
FHEILZ2. 1 R4 674 RY (15 59) 8B} 34— —
Ay P17 [s]| ¥ R2Zehbhotz. ZOrE 1 H
Hi=H ODEEERDY 10,000 N, 1 X4 L4 ¥ R (15 47)
H=H DFIHET 2 NDNEH 100 N & LIz, LEdsT,
F—nN—Ay RiZ 15 3T 2 LITeih, +51h
SWVWZEehbhrs.

6.2 ESEERIHORAR

TV =T —7BREEL OS XY AT REMK L
LT, BEOEEHREEZREL T2 THERINERL
KT8 FEEEETS. GAEN ZBWT, RPI X
200-270 [ms] OMEET BLE 7L —24 ZHWTLAE I M
% [6]. ZEMOMWRIE, 59 DRAFr T4 RTI L
IZ 4B BLE 7V — L0 %2ZETH2AF Y &7, BE
PEHIE 21T 5 7212, RETANARRERAF Y YU A v
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EZETZRENHS. BLE 7 L— 24 5 200-270 [ms] &
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79, EEREMREEELS T2 I TEBRES 7 7 O
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TAREDND .
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2 DI BRI 380 [us]) THZZ R EEFMALT,
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