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Abstract: Malware widely uses an anti-analysis technique that stalls/stops execution with exceptions and
unnecessary loops during analysis. This is generally prevented by detecting and skipping execution stall/stop
based on the observation of executed instructions and execution context. However, for malicious scripts, de-
veloping such a mechanism is difficult because it requires observation of unknown virtual machines (VMs)
with unknown instructions and construction of CFGs/CGs with them.

To address this problem, in this paper, we propose an approach that automatically appends execution stal-
1/stop prevention to vanilla script engines. It first analyzes the target script engine VM for observing and
controlling its execution context. It then analyzes the instruction set architecture of the VM for building a
control-flow graph with unknown bytecode. With these steps, it appends the code that detects and skips
the execution stall/stop. Through the experiments, we proved that our approach could indeed prevent the
anti-analysis technique.
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For i = 0 To 10000000
do_something_time_consuming()

Next

do_malicious()
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Set obj = CreateObject("Object.WeDoNotHave")
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Fig. 1 Architecture of virtual machine
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vpc = 0
while (True) {
opcode = code_cache [vpc++]
switch (opcode) {
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Next
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For Each bool in Array(True, False, True, True, False)
If bool Then
a=a+1
End If
Next
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Fig. 3 Execution duration of proposing method
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Table 2 Experimental result on detection/identification/construction accuracy
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