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A Testing System using an SMT Solver for HDL Code
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Abstract: When a module in HLD code is tested using a simulation, HDL-code coverage is one of the most
important metrics for testing because part of the code is not checked if it is not executed. This makes it
necessary to obtain as high coverage as possible. Because a test-input generator in traditional random testing
generates input values to a module at random, it tends to fail to obtain a sufficient coverage. In this paper,
we propose a testing system for modules written in HDL code, aiming at a branch coverage of 100% during
a simulation. For this aim, our system previously inserts input pins to a target module for directly setting
its register values. Our system then automatically changes the current state of a module to an unchecked
state by setting the corresponding registers via the inserted pins. At this time, our system uses an SMT
solver to obtain such register values for the state transition by satisfying branch-conditions contained in a
module. With experiments using three IP (Intellectual Property) cores that are available as OSS (Open
Source Software), we confirmed that our system was able to obtain a branch coverage of 100% for every IP
core. In addition, we checked traditional random testing against the three IP cores, as a benchmark.
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*1 Open Cores: https://opencores.org/
*2 https://github.com/
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module example(clock,reset,in_a,out_c);
input clock, reset;
input [15:0] in_a;

output out_c;
reg reg_tmpout;

1:

2

3

4

5: reg [1:0] reg_state;
6

7

8: always@(posedge clock) begin
9

if (reset == 1) begin
10: reg_state <= 0; /* Branch 1 */
11: reg_tmpout <= 0; /* Branch 1 */
12: end

13: else if (in.a == 16°h1234)

14: reg_state <= 1; /* Branch 2 */

15: else if (reg-state == 1 && in.a == 16°h5678)
/* Branch 3 */

17: else if (reg_state == 2)

16: reg_state <= 2;

18: reg_tmpout <= 1; /* Branch 4 */
19: ... /*<- Suppose some bugs are found here.*/
20: end
21: assign out_c = reg_tmpout;
22: endmodule
N J
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2.4 SMT VILN

SMT (Satisfiability Modulo Theories) 135 2 5417z
ZM % True 183 2 ERDMEDFIET 25 GEEvlae), 7
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EDIFER (reg_state == 1 && in.a == 16°h5678) %
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HTH 5.
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BRI R T LIET VX LRGEER © DHERFIETIX 100%
DTTYFINLy DOEBRDPELNVEY 2 — KL
T, ¥hEVwWIIalL—YarH AL A TI00%D T T >
FHNLy VRERTZ I E2HNE LTV, 2380
MEER TNz X 512, BIEHRDEY 2 —A~AD AT
DYy MEMEL, FOEY 2—LPEBRORT—+2FH
T BIGE, YR LARAETIE 100%D TSV FANL v
2R3 L L.

RS RF ATIESMT YAANZHANWS Z LT, H55%
% True L X False I3 2720 DA T A7 — %
JBTHhs, LIRRIMEZEERET 5 2 & TRMEED R
F— MCEHINICBRE IR S, LYZAXEOREDD
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1 Code Transformation 2. Simulation 3. Condition Inversion

Device Under Test Random values| i ¢ [A condition chosen

i |(Verilog code) i 1| toinput pins i [toinverse :

Input P

i ( Transformation pass SMT Solver

Output i v v

Instrumented DUT '— i | True/False of | [Input/register :

: i i | branch condtions| | oop |valuesto satisfy thel:

AN . <~ i i linverted condition |}

* Coverage-feedback mechanism |~ b sreereeneassneaseaed
Q Input pins for setting register values
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BRI RT LT3 OO TR X, —DOH O —
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Ly P %FHIT 2144 (Coverage feedback mechanism)
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RENT=DEEE. T2, T2 —ILHNDOL I AXEEHK
ETBDDANR—MEEMT S

“OHOHERIZY I 21— 2 U (Simulation) TH
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signal_set_regs BIURET DLV I AXEEZEZ 2 AT]
A— b reg value €Y 2 — /LIBT3, LY RXREK
ERAGEN 1D E, NWRDLIRARIEIPRESINS.
reg value lFEY 2 —VIZEFENE LI RXDEIZITAE
T 5.

Ial—>avEk EANR—-FI=(a,a1, . an)
WHLTI X akfliz ANT S, 22 TnidEYa—
NDATAR=FDEE L, HR— ML TATIENT(l
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EHEL, BEMHFOERE C = (co,c1,- -+, cx) D True/False
PSS 5. ZZTc € {True,False} (i=0,1,---) T
HY, kIFEY 2 NVHNIHFIET 2K HDHTHS. C%
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FHEDB DTN LT E S D% S = (50,81, ,Sk) ICALERTS
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s W1 ERAL, s; 0D E¢; S True DE E 5, 122
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B M INFEATHZ %2R, s 01 THIUIVTHhD
YA IZNBWTH False o/ Z e Z/RY. £/, 5,032
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SOSOEFEM )kl 2 LTRKDB. 773 F ALy
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KHERER: COSH, FPIALTOWRVEL (SDS
BAEAS 312780 TWRWEMA) Z3EIRT 5. Z D5t
% s; D31 (HIZ False) THIUX, &FZ True i3 57
DDOANBLUOL I ZAZDfEZ SMT V"% HWTKD
5. Bz, (a0 == 1 && a1l == 1) 25 5EM% True
T 572013 a0BIPalZ iUl Fiz,
s; D32 (T True) THIUZX, % False 12T 572D
ANBIOVL YR ZDfE% SMT Y A2 HWTRD 5.

AN T DEZED S C DM % True/False IZF 25 DD
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FERICED LI AXDEENPKE YIS W58 13857
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L—>aviEfT5. COrE, LIRXDEREET
555613 signal set_regs & LITANIL, LI R {EZNT
J&5 % regvalue ICASIT 3.

3.4 EE
O— FEHERLIRER: A1 X7 Verilog 2 — K% Python
Doy i — pyverilog[16] Z AW TR R ZER T

always@(posedge clock) begin )
if (signal_set_regs == 1) begin
/¥ LI ZAZANDERALIE +/
reg_state <= reg_value_for_reg_state;
end
else begin
/% BRDILE +/
end
end
- v

3 L YRXEREMET DDA

5. ZOMBARDL— 26— REWD D5 5M
ST EEELTBE, S0 EFICHIET 20
R—b2/—FELTEY2a—-LOAHNESICHA
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Y a2 — LI SIK— b output cover.0; ZHBMLT, *
D% assign cover 0 = (in.a == 16°h1234) 7 1 :
0; M LTHIANTZ. ZAUICKD (ina == 16°h1234)
23 True D ¥ X cover 0 A3 11272, False D& Z 0 &4
5. F&EC=(co,c1, ) DENEIN L THITR—
b (cover_0, cover_1,- - -,cover k) AT 3.

EV2A—NDLIRARIMERDEERET 572012, #f
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PAREFEBLTEE, LIYRXFERHAIIAR— b input
signal_set_regs Ll LB L YRR DEEZLEET 57
DDODANKR—F fl: HBL I AKX reg [1:0] reg state
WX % input [1:0] reg value for reg state) %
Va—DR—-FESITEMT S. signal_set regs 7' 1
DEELVIRZDEEEET 5720, K3 D X 51245 always
T8y ZOFEHHICNIET S/ — FIZ if (signal_set_regs
== 1) else YD/ — FEHAT 2. miRIC, HIRHEX
K% pyverilog ® ASTCodeGenerator 7 7 RIZ AT LT,
Verilog 2 — R 24T 5.
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Verilog @ — F % Verilator[9] Z AW T C++FBICZEIRT
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top->clock=1 % top->in_a=0 D X SITEI 2 — LD AS]
A= MMEZ ASITE, top—>eval() ZMUIHIT I TA
HLEICED Y I aL—ya rdfibhs.

YIal—ya VERRKICE, EPa-LDANIDE
BRI random BATER L EEZRAT S, 721,
clock (Z7 v v Z7{§5) & top->eval ) ZMUHT ZriC
02 1%2KHIKRATS. ZZTclock20DEEDT I 2
L—>alyD1RATy 7T, ZORDclock 1 DEED
1RT v TRPOETIHA VTS, F72, reset (A
HoPbiES) EyIar—varo 134 271HD

M x=(a==b) ? 1:

0; 13 3HHEHEFZEIKT 5.
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HLERALTEY 2—1DL IR MY OFHLZITWL,
Z D13 reset DEIZ 0 TEET 3. 194 71D 3 2
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b (cover_0, cover_1,- - -, cover_k) D N ZNDIEEHEZR L
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W ZDERERIC s; T5. s; DA 1 (HIC False) Dk
=, ¢ DY True 12723 K 512 SMT Y LN z3.Solver IZHUA
LCHERT 5. BIZIX, ¢; 23 (a == 0) D adD¥ A4 A1
'y FTHHUL, python D2 — K a = z3.BitVect("a",
1) Ta%Z2 1y b A XD Y PRI PLE LTEREL,
solver = z3.Solver() T SMT Y NDA VARV X%
AR L 721, solver.add(a == 0) Tc¢; % False I3 % &
SEMEBINT 5. ZDR, solver.check() THEMTEE
T EMRELTH- S, solver.model()[a] T a DfH 0
DEFTES. £/, s; DEN 2D, ¢; 2 False IZ
57200 a DfEEKD %121F solver.add(z3.Not (a ==
0)) L TEHERELTrLLBIMNT 2. adfEERD 7
%, aDEY 2 —NLDANTHIUX, top—>allRD(EE
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AFHHEBR TIRIRER S AT AN T TV FANL v I
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