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Analysis by Clustering Focusing on
Telnet Connection Log Commands to IoT Devices

TAKAHIRO BABAL'®) KENSUKE BABA? KATSUNARI YOSHIOKA® TOSHIHIRO YAMAUCHI

Abstract: With the development of the Internet, the number of IoT devices is increasing. IoT devices may
be able to be remotely controlled from the outside by operating Telnet, and are exposed to the threat of
malware targeting IoT devices. In this study, we clustered the command log when Telnet was invaded into
an IoT device using the K-means method, and analyzed what kind of attack patterns there are. The Telnet
log collected using the honeypot is used as data. For clustering, the command was divided into words, and
n-gram of the words was used. This is to consider the case where multiple commands are executed at the
same time or the case where a file etc. is specified when executing a command. In this paper, we report the
analysis results.
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