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Enhanced TRNG based on the multiple coherent sampling

KouTAROU HAvAsHI''® Naova Torimh2:P)

Abstract: The TRNG plays a significant role in the cryptosystem. In particular, the unpredictability of
random numbers generated by TRNG is indispensable for cryptographic systems. The conventional COSO-
TRNG uses a single COSO unit as an entropy source for efficiency. However, it had the disadvantage that
its implementation was time-consuming because manual placement and wiring per device were required.
Therefore, in this research, we propose a method to reduce the difficulty of implementation by XORing the
outputs of multiple COSO units. Our COSO-TRNG has 48 single COSO units as entropy sources and is
implemented on an FPGA (Zynq-7010). We evaluate the entropy at a stable state by statistical tests of AIS
20/31 and SP800-90B. In addition, we evaluate a statistical test of SP800-22. We also evaluate statistical
characteristics immediately after startup. As a result, our proposed COSO-TRNG shows good results.
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