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Consideration of real-time performance of ROS security settings
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Abstract:

The robot industry is expected to grow to a scale of 9.7 trillion yen by 2035. The increase in robots may
be the target of new cyber attacks, which can be a serious problem for robots that operate near humans.
Middleware is often used for robot development. In this paper, we focus on the "robot operating system
(ROS)”, which is widely used in middleware. Although ROS2 supports security functions, processing such
as encryption may impair real-time performance. Consider the index for considering the real-time property
in ROS2 encryption, and show that the real-time property should be considered when setting the encryption
function.
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Fig. 1 Results of plaintext and encrypted communication time

on the same PC in ROS2 (UL:Linux7, UR:MacOS,
LL:Linux5,LR:Windows)
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Fig. 2 ROS2’s autonomous mobility system that uses Lidar to
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Fig. 3 Network connect pattern in robot system
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Fig. 4 Security risk assessment flow
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Table 2 Main risk assessment methods

Risk Specification method | Risk Evaluation method

Attack Tree CVSS
STRIDE CC/CEM
HEAVENS EVITA
TM-STRIDE HEAVENS
THROP (J3061) CRSS
HAZOP based RSMA
5W (TP15002) TM-STRIDE
RWX
TRVA
OCTAVE

REFEPFHAINTED, ELRFEO—EER 21IRT.
COEIBRFHEIIMA, BREFMZITR S X5 RiEkRR
Ry MTBWT, BREMEHENICRET 2720 T, #E
BUCHEBEBTOR TV ARICFMin Ry MEEED LD X
S TEE L 20 RHLMCT B & S BRI IThAt T
% [10].

5.2 Attack Tree

Attack Tree 132 AT AT D 5 2E BT OV THEER
WZZDOAREE R LT 25D TH B, ThFNDERE
by THEFEE LT, BERNLRFEZ FTA DX S IXH@EL,
BRPFERINDE P E S0 EMETT 2 FETH 5. Attack
tree DFIEE 5 1RT. ZOBITIEESEEZRAITZ VWS E
Bz by THRRE LT, TREERT 5700 BEKNLTF
FEELT, EoxrIro#oFRsE2 S, RYCEMLT
WL RIREHER e LTIE, BB OERL X
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Fig. 5 Example of attack tree (ref. Practical IoT security lec-

ture materials)
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Integrity Availability) 12013 2% %, *v b7 —27%
SUBETE 20 57 ¥ OFEUETHMIiT 2. BUIKGHhSEE
13, MaggtED A S N7 ORI & D BRI T DA
JE2 i § 2 HHETH 2. WBa— FORMPEIEN—
VarvORFEIE D BT ZEETH 5. IR HYE
&, TV Fa—FHIOBRE D & T B 72 RAIE % 3T
THEMETH . Mk ToOBBDOMARI S 2 KIEE %
EREERLZODTHY, MIGHEANDOHIEEZTET 5720
Wb 2 HEEL RoTWD. FlZE, EARFTHEELETIX
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7REE T 5. il LT Attack vector IZX15 % X455 & R
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£ 3 CVSS OEARFHEEHE
Table 3 CVSS base Metrics

Attack Vector AV
o Attack Complexity AC

Likelihood

Privileges Required PR

User Interaction Ul

Confidentiality Impact | C

Integrity Impact I
Impact o

Availability Impact A

Scope S

x4 FBEOBKNKE (AV O%E
Table 4 Metric numerical value (AV)

i . Numerical
Metric Metric Value
Value
Network (N) 0.85
Attack Adjacent Network(A) 0.62
vector(AV) Local (L) 0.55
Physical (P) 0.2

K5 CVSS Ra7iBlF 5 L~
Table 5 CVSS Score rating

Rating CVSS Score
None 0

Low 0.1~3.9
Medium  4.0~6.9
High 7.0~8.9
Critical 9.0~10.0

LAV OVWTIER 5 DX oTVW5.

5.5 RVSS

HIRD & 512 CVSS 13k A4 MR EHPREEINTED,
ZDH5HD—2r LT IoT RuRT 4 7 ANDHAZIE
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Fig. 6 Weights for risk values for encryption application by

data size and communication cycle
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EfirRD 57012, BET—XOEAPPLH A X noi
BREFREIZ, VINVRA LEEEELEADTETHF
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AL TR 6 DESICHEML, Zofizt*x2aV 74
AL TIASZ 8T, VLA LHEEEELEZY
A7EEREHL, BERETINEIDERET 3.

KOBMEIX, 4 DIT-7 ROS2 S EERREHEE
LTHEHLTWS. TADRETIE, BET XA XH
40KB FRE E TSI LD 15 50@ERM 72> TH
b, TAEEZ 2 LEERESEMLTVL.

F/2, T—&ZY A4 XH 40KB EETIHEEREIC 5ms 2
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Y, BHER Y OBEICN LT, BETF—XOBEITh
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Table 6 List of topics in the assumed system (excerpt)

topic type Hz
/battery_state BatteryState 20
/cmd_vel Twist 9.95
/constraint_list MarkerArray 2
/imu imu 20
/joint_states JointState 20
/magnetic_field MagneticField 20
/map OccupancyGrid 1
/odom Odometry 20
/scan LaserScan
/scan_matched_points2  PointCloud2

/sensor_state SensorState 20
/submap_list SubmapList 3.35
/tf TFMessage 238
/ti_static TFMessage 1
/tf/_intra IntraProcessMessage 20
/trajectory_node_list MarkerArray 33.3
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27 EPOEF ) T4 XRE LTGHIET — XS LE
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Jemd_vel B 713 Twist B (48 XA +) OF—%%
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3 5.
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