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Network anomaly detection
based on features of packets extracted by CNIN
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Abstract: In recent years, with increase of cyber-attacks, research on IDS (Intrusion Detection System) to
detect unauthorized communication has been actively conducted. On the other hand, deep learning technol-
ogy has made remarkable progress in field of image processing. Thus, research on detecting cyber-attacks in
network traffic by applying deep learning, which has shown high performance in the image processing field,
to IDS is also being actively conducted. In this paper, we propose a method for detecting and identifying
cyber-attacks with high accuracy using VGG16, which is a CNN that has shown high accuracy in the field of
image processing. We use VGG16 as a feature extractor, and extract features from traffic data by VGG16.
We learn the features by neural network and detect cyber-attacks. Experiments are conducted on CICIDS
2017 dataset to confirm the effectiveness of the proposed method.
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Fig. 1 Overview of image conversion method.
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Fig. 2 Examples of Normal image (methodl).
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Fig. 3 Examples of Normal image (method?2).
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Fig. 5 FExamples of Anormal image.
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Fig. 6 Image generation method that shift generation range.
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Fig. 7 Overview of extracting feature map by VGG16.
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Fig. 8 Configuration of Neural network .
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TP
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Z Z°T, TP (True Positive) IZE2EZIEL < BH &l
L 7%, FP (False Positive) {Z1EH % 8% & 388 HI L 72
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Recall =

4.1 RREMH
411 RBRT—FEvh

CICIDS2017 7= &+t v M, BEEH A D &M+ v
7= ANDHAN—HBEHE LW EHT &ty
NTHB. F—XEv M 2017/7/3 (H) 55 2017/7/7
() FTOMI 749 0% % 7F ¥ LTED, HEHIX
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Table 1 Details of dataset.
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9:48:46-9:58:46 9:58:46-10:08:46

2017/07/05(7 2017/07/05(7
SlowHTTPTest /07/050K) /07/050K)

10:15:38-10:25:38 10:25:38-10:35:38
Hulk 2017/07/05(7K) 2017/07/05(7K)

u

10:43:24-10:53:24 10:53:24-11:03:24

2017/07/05(7K) 2017/07/05(7K)
GoldenEye

11:10:24-11:20:04 11:20:04-11:23:04

2017/07/06(K) 2017/07/06(K)
Brute Force

9:31:10-9:41:10 9:41:10-9:51:10
XSS 2017/07/06(K) 2017/07/06(K)

10:15:35-10:25:35 10:25:35-10:35:35

2017/07/07(s&) 2017/07/07(5&)
Port scan

14:55:00-18:05:00 15:05:00-15:15:00
DDoS 2017/07/07(s&) 2017/07/07(s&)

)
15:57:00-16:07:00 16:07:00-16:16:00
EENTVAS.
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R TENENRDINAZNNEL, EFE Ty FOADPD
EREINTOVAEBICIZIER Ve L.

4.2.1 FHEhEcEE
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Ny FH A4 X128, FEHE 0001, Fay 77 MiE 0.25
ELTHEETo7. Fiz, @EHEYSTDIT, BN
IR U 7R i HEIIC 2 % 1k 8 % Early Stopping % f#
HAL7.
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Fig. 9 Overview of Labeling. epoch epoch
12 Fik (3) OfER
outputl_accuracy outputl_loss Fig. 12 Overview of Anomaly Detection (method3).
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0.99 0.2
s 7 o . E7, EHLEEOAMATIERYL, KROMEE
0974 ::it" B0 ;asit" RS 2 EERD 2 @D ODEBREITo 7.
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epoch epoch =V TF =& (train) ENV T —a YT — & (test) D
output2_accuracy output2_loss loss, accuracy DRAATZ/RL12T 77 ThHD, Mils
e [———— 06 ] e Ry 78, MR R a7 2RL TV, £z, outputl &
0o |7 = 0.75 4 —o- test EEPEEPD 2 EDFH, output2 IIWEOME I » O
0501 BOEERERERLTVS., R 2EFREI Ry 71283
087 0.251 TAMT—=2D loss & accuracy Z/RLTW5.
A — 000~ L Fh, ¥UHF X TH¥BLEZa—Fl %y b7 —
spoch spoch ZEMWT, TAMAT— X E#BALIAERE Recall,
® 10 Fi (1) O Precision 1C & » Tl L7z, 2 S EHOMAIFER 2% 3,
Fig. 10 Overview of Anomaly Detection (methodl). WEOBETr OBAFERZR 4 127 FHURT.
10, 11, 12 D#ERDPS, 5 =Ry ZJEETICRL T
outputl_accuracy outputl_loss BYH, £ 20 outputl (EH & [EH D) T, £TOH
100 0.151 LT loss 2% 0.006 BT, accracy & 0.999 B E ¥ %
°'99“; 0.10 D, 7, output2(KEOEEDMA) T, 2 ML
e 005 | BE2rR852000, BEELFET loss i 0025 b
971 [ test 0.00 o test T, accracy 1 0.991 L L SWEETHEIITE 2 %
oo o s 0 B LR XE, R3OWRPS, EHLRHO 2 5
IZBW TG FET Recall + Precision #£12 98.5%
output2_accuracy . output2_loss 2Bz THD, Fik (3) TI& 99% IERE AN e vl
7oA ' Tl TERILEMERLE.
) °41 Kic, BORORIT ¥ OMAERE (TR 572, % 40
0.90 1 021 B8, DDoS WBYEHD MT 7 4 v 7 F—&RITHLT
: | | | 0oL, , : | 13X FER(LTFIET Recall + Precision 212 99% L g
e C e T ETHINITE 2z v &MERLL. %7z, Hulk K, Brute

Force X%, XSS WEICBH L TIEFE (1), FiE(2) 8
W T Recall, Precision #1Z 96.2% D _EOFSETHAIT =
TW3. X512, Fik (1) O XSS W& L Tk (2) D Brute
Force WEEDFBIFEEIX 100% 7272 . — T, slow loris

B 11 Tk (2) OfER
Fig. 11 Overview of Anomaly Detection (method2).
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£ 2 BEIRy 7B 3 loss, accuracy

Table 2 Scores of test loss and test accuracy in a final epoch.

xR 3 2 [EDHEERKR
Table 3 Experimental Result of Binary Classification.

Fik (1)

loss accuracy loss

Fik (2)

accuracy loss

Fi% (3)

accuracy

FiE (1) Fik (2) Tk (3)

Recall | Precision | Recall | Precision | Recall | Precision

outputl | 0.006 0.999 0.001 0.999 0.002 0.999

2 fES¥ | 0.998 0.986 0.985 0.998 0.996 0.992

output2 | 0.025 0.994 0.022 0.991 0.024 0.991

W SlowHTTPTest WEIZEH L TiX, Precision &4 L
KT3 20D, FiE (2) T Recall 53 92% U LE -
TW3. Port scan WEIFKHEGLTFET 97.7% U LoE
W Precision 2185 Z & 25T % 7223 Recall 1% 44.6% T
AL, FRCFIE (2) T 4% & o7z, DoS-GoldenEye
WEIHEG{LTIET Recall, Precision #£12{K< 5 F <G
AT 2ZenTERIPoT.

SCHR (8] TIEFIZ Port scan B Z IR e LT\, &
FETIX Hulk ¥, Brute Force X%, XSS %%, DDoS
BEIZH LT, BOVIEETH2 Z e 2B L. —7,
Port scan X%, Hulk DAt D DoS WEEREL T T 4 v
77— R TIIMOBER N T 2B E XL D S IERWAER e
Toz. ZHUCBE LT, £ < D Port scan %, GoldenEye
WD slow loris W%, SlowHTTPTest KEI1ZFEGR A X
NTWz 2, SEOEBRCTHEHA LT —RICEEN
% Port scan B THOWOLNTWFENFEHT -4
TAVHT =X TRBE-oTWATHIZEEZLNS., &
12, Port scan WEDEE 7 v MIvT v MY AL XH/0
WA, ERINTZEBICEENZEZEETTOEENKE
WIZEHERTHZEZONS. £/, Golden Eye ¥
BICEHLTEX, FEHT—&Zty MZEENEZ T v MK
WO S EREREFEDO R 7 4 FEEIEFITNXLS T3
Zr T, FEAEBREEINZETWE. 207, ¥EX
NI Y Bh o7z EZ2 NS, ZoMEER, 5
RE—VEHEMEEEZ L THETEREZILNDE. —
7, FiE(3) TIX Hulk WED LT Brute Force BT,
XSS WE 34T DDoS WEBIZRR - Talkpl I Tz, %
BRZ 0.0001 ICEHEL, HERBREZTR-728 25 XSS
WX Recall, Precision £z 1 ¥ IEMEICERAIE N E Z &
PR L7z, Z0D%, XSS HEICE L TXEFEIA+T57T
HY, WYRFEREFRET S LICIDLENRETH
2eEzZHNS. UL, Hulk HKEBEFEEREZEZHLT-
&3 Brute Force WEBICERAIZINTE D, ZHAEFFE
(3) THIHIL7=%5 v M izBih 2 Hulk WE & Brute Force
WEDORHEDEEL L TW3 A EZ LN,

R ATRTHRDP S, REZICROEVEBIERE &
ZEGETFEIFRR D, BUREGETFELERT S 2.
M TEIULR 4 D TRRTRLUZFEE D Recall , Precision
PROND DR TES. 5%, HMLFEELX I
Hhnxg s iz, 2ol LFETORIFERD
YR HAEGDETZMATT 2 2 i2&o T, AFER
IDS ZRERL 72V EEZ TV .

R4 B0 5 ANFEFEBKER
Table 4 Experomental Result of Multiclass Classification.

Fik (1) FE (2) FiE (3)
Recall | Precision | Recall | Precision | Recall | Precision
slow loris 0.882 0.647 0.923 0.834 0.914 0.655
SlowHTTPTest 0.822 0.522 0.946 0.734 0.776 0.814
GoldenEye 0.455 0.167 0.5 0.077 0.25 0.042
Hulk 0.997 0.999 0.995 1 0 0
Brute Force 1 0.986 1 1 1 0.5
XSS 1 1 1 0.962 0 0
Port scan 0.446 0.977 0.04 1 0.352 0.985
DDoS 0.998 0.994 1 0.998 0.992 0.996
Normal 0.913 0.979 0.993 0.930 0.981 0.983

5. HHDOIC

AWSETIX, 87 vy PEREREEL, VGG16 O HfE
PO LEREERIC =2 -1y P — 2 BB X
HEZETHy VY —IHORFEEBINT 2 FEEREL
7-. EBATIE, CICIDS2017 F—&+t v v EHWT, 3 &
FOEBILTFIETE 2 74 v 27— X2 HHBREAERL
Joo AERUZ-EIGRZ B & BECERA T 2Ry, B
B 2B T 2 EBIC X DEMMEHER L. EBO
R, AV ToEBLFETIERER & REH{GR T 5
FEEWETE 2 Z e 2l c& /. —7, WROBHZ
COANCE L TlX, E{E(LDOTFIERIC K > THEZ L IH
BIREELREZ D, 22 OB iGEZ B FIEDTF
322 2R LT,

SHOFELY LTIE, =2a—9L%v b7 —2DR5
X — RO, SO FETIIMAHNEE DK - F2 K58
WS 2 R E G L TFREOMEI AR T o NG, T2, H
BILFIEZ L OAFEROMA G DEFIEOME 21TV,
EFEER IDS ZHELZVWEEZ TV,

BEXM

[1]  Snort, <https://www.snort.org/>(ZH 2021-08-20).

[2]  Suricata, <https://suricata.io/>(ZH& 2021-08-20).

[3]  Zeek, <https://zeck.org/>(ZHE 2021-08-20).

4] NEBE, FIBEHE RERH: = o —X—-20D
T B RFERRC X 2 mi R BERAITE, B0,
vol.52, no.2, pp.656-668 (2011).

5] EEEG T, HRBER, RrEE #RoRtey 2 —
MTE DAy b7 — 27 BERINORREL, F¥50R,
NS2004-144, pp.45-48 (2004).

6] CPRAREF], HURER, MEG EROEFRERZHvw
Fov hv—Z BER, F¥ER, €S2006-32, pp.61-66
(2006).

(7] EEIRUUHE, BAKK, EAEM: PS4 v T—&ox
YR —ZHOILK 7 /2B IDS O, av P a—

— 581 —



REF 2T 42 VRI YL 2020 FwXEHE, pp.1033-1039
(2020).

8]  MRIN, ARG, MEZERR, MNEEFEE: CNN ZHw
T2ty bI—=T FST7 4 v VREBRMERE N7 74 v
I LOBEIERME, ava—XExaV T4y
AP 4 2019 5, pp.1108-1115 (2019).

9] HEML, HAKE, =4AEH: DCGAN ZAWVWL Xy b
V=2 774y ZJORERH, avPa—&Xtxal
T4 T YRI Y L2018 FXE, 2C2-1, pp.341-347 (2018).

[10] AR, HASHE, HAES: DCGAN =7 1 2
NI 4NEERW2y U —2 NF 7 4 v 7 BERBE,
TR, 2021-CSED-92(61), pp.1-8 (2021).

(1] PR EEEAAR= 2 — T LAy b T — 212 & B
R L A2 H, (S0, sp2015-45, pp. 55-59
(2015).

[12] Keran Simonyan, Andrew Zisserman: Very Deep Con-
volutional Networks for Large-Scale Image Recognition,
Proc. of ICLR2015 (2015).

[13] J. Deng, W. Dong, R. Socher, L.-J. Li, K. Li, and
L. Fei-Fei. ImageNet: A large-scale hierarchical image
database. Proc. of CVPR2009, pp.2-9 (2009).

[14] 1. Sharafaldin, A. Habibi Lashkari and A. A. Ghorbani:
Toward generating a new intrusion detection dataset and
intrusion traffic characterization, Proc. of 4th ICISSP,
pp. 108-116 (2018).

— 582 —



