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Anomaly Detection of Network Traffic
using Variational AutoEncoder
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Abstract: In general, deep learning method requires teacher data. However, when applying deep
learning methods to Intrusion Detection System, it is difficult to collect various anomaly data. In this
paper, we propose a method for constructing IDS using Variational AutoEncoder (VAE) which does
not require teacher data. VAE can reconstruct images similar to learned images, but cannot recon-
struct images similar to unlearned images. We use this property to detect anomaly in network traffic.
First, we convert traffic data during learning period into images and learn the images by VAE. Second,
we convert traffic data collected in another period into images in the same way as during learning,
and use VAE to reconstruct images similar to the converted images. Anomaly scores are calculated
based on the difference between input images and reconstructed images. Using calculated anomaly
scores, we detect anomaly communication. We confirmed the effectiveness using MWS2018 dataset
and CICIDS2017 dataset.
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Fig. 1 Constitution of AutoEncoder.
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Fig. 2 Overview of proposed method.
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Fig. 3 Overview of image conversion method.
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Fig. 4 Examples of conversion image (left : normal communi-

cation right : anomaly communication) .
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Table 1 Number of images in BOS dataset.
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Table 2 Number of images in CICIDS dataset.
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Fig. 6 ROC curve of Experiment using BOS dataset.
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Fig. 7 Examples of training dataset(BOS dataset).
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Fig. 8 Examples of normal images in test dataset(BOS
dataset).
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Fig. 9 Examples of abnormal images in test dataset(BOS
dataset).
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Fig. 10 Histogram of Anomaly Scores(BOS dataset).
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of test data with low Anomaly Score Right : Normal
image of test data with high Anomaly Score) .
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Table 3 Experimental Results using CICIDS dataset.
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Right : Image of Brute Force attack) .
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Fig. 13 Comparison of Input images (Left : Normal image

Right : Image of Botnet attack) .

I:_:_!_:I “
@ | ©),

14 ADEROLE (LB : FEMT—& B BEEMEP» -

7= cooldisk FARFOMEGE TB : UM ED - 7= cooldisk
FAEIRF O [ {5 )

Fig. 14 Comparison of Input images (Top : Normal image Mid-

dle : Image of cooldisk with low Anomaly Score Bot-

tom : image of cooldisk with high Anomaly Score) .

AV RNT—=O ST 4w DR ERETEZFRERREL

7. EEBRTIE, 2BEOT— 2Ly bEAWTAFEDOS
B2 HEFR U7z, S 0OEE U T, EEREGOMEE

DIENITFIE DG P R WG L RO EENE TSNS,

ZE X

[1]  Snort, <https://www.snort.org/> (2 2021-08-12) .

[2]  Suricata, <http://suricata-ids.org/> (ZHd 2021-08-
12) .

[3] The Bro, <http://www.bro.org/> (£ 2021-08-12) .

[4]

[5]

[6]

[7]

(8]

[9]

[10]

[11]

— 5568 —

NS, G, REBH : 2 b —R—2ZD
TNT ) AT X B Ed e M FIE, R
HAECEE, Vol.52,, No.2, pp.656-668 (2011) .
kb, FURER, HrHRE  @ROMHEY 2 —LD
HAGHbEIZL Sy b7 =2 BERIBOEREL, 5
R, NS2004-104, pp.45-48 (2014)

SERRER], FURER, AHE, HusER  ERoEEIRE
EHWEAy MU — 2 BERWL, F¥EH, CS2006-32,
pp.61-66 (2006) .

Hinton, Geoffrey E., Ruslan R., Salakhutdinov.
Reducing the dimensionality of data with neural net-
works. Vol.313, pp.504-507 (2006).

Kingma, Diederik P., Max Welling. : Auto-encoding
variational bayes. The International Conference on
Learning Representations (2014).

A, BT, &RIAR, HPEE A XIS
FUMER B DRI ADES A — P Ty I =X &
7= BZEMAODISH, IEICE Conferences Archives, The
Institute of Electronics (2019) .

EHEMER, SFHER, MARRERE, AERIEL, AT, M M
FEL: v = THED DD T -2y b MWS
Datasets 2018 , THHRULB 2 EE, Vol.2018- CSEC-
82, No.38, pp.1-8 (2018).

I. Sharafaldin, A. Habibi Lashkari, A. A. Ghor-
bani : Toward generating a new intrusion detection
dataset and intrusion traffic characterization., Proc.
4th ICISSP, pp.108-116 (2018).



