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Proposal of continuous monitoring system for C2 servers through
mutual cooperation

Daiyu Horii"'  Shota Fujii™® Sho Aoki" Takayuki Sato™ Masato Terada'! 2

Abstract: The information of C2 servers used in targeted attacks is shared as the information of unauthorized access points in
cyberattack countermeasures. On the other hand, each organization independently checks the activity status of the malicious
destination after notification, and there is no mutual cooperation among organizations. In this study, we propose a continuous
monitoring system for the notified unauthorized access points by mutual cooperation in order to improve operational efficiency
and reduce false positives. The proposed system is characterized by multiple monitoring agents and the sharing of the monitoring
results of the unauthorized accesses by using the identification number of the threat information. In addition, as a trial operation of
the proposed system, we continuously monitored the malicious destinations distributed by public organizations, and confirmed that
about 30% of the malicious destinations still respond as HTTP servers even after more than half a year.
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