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CSIRT activity component method for the response capability of
multiple organizations as a whole

Seiichi Komura'® Atsuhiro Goto'

Abstract: The incidents of companies with inadequate security measures become more serious, some companies with CSIRTs
belonging to the same group have been affected. It is important not only to strengthen the security of individual companies but also
to improve the minimum incident response capability of the entire corporate group. We propose the CSIRT activity component
method that enables a corporate group to have a self-defined level of incident response capability by appropriately assigning the
decomposed CSIRT activity components. The individual implementation or aggregation of activity components varies depending
on the situation of the corporate group, the conditions for fulfilling the requirements, the constraints of information sharing of the
activity themselves, and the difficulty of aggregation. We used a causal loop diagram to formulate the relationship between changes
in response time and operation workloads due to the assignment of activity components.
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