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A Study on Advanced Analysis of Participants’ Behavior in Cyber
Defense Exercise using State Transition Model
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Abstract: The purpose of the cyber defense exercises conducted on the cyber range is to provide partic-
ipants with knowledge and skills on incident response through the exercise. To achieve this, it is essential
to reflect on what kind of behavior led to a successful defense against the attacks executed in the exercise.
In this study, based on the assumption that the changes brought to the cyber range by the behavior of the
participants are considered as differences, we propose a method to systematically extract the differences by
integrating the progress of the cyber defense exercise with the state transition model and a method for auto-
matically analyzing the differences that led to the successful defense of the attacks executed in the exercise
among the extracted differences. As a result of the experiments, we confirmed that the proposed method
can improve the behavior analysis, but the challenges in extracting the differences were revealed.
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5. REBRCLER

5.1 RROMECRRIRE

BIfiIe ) AN BRI L2220 R ATRECTH 2 Z kI
AT, WTEBRENRBTRET T2 I PARETH %
e RMRTB/2DIT, 4 TRLIEFAN—LYIBIUL

F 1 AKX 3 Dockerfile D
Table 1 Examples of Generated Dockerfile.

240y dy R LT FROM ubuntu:focal

ARXR=IBHERT S

RUN c1
Dockerfile

4y dy R LT FROM ubuntu:focal

4 X—ORERT B

RUN co
Dockerfile

4% di, ds %A L7 FROM ubuntu:focal

AR=IBHERT S

RUN c1 && co
Dockerfile

HE S FVAERACERER 2 IORTRETEML 7=,

xR 2 ERBRH

Table 2 Experiment Environment.

HE S

KA OS macOS Big Sur (Version 11.5)
CPU Apple M1 3.20GHz
RAM 16GB

ar7F+72&%A4 2L Docker (Version 20.10.7)

5.2 BAfHZERIRLI-ES OB

Pl 2 B U/ 20 R RITATRE T 5 2 L B MGEES 5 72
®IZ, Phase P, TEITI N2 WEBEZRHHIT 5 X 5 I2HH
HINCHERK U 727200 2 MRSt 2 I U 7=, fRT DX &
RBEMILTOEDTH 5.

(1) SSH ¥ —bRZHMT 29 —nND7 v 77— .

(2) MEg5 7 AT — RRREINTVE L —F DAY —
R

(3) SSH #— b 2t X TV 3 K— MU 3 7
yvZ2DTHay 7,

FEEDFESD S B, Phase P, TEITENZWEIIHT
LHEDOKINCET ST 2DIE (2) DEFTDATH 5. T
DFER, (2) DATHRINZ EZSB Ry LTHhZh
52 mERR L 7.

5.3 UAN)ZERBLIED DR

VANY ZRBIL 0 2 EARETH 2 2 L 2REES
57012, VANVREIZEINT 5 X 5 ITHRUIICER L
TN NG 2 FEE U Tz, BT OXTR & 72 2 725713
UTo@EhThs.
(1) REICa 7 A v a2 —F DR YT — FEH
(2) Attacker Service IZ & - THIZ 4172 SSH a7 > 3

> DY,

(3) Attacker Service IZ & - THLE S AL7z G D HIBR.
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(4) SSH ¥ — & 2 D HEH).

(5) HXAXINTT 7 4 VDIETL.
FEROETDI B, VINVBREOEIINCEHFEEGT 20D
X (1), 3), (4) DEZOMAEGDLETHS. EITOKER,
(1), (3), (4) THRZhzESPRERE LTHIEN5
MR LT,

5.4 BRIRICEYSRMICET 5%

FRATICE T 2 IEE 3.4 TR L =FIEEAREZFITT %72
DICEST AR THS. 22T, D DEERIIIGL =Y
AN=LYIDA YRR RERS, BRI A4 N—
Ly IIBIZRBFOEME, D OBERI Iciidft
THIEDARETH B, ZD=D, FIMCET 2REIXE
BIZUTOHERICE - THBB 2 BT 3.

Tall = #D/ N (Tmanifest + Tbuild + Taction)/P

Tun FRMTICEE S 2 HRER.
#D' D' OEFZHL.
Tmanifest A X—IHADY=7 22 MERITET 2 K.
Towitd IVFFOEN RICET B
Tuction WEER Y I ANV REDFEITICE T 5 .
P FATDMFIE.
55 ER

FEROMR, ARBREDTORMEDAIRETH S Z L HRS
Nl Fl, FORT A=<V RIZOWVWTSH, D OEH
BRFATOWHNEIZ & - TEBHENZRRID b & TR
RECTH DI REN. LELRMES, D OEZBRD
Z L R o TG AR OWIHLD T DD +5778 ) Y — 2%
HETERVWHEE, BTz RENRKETETIE5 2
LRIREETH L. Fe, FREIOFEBRICBVCTIBIHRNNR L
ToESE A Y FOERTREEL 7 7 4 VOZEHEEEZ N
FUITHH LT, ZOFRICIIHEHE OFEMZ & ITHR2%
AE (7= 213, 7BrtX ID =X Attacker Service 23FIH 3§
SENN R — FEEE) OFBESCERNRIID 7 7 4 1
W3 2IREZEEA ST 2 Z L WEETH 2 & v 5 FENTRTE
T5. ZOHERMRIRT 2720121F, BEFoMLHEAMZ
T, YATLA=LD 7y 7EERVE, KD EERER
BT EAT20ENDS.

6. HbHOIC

AT, $AN—L Y ETEMINE YA N[
HEEZBLZAXFVOEBLREXE 270 DHAICD
WTHARET L7z, BIRIICiE, ZEEORZIBFVICE > TY
AN=L IR DToINE TR e LTI A2 LT,
T A N—BHEEE OE TR 2 IREEBRET L EHET 2
e TEDEERRNICHHT 2 FE, BXY, M LRE

TDSE, HENTETINDBWEADRKEKINTE N
Te 2ok HEINICHINT S 2 FIRERE L. /2, AER
FEE2EMARERRBEICBWTHE2ITS 28T, HEE
DR DR D IIEFHATREZR 23 OIR 2 FEVICBE 3 2 16 %
KRR, BATATRECTH B Z e 2R LTz, 5%, %=
S O R ESILHMEZ F 6 2 7 B O @ R B O
BAZMED .
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