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Integral Attack with Bit-Based Division Property of lightweight block
cipher Shadow-32
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Abstract. Shadow-32 is a block cipher with a Feistel structure proposed by Ying Guo, Lang Li, and Botao Liu in 2021. Its block
length is 32 bits, the number of rounds is 16, and the key length is 64 bits. In their proposed paper, security analysis of impossible
differentia is evaluated, but integral characteristics is not evaluated. Therefore, this paper reports on integral characteristics of
Shadow-32. As a result, we report the 10-round integral characteristics of the 31st-order differential discovered by the analysis of
Bit-Based Division Property using the Mixed Integer Linear Programming (MILP). And by using the integral characteristics, it is
shown that the required number of chosen plain texts is 23! and the computational complexity is 22°5% encryptions when the
key length is 64 bits in the key recovery for 12 rounds, which is added by 2 rounds on the cipher text side.
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