Computer Security Symposium 2021
26 - 29 October 2021

BRARMIZAIT =L R T LRBEFEIOBMS TRV
AR R T LD

I ORKEEH 2 RRIEE 2 MRk AL

BE T FEOEMBIESRICB N T, Y AT AMIESNEa I h OB Z BET D EEO L - 2RISR
Lo TV D, BRI, a7 o AT 7 A VEY Y —ZARNHET 2 2 & TEIINDI ZENZ VD
K72 7P OBBIZERT 5720 V=2 &AL TIEL#iE L, ——#HOBEMERE) & LA TR
THZENHELL, RIS, EOBEIFENEZIZHDDOPNARANEE 25 1RS> TWD, —%IZ, ZofERE
VAT DNOIEENI T D HEWVEGR S NI & 72 5720, HIOEINE RN FEETHIET 223, FEFIZIT A SB10D.
AWFFEIL, IDS/IPS S5 TH & ORIERBIEEZRML, TOREFELOTFHFIVAEZMEL, VAT La—n
7 BB L2 B C, BT 5 7 e AR ONT 7 A L& — i OEMIEE & L CHANT - TTRET 5V AT A
ERETHILOTHD. ARL, BEVATLOMELFZEZHMAL, TOFHEE LT, EBICREL AT LA
LIzFAH ST 27 v — Mg &2 £ LI R A2 RET 500 THS.

F—J— K v RF Aa—, w4, ST
Linking and Visualizing Malicious Activities for Intrusion Detection
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Abstract: In recent years, one of the major challenges for countermeasures against targeted cyber attacks has been to simplify
and streamline the process of identifying the source from the logs stored in the system. Targeted attacks are often carried out by
the coordination of various processes, files and other resources. This makes it difficult to discover and correctly link the
processes and resources involved in an attack from a huge amount of logs, and to assemble and recognize them as a series of
malicious activities. Therefore, it often remains unclear where the real source of the attack lies. Typically, this analysis work
requires in-depth knowledge of the activities of the system and is therefore handled manually by specialist engineers, which is
inefficient and very costly. In this study, we simulate a scenario in which an IDS/IPS detects unauthorized communication with
the outside and try to identify the source of the attack. We also propose a system that semi-automatically analyzes the logs, and
links related processes and files as a series of malicious activities, and visualizes them. This paper describes the outline and
implementation of our proposed system. As an evaluation of the system, this paper also reports the results of a questionnaire
survey from users who actually used the proposed system.
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