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Analysis of Time Series and Regional Characteristics of Malicious
Hosts based on Continuous Observation from Multiple Regions
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Abstract: In recent cyberattacks, malicious hosts, such as C2 servers, have become a critical infrastructure. Therefore, it is
desirable to observe malicious hosts and clarify their whole picture for countermeasures. However, the attackers try to avoid the
observation by cloaking according based on geolocation or by activating the host for a short period of time; thus, it is difficult to
clarify the whole picture by the conventional single-site and short-term observation. In this paper, we propose a system that
enables time-series analysis and regional analysis of malicious hosts by continuously observing malicious hosts from multiple
regions, making it difficult for attackers to avoid observation. We conducted a study using thirteen sensors by observing 10,334
malicious hosts from Nov. 2019 to Aug. 2021 and obtained 25,148,094 measurements. The evaluation showed the malicious
hosts’ observability can be improved. We also report the time series of malicious hosts and the reality of the cloaking situation.
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