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Evaluation of Short-Term Demonstration Experiment
about Promoting to OS Update
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Abstract: To promote users to take security behaviors, we consider approaches which focus on OS Update. We classified users
into five stages (precontemplation, contemplation, preparation, action and maintenance stage) by using SeBeST and analyzed
effective messages for each stage by surveys. In this paper, we developed experimental systems to evaluate messages effects. We
conducted a short-term demonstration experiment for Windows 10 users and verified the status of updating OS. Moreover, we set
three timings (“start-up time”, “working time”, “after working time”) to verify effective timing for users. As a result, there are no
difference between the stage in terms of the rate of updating OS, but verified the validity of proposal message. We confirmed
“working time” is proper and “start-up time” is not proper for maintenance users.
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Figure 1

Examples of OS Update Message.
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NEFLIZWEEZELTWS., BHEFECLXED A vE—

BMNMEOREDFEFIZITRROLEBY THDH. JV—T7 1:p=725, 7L
— 7 2:p=248, JN—7 3:p=728, J/—T7 4:p=.000, /)L —T5:
p=004, 7 )L—7 6:p=.001, Z)Lb—7 7:p=.000, 7 /)L—7 8:p=.007, 7V
—7°9: p=.002.

M ERESTOERITITROMY THDH. JIb—7 4 OEEIF: p=867, 1F
¥ p=1000, {E¥%:p=.000, Z/L—7 5 OLENE : p=459, {E¥th:

# 5 TUh— MEIBHER BELXAI)
Table 5

2F=2 247 BY REER | fEEET | FEE
7/10 6/10 4/10 6/10
(70.0%) | (60.0%) | (40.0%) | (60.0%)
5/10 6/10 4/10 8/10
(50.0%) | (60.0%) | (40.0%) | (80.0%)
11/17 10/17 8/17 10/17
(64.7%) | (58.8%) | (47.1%) | (58.8%)
16/24 13/24 6/24 21/24
(66.7%) | (54.2%) | (25.0%) | (87.5%)
16/20 13/20 6/20 16/20
(80.0%) | (65.0%) | (30.0%) | (80.0%)
11/17 13/17 6/17 16/17
(64.7%) | (76.5%) | (35.3%) | (94.1%)
14/25 17/25 6/25 22/25
(56.0%) | (68.0%) | (24.0%) | (88.0%)
17/26 16/26 | 11/26 | 22/26
(65.4%) | (61.5%) | (42.3%) | (84.6%)
18/26 17/26 7/26 19/26
(69.2%) | (65.4%) | (26.9%) | (73.1%)

DEEEINDGE LBRIRR L LED A v —UDBEE S
NHGEICE LT, 2FRMNICFR CXED A v — 03
BENDIGEEEBIRLIZABO I NL NN, Bi2DLED
Ay E—UNEE ENDHGEZRN L o —F b — BT

Result of survey (timing).

EEOH | FER

BOH | FER

EERE | fEER

ERITH | KB

EITHY | fEEP

KITH | fFERR

MERTED | RBIRF

HERFER | fEZE

HEREE | 1R

p=002, {E¥t%:p=016, 7L —7 6 OEBIE : p=393, {EEH: p=.000,
VE¥4%: p=006, 7 L—7 7 OB p=317, {E¥t: p=000, {E¥t%:
p=000, Z/L—7 8 DiL@h: p=868, 1E¥,F:p=.008, {E¥i%:p=.005, 2
N—79 OB p=.198, {EHH:p=.000, {F¥#%: p=.024.
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Table 6 Result of survey (message).
. - |RALBRIL | BE LRI T | #ERL
RF—2 (84320 -
Ayt—Y | REAvE—Y | Avt—
6/10 10/10 6/10
MBI | 1EER / / /
(60.0%) (100.0%) (60.0%)
mot | (e 6/10 8/10 8/10
(60.0%) (80.0%) (80.0%)
12/17 14/17 15/17
el | fres / / o/
(70.6%) (82.4%) (88.2%)
19/24 19/24 16/24
E1TH RCENEF o o/ o/
(79.2%) (79.2%) (66.7%)
13/2 12/2 13/2
E1TH =0 3/20 /20 3/20
(65.0%) (60.0%) (65.0%)
13/17 14/17 9/17
E1TH (=3 / / /
(76.5%) (82.4%) (52.9%)
14/25 18/25 18/25
HERFHR RCEDEF / / /
(56.0%) (72.0%) (72.0%)
19/26 20/26 19/26
HERFHD (=25 / / /
(73.1%) (76.9%) (73.1%)
19/26 20/26 18/26
HERFHA [==E / / /
(73.1%) (76.9%) (69.2%)

T 5. ZOBRBIZZ—VFOREICEERDD Z ENB X
bil, SHOBEETH.

Bethic, FEBRBIMARTE ERE THOT v — MIBWT,
2T =TT 2 EMORIZEREREgEL, Ayt —T0
BB L CAT U MBI LT EDERIELT-. Vo
Ny ) OB SNENRE THGE L2 R 2 £ 71087
#7T X0, EEALHN ORI E TOIN—T L FEATHO
EEFICEME L2 A —T 1BV T AT — VM O FEE
MIHHNTZ (p<05). —J7, HMEFFHIITAECENRE, E¥Ed, 1E%
BD3IODIN—TITBNTAT =B T TABEENLD
Nz (p<03). FATHCRBIFHIER LI28EE, 2T —V 0
PCHBEZDNRONRNE OO, HEHEHIC 2 4T LT
BO, EECEET D Z ENEY TRV ENR D, HE
M EEE L7224 L bICRUE 2MAB T 159 <SHH %
[Z LWz, EE1EIET 53 SEH 2EEL
RN T2 EMAT— VBT EEE L-EREHERTX 5.

5. £

ARETIE, 42 HiTHRARIEOIRERE S LIZBLET L. &K
380, 27—k D 0SS HHRISHEVD LSRR
. ZOBEMm L LT, ML D HHEH O —F D 0S B
HERNE L, $953%2L Lo —FNERBIFPICEHR LT
W ERETFOND. KT LY, EELE D HEFEY O
=P LTA vy E—VOREIZLY, 27 —UNHE L
L7z &mbholz. LizmoT, AvkeE—YDtXxal
TAWEZRLZ DL IR T L= THERL Ul YA
DONBREMRTE., SO 2 OOFERLY, 1E¥
%I BIEEROFHN, OS BFENENI Lnb, ML
B B MR O = — W Tk LT O EEFICEAE L2 3ma0E,

*x 7 FEBRAIBORAT VO

Table 7 Change of Stage.
EXl EX AE p1E
mELOH| 3%
N HEfHA 2%
R Fv 1z .022
HERFHR 1%
HEfHHA 2%
BS.CVER E1TH 6% .006
HER AR 2%
B 9%
#EHA E1TH 6% .014
HEREHA 2%
P HEfHA 2%
RTH ——
e 208 | 13% .068
HEFFH 9%

EITH E1TH 124

(EZER) | yeszan 8%, 014
EITH EITH 144 181
(fFZtk) | HERSHR 3%
MERFHR E1TH 104 006
(GEeBhiy) | HERFER 15%
HMERFHR EITH % 022
(fEZrh) | HEREHR 19%
HERFHR EITHA 11% 004

(fFztk) | HERSHR 15%
AREBRFER LD L EHRPM ETDAMHEERH D.

K2 OFHHER LY, BUEX A I T OENPEHFE
WCREREBEEZD R o. XU T 55K
IEFTREZRIRE D R LT A Z EDREE LN &b, Al
OFEFITIIEE 1BBICOS ZHHLTHLEH Z ENEFE
LW 3 4 OFLE 1 BIE OEFR 4 g L2358, 1F%
FIZEUE L7 A L BIRHCELE L2 A CRERIC AN
HDHENG, WEUIRFAI VT TAYyE—VREE LR
TIUE, Ay E—YOXEPL Ul A EIETH, THEN
MELARVWEWZ S,

BEEISCHR[14] & FIERIS, REBRER LT v or— bOERZE
T, 22—V OEM AT REEN A U T 5. BRmizix
F3LVT_NTOAT—=VIZBWTEAE 1 5] H T 30%70>
5 AN % D —FRHEH L TRV, BIECHB]O T > 7r—
NOFFREAICEAT 2R (K 21%~823%) LY HEn
BHRENMELNTND., £z, B5OT7 07— MERTIX
EEBICER LIV EEE L T D —REL, fEEf
WHEHFH LW EEIE LT Da—FnDbzn, Lal, 5
BROITEYCIIMERER L 0 IEERICERH L TV D —Fn
2\, 2 — Y OEMEITEICTREENTFET 25 A2 T
FHEIZ2—VFOEBEOITHIER L, FEERICAyE—Y
ERETDHZENEEF LVWEEZS.

AEBRTIET v r— b TR ONTEMAOHREERIET
HZEEEAPNELTEY, #EAyE—VIZBITS 0S &
R AT — UM EOMEE ST LIz, 7ol KEHRON
FCEDLLT, WD OS ZHFT L TV DEMENE E
T ATRENE, AREBRO A 7 A0 LT A fetk<e
AT =T DRIZENERE OB CRFE TH L, E
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RE LT L T D AMREMEZR PR BEESND. ZD, 7
RAYE—URAT VN LORE EREICHTT 52 &
WTERVDY, BBLEZORMELHERTE . %I,
BEAMRE L C OS ZEFIE57=0iz, FT#Hoa—F%
MR E AT —VEmESED 2 L, RO —V D
AT =V EMFIELEEFHMELT, BEAYE—Y
DNEEBFTHTETHS.
6. FLOHLESHRDERRE

KL THE, Tovr— M AETEDE ol A v —V
DR % EEERCTRIET D720, EBRI AT AEREL
72, ZOEBRV AT A& FVT, Windowsl0 % 1 L1 EF
AL TWHa—H 175 £ %3512 1 2 A MO EREER
N L7z, KEEFEBR T, 0S EHICHT LA vE—T%
BifE LC OS o L) e fE & 4 I vV ERGE LTz,
FAEEBRORBER, 7o — MNAETES ThHo7o A vk
—VEERETDHIET, AT—VICLDEHRICKEE
WITR BN o720, BTDAT—IIZBWTIREA v
T—UREMTHL L EMER L. BEX A7 (B
BIE, 1EET, 1EER) 2B 2 THEOE N EZMRGEE LT
FER, HERF O —FIIIEERICEE T 5 2 LT
HY, EEEHIEY) TRV ERFEL MR T

St 13D A M O FEZEER A T L, FEITHOHER O
=PI L TAT =V MRS ED72018, AvkE—V
BZICHF D OS BT DMkt &2 MGt T2 T ETH D.
BE3H
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